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PHISHING Successful Axie Infinity Credential Phish M2 2022-05-18", "ET PHISHING 
PerSwaysion Landing Page M2", "ET PHISHING Successful Wells Fargo Phish 2016-08-
31", "ET PHISHING Successful Blocked Email Account Phish M2 2016-08-23", "ET 
PHISHING Successful Generic Adobe Phish 2019-07-29", "ET PHISHING Observed 
Possible Phishing Landing Page 2021-06-25", "ET PHISHING Successful Ebay Phish 2016-
06-14", "ET PHISHING Successful Generic Webmail Phish 2016-10-21", "ET PHISHING 
Successful Adobe Credential Phish 2022-07-08", "ET PHISHING Successful National Bank 
Phish Mar 13 2017", "ET PHISHING Successful Generic Brand Phish 2016-12-01", "ET 
PHISHING Successful Generic Credential Phish 2022-06-01", "ET PHISHING Successful 
Paypal Phish M3 2016-12-13", "ET PHISHING Successful Comcast Phish 2016-08-18", 
"ET PHISHING Suspected TA445 Spearphishing Related Domain (mirrohost .space in TLS 
SNI)", "ET PHISHING Successful Amazon Phish 2015-09-22", "ET PHISHING Successful 
Wells Fargo Phish 2016-05-26", "ET PHISHING Successful Apple ID Phish M2 2016-10-
04", "ET MALWARE Possible Magecart Credit Card Information JS Script", "ET PHISHING 
Generic Korean Bank Credential Theft 2023-01-09", "ET PHISHING Possible Successful 
Generic Phish (set) Jan 12 2017", "ET PHISHING Successful Generic Phish (Redirect to 
Download PDF) 2016-02-08", "ET PHISHING Successful DHL Phish 2019-10-18", "ET 
PHISHING Possible Successful Phish to Hostinger Domains M1 2016-04-04", "ET 
PHISHING Suspected TA445 Spearphishing Related Domain (creditals-email .space in 
TLS SNI)", "ET PHISHING Successful Facebook Credential Phish 2022-08-01", "ET 
PHISHING Successful National Australia Bank Phish 2016-12-02", "ET PHISHING 
Successful Generic Credit Card Information Phish 2019-08-02", "ET PHISHING Successful 
USAA Phish 2016-06-15", "ET PHISHING Possible Successful Generic Phish (set) Aug 25 
2017", "ET PHISHING Successful Linkedin Phish 2016-09-27", "ET INFO Observed 
testcookie-nginx-module", "ET PHISHING Successful Microsoft Account Credential Phish 
2022-04-26", "ET PHISHING Successful Xfinity/Comcast Phish 2016-06-17", "ET 
PHISHING Successful AOL Phish 2016-10-24", "ET PHISHING Successful Standard Bank 
Phish 2016-06-23", "ET PHISHING Generic Phishkit Landing Page M2", "ET PHISHING 
Generic Credential Phish Activity GET", "ET PHISHING Successful Alibaba Phish 2016-10-
26", "ET PHISHING Successful Wells Fargo Phish M2 2015-11-21", "ET PHISHING 
Successful Apple Phish (FR) M1 2016-10-07", "ET PHISHING Successful Bank of 
Oklahoma Phish M2 Jul 21 2016", "ET PHISHING [eSentire] Successful Personalized 
Phish 2018-06-15", "ET PHISHING Possible Successful Generic Web.App Hosted Phish 



2020-10-14", "ET PHISHING Successful Generic 000webhostapp.com Phish 2017-10-27", 
"ET PHISHING Successful DHL Phish 2015-11-14", "ET PHISHING TodayZoo Phishing Kit 
GET M2", "ET PHISHING Successful Standard Bank Credential Phish 2022-07-12 M2", 
"ET PHISHING Sucessful Global Sources Credential Phish 2022-06-29", "ET PHISHING 
Successful Excel Online Phish 2015-11-26", "ET PHISHING Successful Generic Phish 
2022-03-28", "ET PHISHING PerSwaysion Phishkit Landing Page", "ET PHISHING 
Successful Google Credential Phish 2016-02-17", "ET PHISHING Successful Sparkasse 
Phish 2016-10-03", "ET PHISHING Successful Wells Fargo Phish 2018-03-12", "ET 
PHISHING Successful Apple Phish M2 2016-11-15", "ET PHISHING Successful Bank of 
America Phish 2015-11-06", "ET PHISHING Successful Standard Bank Credential Phish 
2022-07-12 M1", "ET PHISHING Successful Google Drive Phish M2 2016-12-02", "ET 
PHISHING Successful Impots.gouv.fr Phish M2 2015-08-21", "ET PHISHING Possible 
Successful Phish - Generic Credential POST to Ngrok.io", "ET PHISHING Successful 
Maersk Phishing 2016-02-25", "ET PHISHING Successful Generic Phish (set) 2020-06-
10", "ET PHISHING Successful Google Drive Phish M1 2016-06-11", "ET PHISHING 
Successful Standard Bank Credential Phish 2022-07-12 M3", "ET PHISHING Successful 
Account Update Phish 2016-09-06", "ET PHISHING LinkedIn Phish Landing Page 2022-
01-31", "ET PHISHING Successful Wells Fargo Mobile Phish 2016-08-01 M3", "ET 
PHISHING Successful Bank of America Phish M2 2016-08-31", "ET PHISHING Successful 
Clydesdale Bank Phish 2020-12-30", "ET PHISHING Suspected TA445 Spearphishing 
Related Domain in DNS Lookup (weryfikacja-konta .space)", "ET PHISHING Successful 
PlayerUnknown's Battlegrounds Phish 2021-11-10", "ET PHISHING Navy Federal Credit 
Union Credential Phish Landing Page 2022-07-05", "ET MALWARE MSIL/PSW.Agent.SUD 
Zipped Data Exfil (set)", "ET PHISHING Successful Canada Revenue Agency Phish 2016-
08-30", "ET PHISHING Successful Impots.gouv.fr Phish 2016-10-24", "ET PHISHING 
Suspected TA445 Spearphishing Related Domain in DNS Lookup (mod-mil .online)", "ET 
PHISHING Successful Generic Credential Phish 2015-10-03", "ET PHISHING Successful 
Chase Phish 2016-12-16", "ET PHISHING Successful Generic Credit Card Information 
Phish Oct 10 2017", "ET PHISHING Suspected TA445 Spearphishing Related Domain 
(mod-mil .online in TLS SNI)", "ET PHISHING Successful Paypal Phish M2 2016-09-29", 
"ET PHISHING Successful Facebook Phish 2016-10-06", "ET PHISHING Australian 
Government Credential Phish Landing Page 2022-07-06", "ET PHISHING Successful 
Generic Phish (set) 2019-08-23", "ET PHISHING Socios Credential Phish Landing Page 
2022-12-22", "ET PHISHING Successful Three Step Gmail Phish (2 of 3) Phish 2016-12-
02", "ET PHISHING Successful FreeMobile (FR) Phish M2 2016-10-06", "ET PHISHING 
Possible Successful Generic Phish (set) Aug 22 2017", "ET PHISHING Successful Mailbox 
Deactivation Phish 2016-12-15", "ET PHISHING Possible Successful Paypal Phishing 
Domain Feb 02 2017", "ET PHISHING Successful Bank of America Phish M2 2016-11-23", 
"ET PHISHING Successful Amazon (UK) Phish 2016-10-17", "ET PHISHING Successful 
Chase Phish M2 2015-12-01", "ET PHISHING TA398/Sidewinder Credential Phish 
Landing Page M1 2022-11-18", "ET PHISHING Successful Paypal Phish M2 2016-12-05", 
"ET PHISHING Suspected TA445 Spearphishing Related Domain (kontrola-poczty .space 
in TLS SNI)", "ET PHISHING Successful Chase Phish 2015-09-24", "ET PHISHING 
Successful Anonisma Paypal Phish 2015-12-29", "ET PHISHING Successful Microsoft Live 
Email Account Phish 2016-10-18", "ET PHISHING TodayZoo Phishing Kit GET M1", "ET 
PHISHING BulletProofLink Phishkit Activity (POST)", "ET PHISHING Successful Microsoft 
Phish 2016-12-08", "ET PHISHING Generic Phishkit Activity (GET)", "ET PHISHING 
Successful Google Drive Phish 2016-10-14", "ET PHISHING Sparkasse Credential Phish 
Landing Page M3 2022-04-13", "ET PHISHING Successful Free.fr Phish 2016-03-10", "ET 
PHISHING Possible BulletProofLink Phishkit Activity - Retrieving Resources", "ET 
PHISHING Possible Successful Generic Phish (set) 2018-05-02", "ET PHISHING Successful 
Facebook Credential Phish 2021-11-16", "ET PHISHING Successful Apple Phish M2 2015-
12-02", "ET PHISHING Successful Amazon.com Phish M1 2016-06-27", "ET PHISHING 
Suspicious Form with Action Value Equal to bit .ly", "ET PHISHING Successful Idaho 
Central CU Phish 2022-07-24", "ET PHISHING Successful Wells Fargo Account Phish 
2015-08-14", "ET PHISHING Successful HM Revenue Phish 2016-11-23", "ET PHISHING 
Successful DrSpam Phish 2016-06-08 M1", "ET PHISHING Successful Barclays Phish M1 



2016-09-09", "ET PHISHING Suspected TA445 Spearphishing Related Domain in DNS 
Lookup (walidacja-poczty .space)", "ET PHISHING Successful Webmail Account Upgrade 
Phish 2016-07-21", "ET PHISHING Successful Dynamic Folder Phish M2 2016-12-02", "ET 
PHISHING Adobe Phish Landing Page 2022-01-12", "ET PHISHING Successful Tesco Phish 
(set) M1 Jul 18 2017", "ET PHISHING Successful Westpac Bank Phish 2016-08-31", "ET 
PHISHING Successful Apple Phishing 2016-03-01 M3", "ET PHISHING ING Group 
Credential Phish Landing Page 2022-12-02", "ET PHISHING Successful BBVA Compass 
Account Phish 2015-08-21", "ET PHISHING Successful Personalized Email Update Phish 
2016-11-17", "ET PHISHING Successful Liqui Cryptocurrency Exchange Phish 2017-12-
28", "ET PHISHING Possible Successful TSB Bank Phish 2018-05-07", "ET PHISHING 
Sparkasse Credential Phish Landing Page M1 2022-04-13", "ET PHISHING Possible 
Successful Docusign Phish 2015-07-27", "ET PHISHING Successful Google Drive Phish 
2016-12-07", "ET PHISHING Successful Personalized Outlook Phish 2016-10-26", "ET 
PHISHING Successful Apple Phish 2019-12-18", "ET PHISHING Coinbase Credential Phish 
Landing Page 2022-11-29", "ET PHISHING Successful Netflix Phish 2016-11-15", "ET 
PHISHING Possible Successful Generic Phish (set) Jul 11 2017", "ET PHISHING Possible 
Successful Phish - Other Credentials Nov 21 2012", "ET PHISHING Successful HM 
Revenue Phish 2016-10-06", "ET PHISHING Coinbase Credential Phish Landing Page 
2022-12-02", "ET PHISHING Ping Identity Landing Page 2022-03-14", "ET PHISHING 
Successful Generic Credential Phish 2022-05-27", "ET PHISHING Successful Apple Phish 
M2 2016-09-14", "ET PHISHING Possible Successful Phish - Saved Website Comment 
Observed", "ET PHISHING Successful Wells Fargo Phish 2021-03-16", "ET PHISHING 
Suspected TA445 Spearphishing Related Domain (konto-verify .space in TLS SNI)", "ET 
PHISHING Successful Canada Revenue Agency COVID-19 Assistance Eligability (FR) Phish 
2020-04-01", "ET PHISHING Successful Dynamic Folder Phish 2016-11-15", "ET 
PHISHING Successful Generic Credential Phish 2022-03-02", "ET PHISHING Successful 
Facebook Phish 2015-08-27", "ET PHISHING Successful Dropbox Phish 2016-10-14", "ET 
PHISHING Successful Email Settings Phish 2016-10-28", "ET PHISHING Facebook 
Credential Phish Landing Page 2022-07-29", "ET PHISHING Successful Generic 
Credential Phish Activity POST", "ET PHISHING Successful Dropbox Business Phish 2016-
11-17", "ET PHISHING Manhattan College Phish Landing Page 2022-01-10", "ET 
PHISHING Sparkasse Credential Phish Landing Page 2022-06-10", "ET PHISHING 
Successful iTunes Connect Phish M1 2016-10-21", "ET PHISHING PerSwaysion Phishkit 
Javascript Variable", "ET PHISHING Successful Yahoo Phish 2016-07-11", "ET PHISHING 
TA398/Sidewinder Credential Phish Landing Page M2 2022-11-18", "ET PHISHING 
Possible Successful Phish to Hostinger Domains M2 2016-04-04", "ET PHISHING 
TMOBILE Credential Phish Landing Page 2022-11-01", "ET PHISHING Successful 
FreeMobile (FR) Phish 2016-09-28", "ET PHISHING Successful FR Gmail Phish M2 2016-
03-15", "ET PHISHING Successful Dynamic Folder Phish Oct 07 2016", "ET PHISHING 
Successful Alibaba Credential Phish 2022-11-30", "ET PHISHING Successful Generic 
Phish Phish 2018-08-21", "ET PHISHING Possible Successful Phish to Hostinger Domains 
Apr 4 M4", "ET PHISHING Generic Credential Phish Landing Page M1 2022-04-05", "ET 
PHISHING Successful Nordea Netbank Credential Phish 2022-11-04", "ET PHISHING 
Possible Successful Generic Phish (set) Oct 13 2016", "ET PHISHING Generic Phishkit 
Landing Page M3" 

Попытки получения 
системных файлов 

"ET POLICY IP Check Domain (whatismyip in HTTP Host)", "ET SCAN Modified Sipvicious 
Sundayddr Scanner (sipsscuser)", "ET SCAN Toata Scanner User-Agent Detected", "GPL 
NETBIOS NT NULL session", "GPL DNS named authors attempt", "ET SCAN Httprint Web 
Server Fingerprint Scan", "ET ATTACK_RESPONSE Possible ELEFANTE/ElephantBeetle 
Enumeration Activity M2", "ET SCAN Sqlmap SQL Injection Scan", "ET SCAN NMAP SIP 
Version Detection Script Activity", "ET USER_AGENTS FOCA User-Agent", "GPL SNMP 
public access udp", "ET SCAN Metasploit WMAP GET len 0 and type", "ET POLICY 
Inbound /uploadify.php Access", "ET SCAN SQL Power Injector SQL Injection User Agent 
Detected", "ET WEB_SERVER Outbound PHP User-Agent", "ET SCAN Acunetix Version 6 
(Free Edition) Scan Detected", "ET EXPLOIT NEC SL2100 - Session Enumeration 
Attempt", "ET SCAN SQLNinja MSSQL Authentication Mode Scan", "ET VOIP Modified 
Sipvicious Asterisk PBX User-Agent", "ET EXPLOIT Netgear DGN Remote Command 



Execution", "ET POLICY Java Url Lib User Agent Web Crawl", "ET SCAN Springenwerk 
XSS Scanner User-Agent Detected", "ET SCAN Hikvision IP Camera 5.4.0 Information 
Disclosure", "ET SCAN Xenu Link Sleuth Scanner Outbound", "GPL SNMP SNMP NT 
UserList", "ET EXPLOIT Linksys Smart WiFi Information Disclosure Attempt Inbound", 
"ET SCAN Internet Scanning Project HTTP scan", "ET WEB_SERVER Muieblackcat 
scanner", "ET WEB_SPECIFIC_APPS Solr DataImport Handler Disclose Config URL", "ET 
EXPLOIT Xiongmai/HiSilicon DVR - OpenTelnet Inbound - Possilbe CVE-2020-22253 
Attempt", "ET EXPLOIT Possible SAP NetWeaver CVE-2020-6287 Probe", "ET 
WEB_SERVER PHP Easteregg Information-Disclosure (zend-logo)", "ET SCAN Laravel 
Debug Mode Information Disclosure Probe Inbound", "GPL WEB_SERVER .htaccess 
access", "ET VOIP Possible Modified Sipvicious OPTIONS Scan", "ET SCAN Nessus FTP 
Scan detected (ftp_writeable_directories.nasl)", "ET SCAN Automated Injection Tool 
User-Agent (AutoGetColumn)", "ET SCAN Netsparker Default User-Agent", "ET EXPLOIT 
Possible SAP NetWeaver CVE-2020-6287 Vulnerable Response", "ET SCAN HP Enterprise 
VAN SDN Controller", "ET WEB_SERVER Brutus Scan Inbound", "ET POLICY Cisco Data 
Center Network Manager - Vulnerable Version Detected 10.4", "GPL SCAN ssh-
research-scanner", "ET SCAN Multiple FTP Root Login Attempts from Single Source - 
Possible Brute Force Attempt", "ET SCAN Vega Web Application Scan", "ET SCAN 
Apache mod_proxy Reverse Proxy Exposure 1", "ET POLICY IP Check Domain (showip in 
HTTP Host)", "ET SCAN DavTest WebDav Vulnerability Scanner Default User Agent 
Detected", "ET WEB_SPECIFIC_APPS Joomla Full Path Disclosure -- content.php", "ET 
SCAN WITOOL SQL Injection Scan", "ET POLICY python.urllib User Agent Web Crawl", 
"ET INFO Pulse Secure VPN Version Disclosure Attempt", "ET SCAN Skipfish Web 
Application Scan Detected (2)", "ET SCAN HZZP Scan in Progress calc in Headers", "GPL 
SMTP expn decode", "ET SCAN FHScan core User-Agent Detect", "ET SCAN SFTP/FTP 
Password Exposure via sftp-config.json", "ET SCAN Potential SSH Scan", "ET SCAN Sivus 
VOIP Vulnerability Scanner SIP Components Scan", "ET POLICY libwww-perl User-
Agent", "ET SCAN External to Internal UPnP Request tcp port 2555", "ET SCAN 
WhatWeb Web Application Fingerprint Scanner Default User-Agent Detected", "ET 
WEB_SERVER Automated Site Scanning for backupdata", "GPL SCAN nessus 2.x 404 
probe", "GPL SMTP expn root", "ET POLICY POSSIBLE Web Crawl using Curl", "GPL DNS 
named version attempt", "ET SCAN Geutebrueck re_porter 7.8.974.20 Information 
Disclosure", "ET POLICY HTTPie User-Agent Outbound", "ET SCAN FTPSync Settings 
Disclosure Attempt", "ET WEB_SERVER PyCurl Suspicious User Agent Inbound", "ET 
WEB_SPECIFIC_APPS Possible Oracle GlassFish Server Administration Console 
Authentication Bypass Attempt", "ET SCAN NMAP OS Detection Probe", "ET 
WEB_SERVER Inbound PHP User-Agent", "ET SCAN Arachni Scanner Web Scan", "ET 
SCAN Mini MySqlatOr SQL Injection Scanner", "ET SCAN RatProxy in-use", "ET SCAN 
Inspathx Path Disclosure Scanner User-Agent Detected", "ET WEB_CLIENT Google 
Chrome Credential Stealing via SCF file Reflected Request", "ET SCAN Acunetix Accept 
HTTP Header detected scan in progress", "ET POLICY POSSIBLE Crawl using Fetch", "ET 
SCAN Cisco Torch IOS HTTP Scan", "GPL RPC xdmcp info query", "ET USER_AGENTS 
pxyscand/ Suspicious User Agent Outbound", "ET EXPLOIT AVTECH Authenticated 
Command Injection in PwdGrp.cgi", "ET SCAN FOCA uri", "ET SCAN Watchfire AppScan 
Web App Vulnerability Scanner", "ET SCAN Acunetix Version 6 Crawl/Scan Detected", 
"GPL SMTP vrfy root", "GPL SNMP SNMP trap Format String detected", "ET SCAN 
Skipfish Web Application Scan Detected", "GPL NETBIOS SMB startup folder access", 
"ET SCAN Nmap NSE Heartbleed Response", "GPL SCAN ISS Pinger", "ET USER_AGENTS 
SAP CVE-2020-6287 PoC UA Observed", "ET ATTACK_RESPONSE Possible 
ELEFANTE/ElephantBeetle Enumeration Activity M1", "ET WEB_SERVER PHP Easteregg 
Information-Disclosure (phpinfo)", "GPL WEB_SERVER perl command attempt", "ET 
SCAN Hmap Webserver Fingerprint Scan", "ET SCAN Voiper Toolkit Torturer Scan", "ET 
SCAN Nessus FTP Scan detected (ftp_anonymous.nasl)", "GPL SCAN webtrends 
scanner", "ET POLICY Cisco Data Center Network Manager - Vulnerable Version 
Detected 11.1", "ET SCAN Grendel Web Scan - Default User Agent Detected", "ET 
USER_AGENTS PyCurl Suspicious User Agent Outbound", "ET WEB_SERVER DD-WRT 
Information Disclosure Attempt", "ET USER_AGENTS Binget PHP Library User Agent 



Outbound", "ET SCAN Amap TCP Service Scan Detected", "ET WEB_SPECIFIC_APPS Solr 
DataImport Handler Disclose Admin Cores", "ET POLICY IP Check Domain (showmyip in 
HTTP Host)", "ET SCAN Httprecon Web Server Fingerprint Scan", "ET SCAN Grendel-
Scan Web Application Security Scan Detected", "ET EXPLOIT TerraMaster TOS 
Information Leak Inbound (CVE-2022-24990)", "ET SCAN DirBuster Scan in Progress", 
"ET SCAN DotDotPwn User-Agent", "ET EXPLOIT Possible Cisco Data Center Network 
Manager - Log Retrieval (CVE-2019-1622)", "ET SCAN Sipvicious Scan", "ET SCAN 
Sipvicious User-Agent Detected (friendly-scanner)", "ET SCAN Internal to Internal UPnP 
Request tcp port 2555", "ET SCAN Nmap NSE Heartbleed Request", "ET SCAN Port 
Unreachable Response to Xprobe2 OS Fingerprint Scan", "ET SCAN SipCLI VOIP Scan - 
TCP", "ET SCAN OpenVAS User-Agent Inbound", "ET WEB_SERVER Automated Site 
Scanning for backup_data", "ET WEB_SPECIFIC_APPS Joomla Full Path Disclosure -- 
php5x.php", "ET WEB_SERVER Possible Successful Juniper NetScreen ScreenOS 
Firmware Version Disclosure Attempt", "GPL WEB_SERVER /~root access", "ET EXPLOIT 
D-Link 850L Password Extract Attempt", "ET SCAN Potential VNC Scan 5800-5820", "ET 
WEB_SERVER pxyscand Suspicious User Agent Inbound", "ET SCAN Suspicious User-
Agent Containing SQL Inject/ion Likely SQL Injection Scanner", "ET POLICY IP Check 
Domain (icanhazip. com in HTTP Host)", "ET WEB_SERVER Recon-ng User-Agent", "ET 
SCAN Grabber.py Web Scan Detected", "ET SCAN Non-Allowed Host Tried to Connect to 
MySQL Server", "ET SCAN WebShag Web Application Scan Detected", "ET SCAN 
External to Internal UPnP Request udp port 1900", "GPL NETBIOS SMB CD...", "ET SCAN 
IBM NSA User Agent", "ET EXPLOIT Attempted Directory Traversal via HTTP Cookie 
(CVE-2020-9484)", "ET SCAN w3af User-Agent 2", "ET POLICY IP Check Domain 
(cmyip.com in HTTP Host)", "GPL WEB_SERVER Tomcat server snoop access", "ET 
WEB_SPECIFIC_APPS WordPress DB XML dump attempted access", "ET 
WEB_SPECIFIC_APPS Netgear WNR2000v5 Possible Serial Number Leak", "ET 
USER_AGENTS Atomic_Email_Hunter User-Agent Inbound", "GPL SNMP private access 
udp", "ET POLICY Cisco Data Center Network Manager Version Check Inbound (flowbit 
set)", "ET EXPLOIT AVTECH Authenticated Command Injection in CloudSetup.cgi 
(Outbound)", "ET INFO Vulnerable SAP NetWeaver Path Observed - Information 
Disclosure (CVE-2016-2388)", "ET POLICY Possible Web Crawl - libwww-perl User 
Agent", "ET SCAN SQLNinja MSSQL XPCmdShell Scan", "ET EXPLOIT AVTECH 
Authenticated Command Injection in CloudSetup.cgi", "ET POLICY IP Check 
whatismyip.com Automation Page", "ET SCAN Positive Technologies XSpider Security 
Scanner User-Agent (PTX)", "ET SCAN Pavuk User Agent Detected - Website Mirroring 
Tool for Off-line Analysis", "ET SCAN WSFuzzer Web Application Fuzzing", "ET SCAN 
libwww-perl GET to // with specific HTTP header ordering without libwww-perl User-
Agent", "ET SCAN Medusa User-Agent", "ET SCAN Inspathx Path Disclosure Scan", "ET 
SCAN Cisco Torch TFTP Scan", "GPL DNS zone transfer UDP", "ET SCAN Suspicious User-
Agent Containing Web Scan/er Likely Web Scanner", "ET SCAN Apache mod_proxy 
Reverse Proxy Exposure 2", "ET POLICY Peach C++ Library User Agent Inbound", "ET 
POLICY MOBILE Apple device leaking UDID from SpringBoard via GET", "GPL SMTP vrfy 
decode", "ET SCAN SIP erase_registrations/add registrations attempt", "ET SCAN 
Netsparker Scan in Progress", "ET SCAN Wikto Scan", "ET SCAN Brutus Scan Outbound", 
"ET SCAN Multiple MySQL Login Failures Possible Brute Force Attempt", "ET SCAN 
McAfee/Foundstone Scanner Web Scan", "ET SCAN w3af User Agent", "GPL NETBIOS 
RFParalyze Attempt", "ET SCAN DEBUG Method Request with Command", "ET SCAN 
Absinthe SQL Injection Tool HTTP Header Detected", "ET SCAN Paros Proxy Scanner 
Detected", "ET EXPLOIT Possible Vacron NVR Remote Command Execution", "ET SCAN 
Sivus VOIP Vulnerability Scanner SIP Scan", "ET WEB_SERVER PHP Easteregg 
Information-Disclosure (funny-logo)", "ET SCAN Amap UDP Service Scan Detected", "ET 
SCAN Asp-Audit Web Scan Detected", "ET EXPLOIT AVTECH Unauthenticated Command 
Injection in DVR Devices", "ET WEB_SERVER cmd.exe In URI - Possible Command 
Execution Attempt", "ET SCAN Possible DavTest WebDav Vulnerability Scanner Initial 
Check Detected", "ET SCAN Voiper Fuzzing Scan", "GPL MISC ident version request", "ET 
SCAN SQLNinja MSSQL Database User Rights Scan", "ET WEB_SPECIFIC_APPS Online 
Trade - Information Disclosure", "ET SCAN Possible SQLMAP Scan", "ET 



WEB_SPECIFIC_APPS Solr DataImport Handler Disclose Config", "ET WEB_SERVER 
Wordpress Login Bruteforcing Detected", "ET EXPLOIT AVTECH Authenticated 
Command Injection in adcommand.cgi", "ET SCAN Possible WafWoof Web Application 
Firewall Detection Scan", "ET SCAN Hello Peppa! Scan Activity", "ET SCAN MS Terminal 
Server Traffic on Non-standard Port", "ET SCAN SQLBrute SQL Scan Detected", "ET 
WEB_SPECIFIC_APPS XML External Entity Information Disclosure", "ET SCAN Sipsak SIP 
scan", "ET USER_AGENTS EmailSiphon Suspicious User-Agent Inbound", "ET SCAN 
Suspicious User-Agent Containing Security Scan/ner Likely Scan", "ET EXPLOIT D-Link 
DIR601 2.02 Credential Disclosure", "ET SCAN Wikto Backend Data Miner Scan", "ET 
SCAN Multiple FTP Administrator Login Attempts from Single Source - Possible Brute 
Force Attempt", "ET SCAN SQLNinja MSSQL Version Scan", "ET EXPLOIT Possible Jira 
User Enumeration Attempts (CVE-2020-14181)", "ET SCAN Modified Sipvicious User-
Agent Detected (sundayddr)", "GPL NETBIOS SMB CD..", "ET EXPLOIT SSL excessive fatal 
alerts (possible POODLE attack against server)", "ET SCAN Hydra User-Agent", "ET 
USER_AGENTS EmailSiphon Suspicious User-Agent Outbound", "ET VOIP Possible 
Inbound VOIP Scan/Misuse With User-Agent Zoiper", "ET WEB_SPECIFIC_APPS 
Microhard Systems 3G/4G Cellular Ethernet and Serial Gateway - Default Credentials", 
"ET POLICY Possible Web Crawl using Wget", "GPL SCAN superscan echo", "ET SCAN 
DCERPC rpcmgmt ifids Unauthenticated BIND", "ET SCAN Tomcat Web Application 
Manager scanning", "ET WEB_SPECIFIC_APPS Microhard Systems 3G/4G Cellular 
Ethernet and Serial Gateway - Configuration Download", "ET SCAN Possible Fast-Track 
Tool Spidering User-Agent Detected", "ET USER_AGENTS Atomic_Email_Hunter User-
Agent Outbound", "ET SCAN Potential VNC Scan 5900-5920", "ET SCAN SipCLI VOIP 
Scan", "ET POLICY ApacheBenchmark Tool User-Agent Detected", "ET SCAN Goatzapszu 
Header from unknown Scanning Tool", "ET SCAN sipscan probe", "ET WEB_SERVER 
/system32/ in Uri - Possible Protected Directory Access Attempt", "ET SCAN Possible 
Mysqloit Operating System Fingerprint/SQL Injection Test Scan Detected", "ET 
WEB_SERVER PHP Easteregg Information-Disclosure (php-logo)", "ET SCAN NMAP SIP 
Version Detect OPTIONS Scan", "ET SCAN Enumiax Inter-Asterisk Exchange Protocol 
Username Scan", "GPL SNMP public access tcp", "ET WEB_SERVER /etc/shadow 
Detected in URI", "ET WEB_SERVER DFind w00tw00t GET-Requests", "ET SCAN Nessus 
User Agent", "GPL NETBIOS SMB startup folder unicode access", "ET SCAN ntop-ng 
Authentication Bypass via Session ID Guessing", "ET SCAN UPnP SUBSCRIBE Inbound - 
Possible CallStranger Scan (CVE-2020-12695)", "ET SCAN Wapiti Web Server 
Vulnerability Scan", "GPL DNS named iquery attempt", "ET SCAN Smap VOIP Device 
Scan", "ET POLICY Peach C++ Library User Agent Outbound", "ET SCAN w3af Scan In 
Progress ARGENTINA Req Method", "ET SCAN Observed Suspicious UA (Callstranger 
Vulnerability Checker)", "ET SCAN HID VertX and Edge door controllers discover", "ET 
SCAN Sipp SIP Stress Test Detected", "ET SCAN Chroot-apache0day Unknown Web 
Scanner User Agent", "ET SCAN Default Mysqloit User Agent Detected - Mysql Injection 
Takover Tool", "ET WEB_SPECIFIC_APPS Joomla Full Path Disclosure -- ldap.php", "ET 
WEB_SERVER Binget PHP Library User Agent Inbound", "ET SCAN Stompy Web 
Application Session Scan", "ET SCAN SQLix SQL Injection Vector Scan", "ET EXPLOIT 
Netgear ReadyNAS Surveillance Unauthenticated Remote Command Execution", "ET 
SCAN SQLNinja MSSQL User Scan", "ET SCAN Nessus Netbios Scanning", "GPL SNMP 
private access tcp"   

Попытки получения 
привилегий 
пользователя 

"GPL SQL dbms_repcat.comment_on_repgroup buffer overflow attempt", "ET 
WEB_SPECIFIC_APPS Dicoogle PACS 2.5.0 - Directory Traversal", "ET SCADA Sunway 
ForceControl Activex Control Vulnerability", "GPL SQL cancel_statistics ordered 
sname/oname buffer overflow attempt", "ET EXPLOIT Possible SharePoint XSS (CVE-
2017-8514) Inbound", "GPL SQL dbms_repcat.drop_priority_date buffer overflow 
attempt", "ET WEB_CLIENT QuickTime Remote Exploit (exploit specific)", "GPL SQL user 
name buffer overflow attempt", "ET WEB_SERVER WebShell - Generic - c99shell based 
POST structure", "ET EXPLOIT SonicWall Global Management System - XMLRPC 
set_time_zone Command Injection (CVE-2018-9866)", "ET ACTIVEX Potential ThreeDify 
Designer ActiveX Control cmdSave Method Access Buffer Overflow", "ET MALWARE 
Possible STEADYPULSE Webshell Accessed M2", "ET WEB_CLIENT Adobe Audition 



Malformed Session File Buffer Overflow Attempt", "ET EXPLOIT Netgear R7000 
Command Injection Exploit", "ET WEB_SERVER WebShell - JSP File Admin - POST 
Structure - dir", "ET ACTIVEX Possible Autodesk MapGuide Viewer ActiveX 
LayersViewWidth Method Access Denial of Service 2", "ET EXPLOIT Possible Inbound 
Flash Exploit with Stack-Based wininet", "ET WEB_SPECIFIC_APPS Fortify Software 
Security Center XML External Entity Injection 2", "ET ACTIVEX 2X Client for RDP 
ClientSystem Class ActiveX Control InstallClient Function Call Attempt", "GPL SQL 
drop_master_repobject ordered type buffer overflow attempt", "ET RPC DCERPC 
SVCCTL - Remote Service Control Manager Access", "GPL SQL 
dbms_repcat.alter_master_propagation buffer overflow attempt", "GPL SQL 
dbms_repcat_utl.drop_an_object buffer overflow attempt", "ET INFO Session Traversal 
Utilities for NAT (STUN Binding Response)", "GPL SQL instantiate_online ordered 
refresh_template_name buffer overflow attempt", "ET WEB_SPECIFIC_APPS Cacti 
Superlinks Plugin SQL Injection", "ET EXPLOIT MS-Officecmd Remote Code Execution 
Attempt", "ET WEB_SPECIFIC_APPS Geutebrueck re_porter 16 - Cross-Site Scripting 6", 
"ET ACTIVEX Possible Windows Live Writer ActiveX BlogThisLink Method Access Denail 
of Service Attack 2", "GPL MISC rlogin bin", "ET WEB_SPECIFIC_APPS Kibana Attempted 
LFI Exploitation (CVE-2018-17246)", "ET WEB_CLIENT Microsoft Application Crash 
Report Indicates Potential VGX Memory Corruption", "ET ATTACK_RESPONSE Possible 
BeEF HTTP Headers Inbound", "ET EXPLOIT Possible Redirect to SMB exploit attempt - 
302", "ET ACTIVEX Microsoft Internet Explorer Tabular DataURL ActiveX Control 
Memory Corruption Attempt", "ET ACTIVEX TeeChart Professional ActiveX Control 
integer overflow Vulnerability 3", "ET ACTIVEX TeeChart Professional ActiveX Control 
integer overflow Vulnerability 5", "ET EXPLOIT Generic ADSL Router DNS Change POST 
Request", "ET ACTIVEX dBpowerAMP Audio Player 2 FileExists Method ActiveX Buffer 
Overflow", "GPL SQL dbms_repcat_rgt.instantiate_offline buffer overflow attempt", "ET 
EXPLOIT CVE-2016-0189 Common Construct M1", "ET SCADA SEIG Modbus 3.4 - 
Remote Code Execution", "ET WEB_SPECIFIC_APPS Microhard Systems 3G/4G Cellular 
Ethernet and Serial Gateway - Service Enable", "ET EXPLOIT Jitsi Meet Plugin XSS 
Attempt (CVE-2021-26812)", "ET WEB_SPECIFIC_APPS Symantec Messaging Gateway 
9.5.3-3 - Arbitrary file download 2", "ET EXPLOIT Possible Linksys E1500/E2500 apply.cgi 
RCE Attempt", "ET EXPLOIT SQL sp_configure attempt", "GPL SQL 
dbms_repcat.drop_snapshot_repobject buffer overflow attempt", "ET EXPLOIT php 
script double base64 encoded Remote Code Execution 1", "ET WEB_SERVER SQL 
sp_start_job attempt", "ET ACTIVEX Possible IBM Tivoli Provisioning Manager Express 
Isig.isigCtl.1 ActiveX RunAndUploadFile Method Overflow 2", "ET WEB_SERVER 
WebShell - Generic - c99shell based POST structure w/multipart", "ET ACTIVEX Adobe 
browser document ActiveX DoS Attempt", "ET EXPLOIT Generic system shell command 
to php base64 encoded Remote Code Execution 2", "ET EXPLOIT Possible CVE-2018-
4407 - Apple ICMP DoS PoC", "ET FTP Possible FTP Daemon Username INSERT INTO SQL 
Injection Attempt", "GPL SQL dbms_repcat.drop_delete_resolution buffer overflow 
attempt", "ET EXPLOIT Possible CVE-2016-0777 Client Sent Roaming Resume Request", 
"ET EXPLOIT Nagios XI Remote Code Execution", "ET WEB_SPECIFIC_APPS Blind Server-
Side Request Forgery", "ET EXPLOIT Nagios XI Remote Code Execution 2", "ET EXPLOIT 
xdebug OS Command Execution", "ET ACTIVEX AVTECH Software ActiveX Snapshot 
Method Buffer Overflow Attempt", "ET EXPLOIT Nagios XI Set DB User Root", "ET 
WEB_CLIENT Possible Internet Explorer VBscript CVE-2014-6332 multiple redim 
preserve", "ET WEB_SPECIFIC_APPS Geutebrueck re_porter 16 - Cross-Site Scripting 1", 
"ET WEB_CLIENT Microsoft Rich Text File .RTF File download with invalid 
listoverridecount", "ET WEB_CLIENT Adobe Authplay.dll NewClass Memory Corruption 
Attempt", "ET ACTIVEX Possible Cyme ChartFX client server ActiveX Control 
ShowPropertiesDialog arbitrary code execution", "ET EXPLOIT Linksys Router 
Unauthenticated Remote Code Execution", "GPL SQL 
dbms_offline_og.begin_instantiation buffer overflow attempt", "ET 
WEB_SPECIFIC_APPS ELF file magic encoded Base64 UTF-8 Inbound Web Servers Likely 
Command Execution 7", "ET WEB_SPECIFIC_APPS Hadoop YARN ResourceManager 
Unauthenticated Command Execution", "GPL SQL 



sys.dbms_repcat_mas.create_master_repgroup buffer overflow attempt", "ET ACTIVEX 
Oracle AutoVue Activex Insecure method (ExportEdaBom)", "ET ACTIVEX Tracker 
Software pdfSaver ActiveX StoreInRegistry Method Access Potential Buffer Overflow", 
"ET SCADA PROMOTIC ActiveX Control Insecure method (SaveCfg)", "ET SCADA 
PROMOTIC ActiveX Control Insecure method (AddTrend)", "ET WEB_SERVER WebShell - 
PHPShell - PHPKonsole URI", "ET EXPLOIT Generic ADSL Router DNS Change Request", 
"ET WEB_SPECIFIC_APPS OGNL Expression Injection (CVE-2017-9791)", "ET ACTIVEX 
ASUS Net4Switch ActiveX CxDbgPrint Format String Function Call Attempt", "GPL SQL 
dbms_repcat.create_mview_repgroup buffer overflow attempt", "ET ACTIVEX Possible 
CA BrightStor ARCserve Backup ActiveX AddColumn Method Access Buffer Overflow", 
"ET EXPLOIT Oracle WebLogic - wls-wsat Component Deserialization Remote Code 
Execution Windows", "ET WEB_CLIENT Foxit PDF Reader Title Stack Overflow", "ET 
EXPLOIT SUSPICIOUS DTLS Pre 1.0 Fragmented Client Hello Possible CVE-2014-0195", 
"ET EXPLOIT Possible Realtek SDK - formRebootCheck/formWsc Stack Buffer Overflow 
Inbound (CVE-2021-35392)", "GPL SQL dbms_repcat_admin.register_user_repgroup 
buffer overflow attempt", "ET ACTIVEX Possible IBM Lotus Quickr for Domino ActiveX 
control Import_Times Method Access buffer overflow Attempt", "ET EXPLOIT Possible 
Internet Explorer CVE-2014-6332 Common Construct (Reversed)", "ET EXPLOIT php 
script double base64 encoded Remote Code Execution 2", "ET WEB_SPECIFIC_APPS 
Apache CouchDB Remote Code Execution 2", "GPL SQL 
dbms_repcat.alter_priority_nvarchar2 buffer overflow attempt", "ET ACTIVEX Possible 
AOL SuperBuddy ActiveX Control Remote Code Execution Attempt", "ET ACTIVEX 
Microsoft DirectX 9 ActiveX Control Format String Function Call", "ET WEB_CLIENT 
Spectre Exploit Javascript", "ET WEB_CLIENT Possible CVE-2014-4113 Exploit 
Download", "ET ACTIVEX Possible CommuniCrypt Mail SMTP ActiveX AddAttachments 
Method Access Stack Buffer Overflow", "GPL SQL dbms_repcat.set_local_flavor buffer 
overflow attempt", "GPL SQL dbms_repcat.alter_site_priority buffer overflow attempt", 
"ET ACTIVEX Viscom Movie Player Pro SDK ActiveX DrawText method Buffer Overflow 
Function Call", "ET ACTIVEX Quest vWorkspace Broker Client ActiveX Control 
SaveMiniLaunchFile Remote File Creation/Overwrite 2", "ET FTP Possible FTP Daemon 
Username UPDATE SET SQL Injection Attempt", "ET EXPLOIT Nagios XI SQL Injection", 
"GPL SQL dbms_repcat.purge_master_log buffer overflow attempt", "ET EXPLOIT TP-
Link TL-WR840N/TL-WR841N - Authentication Bypass (Reboot Router)", "ET 
WEB_CLIENT EMET Detection Via XMLDOM", "ET WEB_SPECIFIC_APPS Nagios XI 
Network Monitor - OS Command Injection", "ET WEB_SPECIFIC_APPS Attempted 
Symantec Secure Web Gateway RCE", "ET ACTIVEX Possible McAfee Virtual Technician 
MVT.MVTControl.6300 ActiveX Control GetObject method Remote Code Execution 2", 
"GPL SQL dbms_repcat_instantiate.drop_site_instantiation buffer overflow attempt", 
"ET ACTIVEX Tracker Software pdfSaver ActiveX StoreInRegistry Method Access 
Potential Buffer Overflow 2", "ET EXPLOIT Generic system shell command to php 
base64 encoded Remote Code Execution 3", "ET WEB_SPECIFIC_APPS Geutebrueck 
re_porter 16 - Cross-Site Scripting 3", "ET WEB_SERVER Coldfusion cfcexplorer 
Directory Traversal", "ET ACTIVEX Possible Honeywell Tema Remote Installer ActiveX 
DownloadFromURL method Remote Code Execution", "ET WEB_SERVER WebShell - 
PHPShell - Comment", "GPL SQL sp_password password change", "ET ACTIVEX Oracle 
Document Capture File Overwrite or Buffer Overflow Attempt", "ET EXPLOIT Possible 
CVE-2015-7547 A/AAAA Record Lookup Possible Forced FallBack(fb set)", "ET ACTIVEX 
Possible Advantech Studio ISSymbol ActiveX Control Multiple Buffer Overflow 
Attempt", "ET ACTIVEX EdrawSoft Office Viewer Component ActiveX FtpUploadFile 
Stack Buffer Overflow", "ET ACTIVEX Possible NET-i viewer ActiveX Control BackupToAvi 
Method Access Buffer Overflow", "ET EXPLOIT Zollard PHP Exploit Telnet Outbound", 
"ET WEB_CLIENT Adobe Acrobat Reader FlateDecode Stream Predictor Exploit 
Attempt", "ET INFO Session Traversal Utilities for NAT (STUN Binding Request)", "GPL 
SQL alter file buffer overflow attempt", "GPL SQL 
dbms_repcat.generate_snapshot_support buffer overflow attempt", "ET ACTIVEX 
Quest Explain Plan Display ActiveX Control SaveToFile Insecure Method Access", "GPL 
SQL dbms_repcat.add_object_to_flavor buffer overflow attempt", "ET EXPLOIT Apache 



Struts 2 REST Plugin ysoserial Usage (B64) 2", "ET ACTIVEX Possible Chilkat Software 
FTP2 ActiveX Component GetFile Access Remote Code Execution", "GPL SQL 
dbms_repcat.add_columns_to_flavor buffer overflow attempt", "ET ACTIVEX Possible 
NET-i viewer ActiveX Control ConnectDDNS Method Access Code Execution 
Vulnerability", "ET WEB_CLIENT PolarisOffice Insecure Library Loading", "GPL SQL 
dbms_repcat_sna_utl.register_flavor_change buffer overflow attempt", "ET EXPLOIT 
Apache Struts Possible OGNL Java WriteFile in URI", "ET WEB_SPECIFIC_APPS JcomBand 
toolbar ActiveX Control isRegistered Property Buffer Overflow Attempt", "ET 
ATTACK_RESPONSE Windows SCM DLL Hijack Command (UTF-16) Inbound via HTTP 
M2", "GPL SQL dbms_repcat.generate_replication_package buffer overflow attempt", 
"ET EXPLOIT CVE-2018-8174 Common Construct B64 M1", "ET ACTIVEX Possible Crystal 
Reports Viewer Activex Control ServerResourceVersion Insecure Method Access", "GPL 
SQL dbms_repcat.alter_priority_nchar buffer overflow attempt", "ET 
WEB_SPECIFIC_APPS CMS Made Simple Remote Code Execution", "GPL SQL 
dbms_repcat.comment_on_mview_repsites buffer overflow attempt", "ET 
WEB_CLIENT Adobe Acrobat newfunction Remote Code Execution Attempt", "ET 
WEB_CLIENT Possible Microsoft Edge Remote Command Execution PoC (CVE-2018-
8495)", "GPL SQL dbms_repcat.alter_priority_raw buffer overflow attempt", "ET 
EXPLOIT Apache Struts Possible OGNL AllowStaticMethodAccess in client body", "ET 
EXPLOIT Unknown Command Injection Attempt Inbound (Possible Mirai Activity)", "ET 
EXPLOIT Realtek SDK - Command Injection Inbound (CVE-2021-35395)", "ET ACTIVEX 
Dell Webcam CrazyTalk ActiveX Control BackImage Access Potential Buffer Overflow 
Attempt", "ET ATTACK_RESPONSE Windows SCM DLL Hijack Command (UTF-16) 
Inbound via HTTP M1", "ET ACTIVEX Possible Electronic Arts SnoopyCtrl ActiveX Control 
Buffer Overflow 2", "ET EXPLOIT bin bash base64 encoded Remote Code Execution 1", 
"GPL SQL dbms_repcat.alter_priority_date buffer overflow attempt", "ET WEB_CLIENT 
Microsoft Application Crash Report Indicates Potential VGX Memory Corruption 2", "ET 
ACTIVEX Possible Sony PC Companion Admin_RemoveDirectory Stack-based Unicode 
Buffer Overload SEH", "ET EXPLOIT Apache Struts Possible OGNL Java ProcessBuilder 
URI", "GPL SQL repcat_import_check ordered gowner/gname buffer overflow attempt", 
"ET EXPLOIT Nagios XI SQL Injection 2", "ET ACTIVEX Possible Camera Stream Client 
Possible ActiveX Control SetDirectory Method Access Buffer Overflow 2", "ET 
ATTACK_RESPONSE WSO - WebShell Activity - POST structure", "ET WEB_CLIENT 
Spectre Kernel Memory Leakage JavaScript", "ET EXPLOIT Apache Struts 2 REST Plugin 
(B64) 5", "ET EXPLOIT Zimbra <8.8.11 - XML External Entity Injection/SSRF Attempt 
(CVE-2019-9621)", "ET ACTIVEX 2X ApplicationServer TuxSystem Class ActiveX Control 
ExportSettings Remote File Overwrite Attempt", "ET EXPLOIT file_put_contents php 
base64 encoded Remote Code Execution 2", "ET EXPLOIT Possible Zyxel Authentication 
Bypass Inbound (CVE-2021-3297)", "ET EXPLOIT Ghostscript illegal read 
undefinedfilename attempt", "ET ACTIVEX Possible IBM Lotus iNotes Upload Module 
possible ActiveX Control Attachment_Times Method Access Buffer Overflow Attempt", 
"GPL SQL sys.dbms_repcat_conf.alter_site_priority_site buffer overflow attempt", "ET 
WEB_SPECIFIC_APPS MicroFocus Secure Messaging Gateway SQL Injection", "GPL SQL 
drop_site_instantiate ordered refresh_template_name buffer overflow attempt", "ET 
EXPLOIT Possible Internet Explorer VBscript failure to handle error case information 
disclosure CVE-2014-6332 Common Function Name", "ET EXPLOIT AnyDesk UDP 
Discovery Format String (CVE-2020-13160)", "ET ACTIVEX Possible Edraw Diagram 
Component 5 ActiveX LicenseName Access Potential buffer overflow DOS", "ET 
WEB_CLIENT Possible Internet Explorer srcElement Memory Corruption Attempt", "ET 
WEB_SPECIFIC_APPS Apache CouchDB Remote Code Execution 3", "GPL SQL 
dbms_repcat.define_column_group buffer overflow attempt", "ET EXPLOIT Ghostscript 
invalidcheck escape attempt", "ET WEB_SERVER Possible Cookie Based BackDoor Used 
in Drupal Attacks", "ET WEB_SERVER WebShell - Generic - c99shell based header 
w/colons", "ET WEB_CLIENT Firefox Plugin Parameter EnsureCachedAttrParamArrays 
Remote Code Execution Attempt", "ET EXPLOIT ZTE Cable Modem RCE Attempt (CVE-
2014-2321)", "ET WEB_SPECIFIC_APPS Wordpress Arbitrary File Deletion 2", "GPL SQL 
instantiate_offline ordered refresh_template_name buffer overflow attempt", "ET 



WEB_CLIENT Mozilla Firefox nsTreeSelection Element invalidateSelection Remote Code 
Execution Attempt", "ET EXPLOIT Ghostscript LockDistillerParams type confusion 
attempt", "ET INFO Plaintext SSH Authentication Identified (Encryption set to None)", 
"ET EXPLOIT Possible Netgear DGN2200 RCE (CVE-2017-6077)", "ET 
WEB_SPECIFIC_APPS Cisco BBSM Captive Portal AccesCodeStart.asp Cross-Site Scripting 
Attempt", "ET EXPLOIT IE Scripting Engine Memory Corruption Vulnerability M2 (CVE-
2019-0752)", "ET ACTIVEX Possible Dell IT Assistant detectIESettingsForITA.ocx ActiveX 
Control readRegVal Remote Registry Dump Vulnerability 2", "ET WEB_CLIENT Apple 
Quicktime RTSP Content-Type overflow attempt", "GPL SQL 
dbms_repcat.add_update_resolution buffer overflow attempt", "ET SCADA PcVue 
Activex Control Insecure method (LoadObject)", "GPL SQL 
dbms_repcat.alter_priority_char buffer overflow attempt", "ET ACTIVEX Oracle 
AutoVue Activex Insecure method (Export3DBom) Format String Function Call", "GPL 
SQL dbms_repcat.add_site_priority_site buffer overflow attempt", "ET ACTIVEX Oracle 
AutoVue Activex Insecure method (SaveViewStateToFile)", "GPL SQL 
dbms_repcat.comment_on_repobject buffer overflow attempt", "ET MALWARE 
Possible STEADYPULSE Webshell Accessed M1", "ET ACTIVEX Possible BarCodeWiz 
(BARCODEWIZLib.BarCodeWiz) ActiveX Control Buffer Overflow", "ET EXPLOIT Wscript 
Shell Run Attempt - Likely Hostile", "ET WEB_SERVER Possible WebShell Access Inbound 
[exec] M1 (CISA AA21-259A)", "ET EXPLOIT Possible Internet Explorer CVE-2014-6332 
Common Construct HEX", "ET EXPLOIT Possible Redirect to SMB exploit attempt - 307", 
"ET WEB_CLIENT HTA File containing Wscript.Shell Call - Potential CVE-2017-0199", "ET 
WEB_CLIENT Possible Adobe Acrobat Reader Newclass Invalid Pointer Remote Code 
Execution Attempt", "ET EXPLOIT Possible CVE-2015-7547 Long Response to AAAA 
lookup", "ET EXPLOIT Possible Realtek SDK - Stack Buffer Overflow via UPnP SUBSCRIBE 
Callback Header Inbound (CVE-2021-35393)", "GPL SQL dbms_rectifier_diff.rectify 
buffer overflow attempt", "ET EXPLOIT Possible Internet Explorer Memory Corruption 
Vulnerability (CVE-2015-2444)", "ET EXPLOIT Generic system shell command to php 
base64 encoded Remote Code Execution 1", "ET EXPLOIT HP Enterprise VAN SDN 
Controller Upload Backdoor", "ET EXPLOIT Possible Netgear DGN2200 RCE (CVE-2017-
6334)", "ET WEB_CLIENT GENERIC VB ShellExecute Function Inside of VBSCRIPT tag", 
"ET ACTIVEX Possible IBM Tivoli Provisioning Manager Express Isig.isigCtl.1 ActiveX 
RunAndUploadFile Method Overflow", "ET ACTIVEX Possible Quest vWorkspace Broker 
Client ActiveX Control SaveMiniLaunchFile Remote File Creation/Overwrite", "ET 
ACTIVEX Possible BarCodeWiz BarcodeWiz.dll ActiveX Control Barcode Method Remote 
Buffer Overflow Attempt", "GPL SQL dbms_repcat.specify_new_masters buffer 
overflow attempt", "ET EXPLOIT php script double base64 encoded Remote Code 
Execution 9", "ET EXPLOIT Apache Struts 2 REST Plugin Vulnerability (CVE-2017-9805)", 
"ET EXPLOIT VMware NSX SD-WAN Command Injection 2", "ET MALWARE Kryptik 
Check-in", "ET HUNTING PDF Containing Subform with JavaScript", "ET EXPLOIT Apache 
Struts 2 REST Plugin (B64) 4", "ET NETBIOS PolarisOffice Insecure Library Loading - SMB 
Unicode", "ET WEB_CLIENT PDF With Adobe Audition Session File Handling Memory 
Corruption Attempt", "ET WEB_SPECIFIC_APPS cmd powershell base64 encoded to 
Web Server 3", "ET WEB_SPECIFIC_APPS Jenkins Script Console Usage (Can be Used to 
Spawn Shell)", "ET WEB_SERVER WebShell - Generic - c99shell based header", "ET 
ACTIVEX Softek Barcode Reader Toolkit ActiveX Control Format String Function Call", 
"GPL SQL mdsys.md2.validate_geom buffer overflow attempt", "GPL SQL 
dbms_repcat.add_priority_raw buffer overflow attempt", "ET EXPLOIT Cisco Adaptive 
Security Appliance - Path Traversal", "ET ACTIVEX Possible LEADTOOLS ActiveX Raster 
Twain AppName Method Access Buffer Overflow", "ET EXPLOIT Apache Struts RCE CVE-
2018-11776 POC M1", "ET WEB_CLIENT Malicious iframe guessing router password 1", 
"ET ACTIVEX Possible Camera Stream Client Possible ActiveX Control SetDirectory 
Method Access Buffer Overflow", "ET EXPLOIT Possible Realtek SDK - formStaticDHCP 
Stack Buffer Overflow Inbound (CVE-2021-35393)", "ET EXPLOIT Ruckus vRIoT 
Command Injection Attempt Inbound (CVE-2020-26878)", "GPL SQL 
dbms_repcat.relocate_masterdef buffer overflow attempt", "ET ACTIVEX Possible 
Microsoft WMI Administration Tools WEBSingleView.ocx ActiveX Buffer Overflow 



Attempt Function Call", "ET ACTIVEX AVTECH Software ActiveX Buffer Overflow 
Function Call", "GPL SQL dbms_repcat.drop_column_group buffer overflow attempt", 
"ET EXPLOIT Apache Struts RCE CVE-2018-11776 POC M2", "ET EXPLOIT Ghostscript 
LockDistillerParams type confusion attempt (SMTP)", "ET WEB_SPECIFIC_APPS Jenkins 
Script Console Usage (Metasploit Windows CMD Shell)", "ET ACTIVEX Possible Oracle 
Hyperion Financial Management TList6 ActiveX Control Remote Code Execution", "ET 
ACTIVEX Gesytec ElonFmt ActiveX Component Format String Function Call", "ET 
EXPLOIT Generic ADSL Router DNS Change GET Request", "ET WEB_SPECIFIC_APPS cmd 
powershell base64 encoded to Web Server 1", "ET EXPLOIT FTPShell client Stack Buffer 
Overflow", "ET EXPLOIT Apache Struts 2 REST Plugin (B64) 6", "ET WEB_CLIENT Possible 
Adobe Reader 9.4 this.printSeps Memory Corruption Attempt", "ET EXPLOIT Possible 
Internet Explorer CVE-2014-6332 Common Construct DECC", "ET WEB_SPECIFIC_APPS 
ELF file magic encoded Base64 UTF-8 Inbound Web Servers Likely Command Execution 
6", "ET WEB_CLIENT Adobe Shockwave Director tSAC Chunk memory corruption 
Attempt", "ET EXPLOIT Possible WePresent WIPG1000 File Inclusion", "ET WEB_CLIENT 
Possible Adobe Reader and Acrobat Forms Data Format Remote Security Bypass 
Attempt", "ET EXPLOIT php script base64 encoded Remote Code Execution 1", "ET 
ACTIVEX Possible Samsung Kies ActiveX PrepareSync method Buffer overflow", "ET 
ACTIVEX Possible WinZip FileView ActiveX CreateNewFolderFromName Method Access 
Buffer Overflow", "ET SCADA DATAC RealWin SCADA Server Buffer Overflow", "GPL SQL 
dbms_repcat.obsolete_flavor_definition buffer overflow attempt", "GPL SQL TO_CHAR 
buffer overflow attempt", "ET EXPLOIT Possible CVE-2015-7547 Malformed Server 
Response A/AAAA", "ET WEB_CLIENT Apple Safari UXSS (CVE-2017-7089)", "ET ACTIVEX 
Dell Webcam CrazyTalk ActiveX Control BackImage Access Potential  Buffer Overflow 
Attempt 2", "GPL SQL dbms_repcat.define_priority_group buffer overflow attempt", 
"ET ACTIVEX Avaya CallPilot Unified Messaging ActiveX Function Call", "ET WEB_CLIENT 
Adobe Flash Player Rosetta Flash compressed CWS", "ET EXPLOIT SAP NetWeaver AS 
Directory Traversal Attempt Inbound (CVE-2020-6286)", "GPL SQL 
dbms_repcat.switch_snapshot_master buffer overflow attempt", "GPL SQL create file 
buffer overflow attempt", "ET WEB_CLIENT Adobe Acrobat Util.printf Buffer Overflow 
Attempt", "ET ATTACK_RESPONSE Windows SCM DLL Hijack Command (UTF-16) 
Inbound via HTTP M3", "ET ACTIVEX TeeChart Professional ActiveX Control integer 
overflow Vulnerability 2", "GPL SQL dbms_repcat.comment_on_column_group buffer 
overflow attempt", "ET ACTIVEX Possible SonicWALL SSL-VPN End-Point 
Interrogator/Installer ActiveX Control Install3rdPartyComponent Method Buffer 
Overflow", "ET FTP Possible FTP Daemon Username UNION SELECT SQL Injection 
Attempt", "GPL SQL dbms_repcat_rgt.drop_site_instantiation buffer overflow 
attempt", "ET EXPLOIT Oracle Weblogic Server Deserialization Remote Command 
Execution", "ET EXPLOIT Cisco Catalyst Remote Code Execution (CVE-2017-3881)", "ET 
WEB_CLIENT Possible Microsoft Internet Explorer URI Validation Remote Code 
Execution Attempt", "ET ACTIVEX 2X ApplicationServer TuxSystem Class ActiveX Control 
ImportSettings Remote File Overwrite Attempt", "ET EXPLOIT Possible ZTE ZXV10 H108L 
Router Root RCE Attempt", "ET WEB_CLIENT Firefox Proxy Prototype RCE Attempt 
(CVE-2014-8636)", "ET EXPLOIT Possible CVE-2014-1761 Inbound SMTP 6", "ET EXPLOIT 
SugarCRM PHP Shell Upload Attempt", "ET EXPLOIT Possible Cisco IKEv1 Information 
Disclosure Vulnerability CVE-2016-6415", "ET EXPLOIT php script base64 encoded 
Remote Code Execution 3", "ET ACTIVEX Possible Oracle Hyperion Financial 
Management TList6 ActiveX Control Remote Code Execution 2", "GPL EXPLOIT 
xp_sprintf possible buffer overflow", "GPL SQL dbms_repcat.comment_on_repsites 
buffer overflow attempt", "GPL SQL dbms_repcat.comment_on_site_priority buffer 
overflow attempt", "ET FTP Possible FTP Daemon Username INTO OUTFILE SQL 
Injection Attempt", "GPL IMAP login buffer overflow attempt", "ET ACTIVEX J-Integra 
ActiveX SetIdentity Buffer Overflow", "ET WEB_SPECIFIC_APPS Jenkins Script Console 
Usage (Metasploit Unix Shell)", "ET ACTIVEX Possible beSTORM ActiveX 
(WinGraphviz.dll) Remote Heap Overflow", "ET EXPLOIT xp_enumerrorlogs access", "ET 
WEB_SERVER Apache Continuum Arbitrary Command Execution", "GPL SQL 
dbms_repcat.drop_snapshot_repgroup buffer overflow attempt", "ET WEB_SERVER 



Microsoft IIS Remote Code Execution (CVE-2017-7269)", "GPL SQL 
dbms_repcat.set_columns buffer overflow attempt", "ET EXPLOIT MS16-009 IE 
MSHTML Form Element Type Confusion (CVE-2016-0061)", "ET EXPLOIT Possible CVE-
2014-1761 Inbound SMTP 1", "ET WEB_CLIENT Malicious SCF File Inbound", "ET 
EXPLOIT Apache Struts Possible OGNL Java WriteFile in client_body", "ET EXPLOIT Cisco 
ASA/Firepower Unauthenticated File Read (CVE-2020-3452) M1", "ET EXPLOIT php 
script double base64 encoded Remote Code Execution 5", "ET WEB_CLIENT BeEF 
Cookie (BEEFHOOK)", "ET ACTIVEX Possible KeyHelp ActiveX LaunchTriPane Remote 
Code Execution Vulnerability 2", "GPL SQL drop_master_repgroup ordered gname 
buffer overflow attempt", "ET ACTIVEX Possible Autodesk MapGuide Viewer ActiveX 
LayersViewWidth Method Access Denial of Service", "ET ACTIVEX Potential ThreeDify 
Designer ActiveX Control cmdOpen Method Access Buffer Overflow 2", "ET EXPLOIT 
Possible Microsoft Edge Chakra.dll Type Confusion (CVE-2016-7200 CVE-2016-7201) 
Observed in SunDown EK 2", "ET WEB_CLIENT Microsoft Windows Media component 
specific exploit", "ET EXPLOIT Zollard PHP Exploit Telnet Inbound", "ET ACTIVEX AVTECH 
Software ActiveX Login Method Buffer Oveflow Attempt", "GPL SQL 
dbms_repcat.send_old_values buffer overflow attempt", "ET WEB_CLIENT Internet 
Explorer CTableRowCellsCollectionCacheItem.GetNext Memory Use-After-Free 
Attempt", "ET WEB_SPECIFIC_APPS Microhard Systems 3G/4G Cellular Ethernet and 
Serial Gateway - Disable Firewall", "GPL SQL create_mview_repgroup ordered fname 
buffer overflow attempt", "GPL SQL dbms_offline_og.begin_flavor_change buffer 
overflow attempt", "GPL SQL og.begin_load ordered gname buffer overflow attempt", 
"ET WEB_CLIENT Possible IE10 Use After Free CVE-2014-0322", "ET ACTIVEX Possible 
NET-i viewer ActiveX Control BackupToAvi Method Access Buffer Overflow 2", "ET 
EXPLOIT Ghostscript illegal read undefinedfilename attempt (SMTP)", "ET ACTIVEX 2X 
ApplicationServer TuxSystem Class ActiveX Control ExportSettings Function Call 
Attempt", "ET WEB_CLIENT Microsoft Office Visio DXF File Processing Remote Code 
Execution", "ET WEB_CLIENT Firefox Interleaving document.write and appendChild 
Overflow (POC SPECIFIC)", "ET ACTIVEX Oracle AutoVue Activex Insecure method 
(ExportEdaBom) Format String Function Call", "ET EXPLOIT Possible Realtek SDK - 
formWlanMultipleAP Stack Buffer Overflow Inbound (CVE-2021-35393)", "GPL SQL 
dbms_repcat.drop_priority_nvarchar2 buffer overflow attempt", "ET EXPLOIT Generic 
system shell command to php base64 encoded Remote Code Execution 4", "GPL SQL 
dbms_repcat.alter_mview_propagation buffer overflow attempt", "GPL SQL 
dbms_repcat.cancel_statistics buffer overflow attempt", "ET EXPLOIT Possible ZyXEL 
P660HN-T v1 RCE  (CVE-2017-18368)", "ET ACTIVEX Possible IBM Rational ClearQuest 
Activex Control RegisterSchemaRepoFromFileByDbSet Insecure Method Access", "ET 
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EXPLOIT Atlassian Bitbucket CVE-2022-36804 Exploit Attempt", "ET ACTIVEX Tom 
Sawyer Possible Memory Corruption Attempt Format String Function Call", "GPL SQL 
dbms_repcat.drop_update_resolution buffer overflow attempt", "ET EXPLOIT HP Smart 
Storage Administrator Remote Command Injection", "GPL SQL 
dbms_repcat_sna_utl.create_snapshot_repgroup buffer overflow attempt", "GPL SQL 
sp_delete_alert log file deletion", "GPL SQL dbms_repcat.validate_flavor_definition 
buffer overflow attempt", "ET EXPLOIT HP Enterprise VAN SDN Controller Install 
Backdoor", "ET ACTIVEX Advanced File Vault Activex Heap Spray Attempt", "ET 
WEB_CLIENT Android Webkit removeChild Use-After-Free Remote Code Execution 
Attempt", "ET WEB_SPECIFIC_APPS ELF file magic plain Inbound Web Servers Likely 
Command Execution 12", "ET WEB_CLIENT BeEF HTTP Get Outbound", "ET 
MOBILE_MALWARE Possible Android CVE-2014-6041", "ET NETBIOS Microsoft 
Windows SMB Client Race Condition Remote Code Execution", "ET 
WEB_SPECIFIC_APPS GitList Argument Injection", "ET EXPLOIT Possible WINS Server 
Remote Memory Corruption Vulnerability", "GPL SQL snapshot.end_load ordered 
gname buffer overflow attempt", "ET EXPLOIT MySQL Server for Windows Remote 
SYSTEM Level Exploit (Stuxnet Techique DUMP INTO executable)", "ET ACTIVEX Possible 
NVIDIA Install Application ActiveX Control AddPackages Unicode Buffer Overflow", "ET 
SCADA ICONICS WebHMI ActiveX Stack Overflow", "ET ACTIVEX LEADTOOLS Imaging 
LEADSmtp ActiveX SaveMessage Method Vulnerability", "ET EXPLOIT Possible Microsoft 
Edge Chakra.dll Type Confusion (CVE-2016-7200 CVE-2016-7201) Observed in SunDown 
EK 1", "ET WEB_SPECIFIC_APPS ELF file magic encoded Base64 Hex Escape Inbound 
Web Servers Likely Command Execution 9", "ET EXPLOIT IBM WebSphere - RCE Java 
Deserialization", "GPL SQL dbms_repcat.generate_mview_support buffer overflow 
attempt", "GPL SQL from_tz buffer overflow attempt", "GPL SQL 
dbms_offline_snapshot.begin_load buffer overflow attempt", "ET WEB_SPECIFIC_APPS 
ELF file magic encoded Base64 Hex Escape Inbound Web Servers Likely Command 



Execution 10", "ET ACTIVEX Possible AdminStudio Activex Control LaunchProcess 
Method Access Arbitrary Code Execution", "ET WEB_SERVER Generic PHP Remote File 
Include", "ET ACTIVEX Potential ThreeDify Designer ActiveX Control cmdImport Method 
Access Buffer Overflow 2", "ET EXPLOIT Ghostscript illegal delete bindnow attempt 
(SMTP)", "GPL SQL unregister_user_repgroup ordered privilege_type buffer overflow 
attempt", "ET ACTIVEX Avaya CallPilot Unified Messaging ActiveX InstallFrom Method 
Access Attempt", "ET WEB_SERVER Possible Wordpress Super Cache Plugin PHP 
Injection mclude", "ET ATTACK_RESPONSE Windows SCM DLL Hijack Command Inbound 
via HTTP M3", "ET ATTACK_RESPONSE Windows SCM DLL Hijack Command Inbound via 
HTTP M2", "ET EXPLOIT SUSPICIOUS DTLS 1.0 Fragmented Client Hello Possible CVE-
2014-0195", "GPL SQL sys.dbms_repcat_fla_mas.publish_flavor_definition buffer 
overflow attempt", "ET WEB_SPECIFIC_APPS Fortify Software Security Center XML 
External Entity Injection 1", "ET ACTIVEX Possible Dell IT Assistant 
detectIESettingsForITA.ocx ActiveX Control readRegVal Remote Registry Dump 
Vulnerability", "ET WEB_SERVER ATTACKER SQLi - SELECT and Schema Columns", "GPL 
SQL dbms_repcat.begin_flavor_definition buffer overflow attempt", "ET WEB_SERVER 
WSO WebShell Activity POST structure 2", "ET EXPLOIT Nanopool Claymore Dual Miner 
Remote Code Execution Linux", "ET SCADA CitectSCADA ODBC Overflow Attempt", "ET 
WEB_SERVER Possible Wordpress Super Cache Plugin PHP Injection mfunc", "ET FTP 
Possible FTP Daemon Username DELETE FROM SQL Injection Attempt", "ET EXPLOIT 
Possible 2015-7547 Malformed Server response", "ET EXPLOIT CVE-2018-8174 Common 
Construct B64 M2", "ET WEB_SERVER Possible Apache Struts OGNL in Dynamic Action", 
"GPL SQL dbms_repcat.refresh_snapshot_repgroup buffer overflow attempt", "ET 
WEB_SERVER Possible Wordpress Super Cache Plugin PHP Injection dynamic-cached-
content", "ET ACTIVEX Possible IBM Lotus Quickr for Domino ActiveX control 
Attachment_Times Method Access buffer overflow Attempt", "ET WEB_SPECIFIC_APPS 
Microhard Systems 3G/4G Cellular Ethernet and Serial Gateway - Service start", "ET 
WEB_CLIENT Adobe Flash Player Rosetta Flash compressed ZWS", "ET INFO NetSSH SSH 
Version String Hardcoded in Metasploit", "ET WEB_SERVER Image Content-Type with 
Obfuscated PHP (Seen with C99 Shell)", "ET EXPLOIT CVE-2016-0189 Common 
Construct M2", "ET EXPLOIT HP Enterprise VAN SDN Controller Exec Backdoor", "ET 
WEB_CLIENT Type Confusion Microsoft Edge (CVE-2017-11873)", "GPL SQL 
numtoyminterval buffer overflow attempt", "ET EXPLOIT Possible CVE-2014-1761 
Inbound SMTP 5", "ET EXPLOIT Ghostscript setpattern type confusion attempt", "GPL 
SQL dbms_repcat.do_deferred_repcat_admin buffer overflow attempt", "ET 
WEB_SPECIFIC_APPS Microhard Systems 3G/4G Cellular Ethernet and Serial Gateway - 
Change Admin Passwd", "GPL SQL dbms_repcat.drop_master_repgroup buffer overflow 
attempt", "GPL SQL dbms_repcat.generate_replication_support buffer overflow 
attempt", "ET ACTIVEX Possible LEADTOOLS ActiveX Raster Twain AppName Method 
Access Buffer Overflow 2", "ET ACTIVEX Possible Edraw Diagram Component 5 ActiveX 
LicenseName Access Potential buffer overflow DOS 2", "ET WEB_CLIENT PowerShell call 
in script 2", "ET WEB_SPECIFIC_APPS GitStack - Unsanitized Argument Remote Code 
Execution", "GPL SQL dbms_repcat.switch_mview_master buffer overflow attempt", 
"ET EXPLOIT Generic system shell command to php base64 encoded Remote Code 
Execution 6", "ET WEB_CLIENT Possible Chrome WebEx Extension RCE Attempt", "ET 
EXPLOIT Possible CVE-2016-0777 Server Advertises Suspicious Roaming Support", "ET 
EXPLOIT Possible CVE-2016-10033 PHPMailer RCE Attempt", "ET ACTIVEX Potential 
ThreeDify Designer ActiveX Control cmdExport Method Access Buffer Overflow", "ET 
ACTIVEX Potential ThreeDify Designer ActiveX Control cmdSave Method Access Buffer 
Overflow 2", "ET EXPLOIT CVE-2018-8174 Common Construct B64 M3", "ET EXPLOIT 
Apache Struts 2 REST Plugin ysoserial Usage (B64) 3", "GPL SQL grant_surrogate_repcat 
ordered userid buffer overflow attempt", "ET WEB_CLIENT Adobe Flash Player Button 
Remote Code Execution Attempt", "ET SCADA PcVue Activex Control Insecure method 
(AddPage)", "ET EXPLOIT Possible Android Stagefright MP4 CVE-2015-1538 - Shell", "ET 
ACTIVEX Possible Oracle AutoVue ActiveX SetMarkupMode Method Access Remote 
Code Execution", "ET EXPLOIT Apache Struts 2 REST Plugin ysoserial Usage (B64) 1", 
"GPL SQL dbms_repcat.drop_priority_raw buffer overflow attempt", "ET EXPLOIT 



Possible Microsoft Support Diagnostic Tool Exploitation Inbound (CVE-2022-30190)", 
"GPL SQL xp_cmdshell program execution", "GPL SQL dbms_repcat_rgt.check_ddl_text 
buffer overflow attempt", "ET ACTIVEX Ubisoft CoGSManager ActiveX Initialize method 
Buffer Overflow Vulnerability", "GPL SQL add_grouped_column ordered sname/oname 
buffer overflow attempt", "ET EXPLOIT Possible dlink-DSL2640B DNS Change Attempt", 
"ET WEB_CLIENT IE Double Free (CVE-2018-8460)", "GPL SQL alter_mview_propagation 
ordered gname buffer overflow attempt", "ET ACTIVEX Possible WebEx UCF atucfobj.dll 
ActiveX NewObject Method Buffer Overflow 2", "ET EXPLOIT Cisco ASA/Firepower 
Unauthenticated File Read (CVE-2020-3452) M2", "GPL NETBIOS xp_reg* - registry 
access", "ET EXPLOIT Possible Android Stagefright MP4 CVE-2015-1538 - STSC", "ET 
WEB_SERVER Cisco BBSM Captive Portal AccesCodeStart.asp Cross-Site Scripting 
Attempt", "ET WEB_SERVER Joomla Upload File Filter Bypass", "ET WEB_SPECIFIC_APPS 
Drupal RCE (CVE-2018-7602)", "ET EXPLOIT SAP NetWeaver AS JAVA CRM - Log injection 
Remote Command Execution", "ET EXPLOIT ThinkPHP Attempted Bypass and Payload 
Retrieval", "ET WEB_SPECIFIC_APPS Apache CouchDB Remote Code Execution 4", "ET 
WEB_SPECIFIC_APPS Microhard Systems 3G/4G Cellular Ethernet and Serial Gateway - 
Add Root Htpasswd", "ET EXPLOIT Possible Firefox PDF.js Same-Origin-Bypass CVE-
2015-4495 M1", "ET NETBIOS PolarisOffice Insecure Library Loading - SMB ASCII", "GPL 
SQL dbms_repcat.drop_columns_from_flavor buffer overflow attempt", "ET EXPLOIT 
TrendMicro node.js HTTP RCE Exploit Inbound (openUrlInDefaultBrowser)", "ET 
ACTIVEX Adobe browser document ActiveX DoS Function call Attempt", "GPL SQL 
shellcode attempt", "ET EXPLOIT Nanopool Claymore Dual Miner Remote Code 
Execution Windows", "GPL SQL comment_on_repobject ordered type buffer overflow 
attempt", "GPL SQL dbms_repcat.create_snapshot_repobject buffer overflow attempt", 
"ET ACTIVEX Easewe FTP OCX ActiveX Control EaseWeFtp.ocx Remote Code Execution 
Attempt", "ET EXPLOIT Apache Struts Possible OGNL Java Exec in client body"  

Потенциально 
опасный трафик 

"ET EXPLOIT Suspicious FTP RETR to .hta file possible exploit (CVE-2017-0199)", "ET 
INFO DYNAMIC_DNS Query to a *.mynetav .com Domain", "ET INFO DYNAMIC_DNS 
HTTP Request to a *.lessmiths .com Domain", "ET INFO DYNAMIC_DNS Query to a 
*.syntereo .com Domain", "ET INFO DYNAMIC_DNS HTTP Request to a *.ddns.name 
Domain", "ET INFO DYNAMIC_DNS Query to a *.thomastech .net Domain", "ET INFO 
DYNAMIC_DNS Query to a *.anal-slavery .com Domain", "ET INFO DYNAMIC_DNS HTTP 
Request to a *.privatizehealthinsurance .net Domain", "ET INFO DYNAMIC_DNS HTTP 
Request to a *.zeleznock .net Domain", "ET POLICY DNS Query to DynDNS Domain 
*.servepics .com", "ET POLICY Vulnerable Java Version 16.0.x Detected", "ET INFO 
DYNAMIC_DNS Query to a *.is-a-painter .com Domain", "ET INFO DYNAMIC_DNS Query 
to a *.autoprin .com Domain", "ET INFO DYNAMIC_DNS Query to a *.normaweese .com 
Domain", "ET INFO DYNAMIC_DNS Query to a *.dyndns .info Domain", "ET INFO 
DYNAMIC_DNS HTTP Request to a *.darriondemelo .com Domain", "ET INFO 
DYNAMIC_DNS HTTP Request to a *.linkin .tw Domain", "ET INFO DYNAMIC_DNS HTTP 
Request to a *.fridg .com Domain", "ET INFO DYNAMIC_DNS Query to a *.smelly .cc 
Domain", "ET INFO DYNAMIC_DNS HTTP Request to a *.deaftone.com Domain", "ET 
INFO DYNAMIC_DNS HTTP Request to a *.argusdenshi .com Domain", "ET INFO 
DYNAMIC_DNS Query to a *.v6 .rocks Domain", "ET INFO DYNAMIC_DNS HTTP Request 
to a *.what2no .com Domain", "ET INFO DYNAMIC_DNS HTTP Request to a *.groks-the 
.info Domain", "ET INFO DYNAMIC_DNS Query to a *.simplecharity .com Domain", "ET 
INFO DYNAMIC_DNS Query to a *.ntdll .top Domain", "ET HUNTING Observed Lets 
Encrypt Certificate - Possible COVID-19 Related M1", "ET INFO DYNAMIC_DNS Query to 
a *.be .sexy Domain", "ET INFO DYNAMIC_DNS Query to a *.shit .vc Domain", "ET INFO 
DYNAMIC_DNS Query to a *.dnsdyn .net Domain", "ET INFO DYNAMIC_DNS HTTP 
Request to a *.sourcekeeper .com Domain", "ET POLICY DNS Query to .onion proxy 
Domain (vtorchike.com)", "ET INFO DYNAMIC_DNS Query to a *.is-a-nascarfan .com 
Domain", "ET HUNTING Observed DNS Query for OpenNIC Alternative DNS TLD 
(.pirate)", "ET INFO ET INFO URL Shortening Service Domain in DNS Lookup (s59 .site)", 
"ET INFO DYNAMIC_DNS Query to a *.kyrgyzstan .kg Domain", "ET HUNTING Request 
for .bin with BITS/ User-Agent", "ET INFO DYNAMIC_DNS HTTP Request to a *.jnrcs .org 
Domain", "ET POLICY Apache HTTP Server 2.4.49 Observed - Vulnerable to CVE-2021-



41773", "ET INFO Lockbit Ransomware Related Domain in DNS Lookup (decoding .at)", 
"ET INFO DYNAMIC_DNS HTTP Request to a *.servemp3 .com Domain", "ET INFO 
DYNAMIC_DNS Query to a *.pedie .info Domain", "ET POLICY DNS Query to DynDNS 
Domain *.ddnsking .com", "ET INFO DYNAMIC_DNS Query to a *.ideaustry .sg Domain", 
"ET INFO DYNAMIC_DNS Query to a *.dyn .ch Domain", "ET INFO Onion/TOR Successful 
Proxy Request Response (Inbound)", "ET INFO DYNAMIC_DNS HTTP Request to a *.tien-
shan .org Domain", "ET INFO DYNAMIC_DNS HTTP Request to a *.dynv6 .net Domain", 
"ET INFO HTTP Request to a *.cz.tf domain", "ET POLICY SMB NT Create AndX Request 
For a .sys File - Possible Lateral Movement", "ET POLICY DNS Query to DynDNS Domain 
*.ddns .net", "ET HUNTING SUSPICIOUS Reassigned Eval Function 3", "ET INFO 
DYNAMIC_DNS Query to a *.suroot.com Domain", "ET INFO DYNAMIC_DNS Query to a 
*.chesta .com Domain", "ET INFO DYNAMIC_DNS Query to a *.bellywings .com 
Domain", "ET INFO DYNAMIC_DNS HTTP Request to a *.robinhud .com Domain", "ET 
INFO DYNAMIC_DNS Query to a *.bridge-club-hannover .de Domain", "ET INFO 
DYNAMIC_DNS HTTP Request to a *.g33k .com .ve Domain", "ET INFO DYNAMIC_DNS 
Query to a *.merseine .org Domain", "ET INFO DYNAMIC_DNS Query to a 
*.happyrobotics .com Domain", "ET HUNTING SUSPICIOUS SMTP EXE - ZIP file with .com 
filename inside", "ET INFO DYNAMIC_DNS Query to a *.webhop .info Domain", "ET 
HUNTING Request for EXE via WinHTTP M1", "ET INFO DYNAMIC_DNS Query to a *.is-a-
therapist .com Domain", "ET INFO DYNAMIC_DNS HTTP Request to a *.scay .net 
Domain", "ET INFO DYNAMIC_DNS Query to a *.hobby-site .org Domain", "ET INFO 
DYNAMIC_DNS Query to a *.barrell-of-knowledge .info Domain", "ET INFO Shared File 
Retrieved (roamresearch .com)", "ET INFO DYNAMIC_DNS HTTP Request to a 
*.embeddedonline .org Domain", "ET INFO DYNAMIC_DNS Query to a *.parquecidades-
eim .pt Domain", "ET INFO DYNAMIC_DNS Query to a *.darriondemelo .com Domain", 
"ET MALWARE ETag HTTP Header Observed at CNCERT Sinkhole", "ET INFO 
DYNAMIC_DNS HTTP Request to a *.est-mon-blogueur .com Domain", "ET INFO DNS 
Query for a Suspicious Malware Related Numerical .in Domain", "ET INFO 
DYNAMIC_DNS HTTP Request to a *.dynalias .net Domain", "ET HUNTING Suspicious 
svchost.exe in URI - Possible Process Dump/Trojan Download", "ET INFO 
DYNAMIC_DNS HTTP Request to a *.hitremixes .com Domain", "ET INFO DYNAMIC_DNS 
Query to a *.stoupin .ru Domain", "ET POLICY SMB NT Create AndX Request For a .bat 
File", "ET HUNTING SUSPICIOUS Java Request With Uncompressed JAR/Class Hex 
Encoded Class file", "ET USER_AGENTS Observed Suspicious UA (xPCAP)", "ET INFO 
Obfuscated Split String (Single Q) 4", "ET INFO DYNAMIC_DNS Query to a *.robot-
armies .com Domain", "ET POLICY DNS Query to .onion proxy Domain 
(torsanctions.com)", "ET SCAN OpenVASVT RCE Test String in HTTP Request Inbound", 
"ET INFO DYNAMIC_DNS Query to a *.blinklab .com Domain", "ET INFO DYNAMIC_DNS 
Query to a *.onapon .com Domain", "ET INFO DYNAMIC_DNS Query to a *.homeunix 
.org Domain", "ET INFO DYNAMIC_DNS HTTP Request to a *.webs .vc Domain", "ET 
INFO DYNAMIC_DNS HTTP Request to a *.moabphoto .com Domain", "ET INFO 
DYNAMIC_DNS Query to a *.0x .no Domain", "ET INFO Query for Suspicious .xe.cx 
Domain", "ET INFO DYNAMIC_DNS Query to a *.gotdns .org Domain", "ET INFO 
DYNAMIC_DNS HTTP Request to a *.jlengineering .se Domain", "ET INFO 
DYNAMIC_DNS HTTP Request to a *.anpmech .com Domain", "ET INFO DYNAMIC_DNS 
Query to a *.igotwasted .com Domain", "ET INFO DYNAMIC_DNS HTTP Request to a 
*.it-share .ro Domain", "ET INFO DYNAMIC_DNS HTTP Request to a *.efrati .org 
Domain", "ET DNS Query for .cc TLD", "ET INFO DYNAMIC_DNS Query to a 
*.themoosebarn .com Domain", "ET INFO DYNAMIC_DNS HTTP Request to a *.zaibar 
.ro Domain", "ET INFO DYNAMIC_DNS HTTP Request to a *.artisnotcrime .com 
Domain", "ET INFO DYNAMIC_DNS Query to a *.bgdsupport .com Domain", "ET POLICY 
DNS Query to DynDNS Domain *.mypsx .net", "ET INFO DYNAMIC_DNS HTTP Request 
to a *.is-a-financialadvisor .com Domain", "ET PHISHING Browser Plugin Detect - 
Observed in Apple Phishing", "ET INFO DYNAMIC_DNS Query to a *.handfolding .com 
Domain", "ET INFO DYNAMIC_DNS Query to a *.larakaras .com Domain", "ET INFO 
Query for Suspicious .eu.tf Domain", "ET INFO DYNAMIC_DNS HTTP Request to a 
*.iugaming .com Domain", "ET INFO DYNAMIC_DNS Query to a *.etowns.net Domain", 



"ET INFO DYNAMIC_DNS HTTP Request to a *.photogenic .hk Domain", "ET INFO 
DYNAMIC_DNS HTTP Request to a *.webhop .biz Domain", "ET INFO DYNAMIC_DNS 
Query to a *.sosfuvos .net Domain", "ET INFO DYNAMIC_DNS HTTP Request to a *.is-a-
blogger .com Domain", "ET INFO DYNAMIC_DNS Query to a *.operationbim .com 
Domain", "ET INFO DYNAMIC_DNS HTTP Request to a *.anime-stars .com Domain", "ET 
WEB_CLIENT Possible Malvertising FlashPost - POST to *.stats", "ET INFO Observed 
Commonly Abused Domain (blogattach .naver .com in TLS SNI)", "ET INFO 
DYNAMIC_DNS HTTP Request to a *.garmanage .com Domain", "ET INFO HTTP Request 
to Suspicious *.okinawa Domain", "ET INFO DYNAMIC_DNS Query to a *.thompent 
.com Domain", "ET INFO DYNAMIC_DNS HTTP Request to a *.bine .me Domain", "ET 
INFO DYNAMIC_DNS Query to a *.civvic .ro Domain", "ET INFO DYNAMIC_DNS Query to 
a *.selfip .net Domain", "ET INFO DYNAMIC_DNS Query to a *.cashit .info Domain", "ET 
INFO DYNAMIC_DNS Query to a *.game-server .cc Domain", "ET WEB_CLIENT Hex 
Obfuscation of unescape % Encoding", "ET SCAN Open-Proxy ScannerBot (webcollage-
UA)", "ET INFO DYNAMIC_DNS Query to a *.vxe6 .net Domain", "ET INFO 
DYNAMIC_DNS Query to a *.swds .com .au Domain", "ET INFO DYNAMIC_DNS Query to 
a *.geobattery .com Domain", "ET INFO DYNAMIC_DNS Query to a *.saucedchicago 
.com Domain", "ET INFO DYNAMIC_DNS Query to a *.for-better .biz Domain", "ET 
WEB_CLIENT Possible %u UTF-8 Encoded Iframe Tag", "ET INFO DYNAMIC_DNS HTTP 
Request to a *.glengall .com Domain", "ET INFO DYNAMIC_DNS Query to a *.dnsapi 
.info Domain", "ET INFO DYNAMIC_DNS Query to a *.patelmortgage .com Domain", "ET 
INFO Inveigh Proxy Powershell Script Retrieval (Inbound)", "ET INFO DYNAMIC_DNS 
Query to a *.anime-stars .com Domain", "ET HUNTING SUSPICIOUS Java Request With 
Uncompressed JAR/Class Importing glassfish external statistics impl", "ET HUNTING File 
Sharing Related Domain in DNS Lookup (download .mediafire .com)", "ET INFO 
DYNAMIC_DNS HTTP Request to a *.authorizeddns .org Domain", "ET INFO 
DYNAMIC_DNS HTTP Request to a *.jaytex .ca Domain", "ET INFO DYNAMIC_DNS Query 
to a *.nullexistence .net Domain", "ET INFO DYNAMIC_DNS HTTP Request to a *.cechire 
.com Domain", "ET INFO DYNAMIC_DNS Query to a *.robonauts .net Domain", "ET 
HUNTING SUSPICIOUS SMTP EXE - RAR file with .com filename inside", "ET INFO 
DYNAMIC_DNS HTTP Request to a *.cylone .net Domain", "ET INFO DYNAMIC_DNS 
HTTP Request to a *.dynserv .org Domain", "ET INFO DYNAMIC_DNS Query to 
*lookin.at Domain (Sitelutions)", "ET INFO DYNAMIC_DNS HTTP Request to a 
*.vicinanza .org Domain", "ET HUNTING Downloaded Powershell Script Detects AV 
Product", "ET INFO DYNAMIC_DNS Query to a *.dynalias .com Domain", "ET INFO 
DYNAMIC_DNS HTTP Request to a *.x443 .pw Domain", "ET INFO DYNAMIC_DNS Query 
to a *.antiphone .net Domain", "ET INFO Observed Public Cloud Domain (cld .pt in TLS 
SNI)", "ET INFO DYNAMIC_DNS Query to a *.vicinanza .org Domain", "ET INFO 
DYNAMIC_DNS Query to a *.effers.com Domain", "ET INFO DYNAMIC_DNS HTTP 
Request to a *.voyez .ca Domain", "ET INFO DYNAMIC_DNS HTTP Request to a 
*.myeffect .net Domain", "ET INFO DYNAMIC_DNS Query to a *.zipper-maker .com 
Domain", "ET INFO DYNAMIC_DNS HTTP Request to a *.dontexist .com Domain", "ET 
POLICY HTTP Request to a *.tk domain", "ET USER_AGENTS Suspicious User-Agent (VB 
OpenUrl)", "ET INFO Unix/Linux Processhider Source Being Downloaded", "ET INFO 
DYNAMIC_DNS Query to a *.seburn .net Domain", "ET INFO DYNAMIC_DNS HTTP 
Request to a *.is-a-knight .org Domain", "ET INFO DYNAMIC_DNS HTTP Request to a 
*.from-nj .com Domain", "ET INFO DYNAMIC_DNS Query to a *.dubya .us Domain", "ET 
INFO DYNAMIC_DNS Query to a *.barbaforte .org Domain", "ET INFO Observed Abused 
Redirect Service SSL Cert (svc .dynamics .com)", "ET INFO DYNAMIC_DNS HTTP Request 
to a *.is-very-nice .org Domain", "ET INFO DYNAMIC_DNS HTTP Request to a *.now-dns 
.top Domain", "ET INFO DYNAMIC_DNS Query to a *.koellreutter .com Domain", "ET 
INFO DYNAMIC_DNS HTTP Request to a *.pushitlive .net Domain", "ET INFO 
DYNAMIC_DNS Query to a *.from-wa .com Domain", "ET DNS Query to a *.top domain - 
Likely Hostile", "ET EXPLOIT Malformed HeartBeat Request method 2", "ET INFO 
DYNAMIC_DNS HTTP Request to a *.is-an-entertainer .com Domain", "ET HUNTING 
Observed POST to xsph .ru Domain", "ET INFO Out-of-Band Interaction Domain in DNS 
Lookup (oast .pro)", "ET INFO DYNAMIC_DNS HTTP Request to a *.southern .com .my 



Domain", "ET INFO DYNAMIC_DNS Query to a *.tallison .com Domain", "ET INFO Query 
for Suspicious .edu.tf Domain", "ET INFO DYNAMIC_DNS Query to a *.groups .id 
Domain", "ET INFO DYNAMIC_DNS Query to a *.freetruthordare .com Domain", "ET 
INFO DYNAMIC_DNS Query to a *.intercop .de Domain", "ET INFO DYNAMIC_DNS HTTP 
Request to a *.propertyshots .com Domain", "ET INFO DYNAMIC_DNS HTTP Request to 
a *.authorizeddns .us Domain", "ET INFO DYNAMIC_DNS HTTP Request to a *.pegle 
.com Domain", "ET INFO DYNAMIC_DNS HTTP Request to a *.youramys .com Domain", 
"ET INFO DYNAMIC_DNS HTTP Request to a *.is-a-bruinsfan .org Domain", "ET INFO 
DYNAMIC_DNS Query to a *.bureaua .net Domain", "ET INFO DYNAMIC_DNS Query to 
a *.americanunfinished .com Domain", "ET INFO DYNAMIC_DNS HTTP Request to a *.ix 
.tc Domain", "ET INFO DYNAMIC_DNS Query to a *.servebbs .com Domain", "ET 
ATTACK_RESPONSE PowerShell Execution String Base64 Encoded Invoke-Command 
(nZva2UtQ29tbW) in DNS TXT Reponse", "ET INFO DYNAMIC_DNS Query to a 
*.heroinewarrior .com Domain", "ET INFO DYNAMIC_DNS HTTP Request to a *.from-nm 
.com Domain", "ET INFO DYNAMIC_DNS HTTP Request to a *.17ping .cn Domain", "ET 
INFO DYNAMIC_DNS Query to a *.drm .hk Domain", "ET INFO Observed DNS Query to 
DDNS Domain .dns1 .us", "ET INFO DYNAMIC_DNS Query to a *.trickip .org Domain", 
"ET INFO DYNAMIC_DNS Query to a *.macrofox .org Domain", "ET INFO DYNAMIC_DNS 
Query to a *.castleman .net Domain", "ET INFO DYNAMIC_DNS Query to a *.knowsitall 
.info Domain", "ET INFO DYNAMIC_DNS Query to a *.lilyspadd .com Domain", "ET INFO 
DYNAMIC_DNS Query to a *.32-b .it Domain", "ET INFO DYNAMIC_DNS Query to a 
*.epicgamer .org Domain", "ET INFO DYNAMIC_DNS HTTP Request to a *.teamradicus 
.com Domain", "ET JA3 HASH - Possible Cobalt Strike Server", "ET INFO SUSPICIOUS Java 
Request to ChangeIP Dynamic DNS Domain", "ET INFO DYNAMIC_DNS Query to a *.ivi 
.pl Domain", "ET INFO DYNAMIC_DNS HTTP Request to a *.x24hr .com Domain", "ET 
INFO DYNAMIC_DNS Query to a *.peeinthesnow .com Domain", "ET INFO 
DYNAMIC_DNS HTTP Request to a *.koellreutter .com Domain", "ET INFO 
DYNAMIC_DNS HTTP Request to a *.b0ne.com Domain", "ET INFO DYNAMIC_DNS 
Query to a *.it-share .ro Domain", "ET INFO DYNAMIC_DNS HTTP Request to a 
*.scrapper-site .net Domain", "ET HUNTING SUSPICIOUS SMTP EXE - ZIP file with .scr 
filename inside", "ET INFO External File Sharing Service Domain (api .anonfile .com in 
TLS SNI)", "ET INFO Noction IRP Probe", "ET INFO DYNAMIC_DNS HTTP Request to a 
*.cloudbusinessportal .com Domain", "ET INFO DYNAMIC_DNS Query to a *.is-a-
financialadvisor .com Domain", "ET INFO DYNAMIC_DNS Query to a *.from-me .org 
Domain", "ET USER_AGENTS Observed Suspicious UA (Mozilla 6.0)", "ET INFO 
DYNAMIC_DNS Query to a *.icemail .me .uk Domain", "ET INFO DYNAMIC_DNS Query 
to a *.ftpaccess .cc Domain", "ET INFO DYNAMIC_DNS HTTP Request to a *.jkub .com 
Domain", "ET INFO DYNAMIC_DNS Query to a *.vhfdental .com Domain", "ET INFO 
DYNAMIC_DNS Query to a *.pii .at Domain", "ET POLICY Powershell Command With 
Hidden Window Argument Over SMB - Likely Lateral Movement", "ET WEB_CLIENT 
Obfuscated Javascript // ptth (escaped)", "ET INFO DYNAMIC_DNS HTTP Request to a 
*.swhill .co .uk Domain", "ET INFO Out-of-Band Interaction Domain in DNS Lookup 
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DYNAMIC_DNS Query to a *.bugaloop .com Domain", "ET INFO DYNAMIC_DNS HTTP 
Request to a *.tdkare .ru Domain", "ET INFO DYNAMIC_DNS HTTP Request to a *.dsmtp 
.com Domain", "ET INFO DYNAMIC_DNS HTTP Request to a *.airlinemeals .net 
Domain", "ET INFO DYNAMIC_DNS Query to a *.lczipper .com Domain", "ET INFO 
DYNAMIC_DNS HTTP Request to a *.winkel .com .ar Domain", "ET INFO DYNAMIC_DNS 
HTTP Request to a *.freeddns .us Domain", "ET HUNTING Observed Let's Encrypt 
Certificate for Suspicious TLD (.ml)", "ET INFO DYNAMIC_DNS HTTP Request to a 
*.showmyhomes .com Domain", "ET INFO DYNAMIC_DNS Query to a *.tafca .co .uk 
Domain", "ET INFO DYNAMIC_DNS HTTP Request to a *.24-7 .ro Domain", "ET POLICY 



DNS Query to DynDNS Domain *.unusualperson .com", "ET INFO DYNAMIC_DNS Query 
to a *.ttkacz .com Domain", "ET INFO DYNAMIC_DNS Query to a *.est-le-patron .com 
Domain", "ET INFO DYNAMIC_DNS HTTP Request to a *.linux70 .ru Domain", "ET INFO 
DYNAMIC_DNS HTTP Request to a *.from-nd .com Domain", "ET HUNTING Suspicious 
Zipped Filename in Outbound POST Request (Hardware.txt)", "ET INFO DYNAMIC_DNS 
HTTP Request to a *.ryanandjen .org Domain", "ET INFO DYNAMIC_DNS HTTP Request 
to a *.vpndns .net Domain", "ET ATTACK_RESPONSE PowerShell Execution String 
Base64 Encoded New-Object (ctT2J) in DNS TXT Response", "ET INFO DYNAMIC_DNS 
HTTP Request to a *.hackershack .net Domain", "ET INFO DYNAMIC_DNS HTTP Request 
to a *.seahorsenet .com Domain", "ET INFO DYNAMIC_DNS Query to a *.homingbeacon 
.net Domain", "ET INFO DYNAMIC_DNS HTTP Request to a *.iamallama .com Domain", 
"ET WEB_CLIENT SEO Injection/Fraud Domain in DNS Lookup (stat.trackstatisticsss 
.com)", "ET INFO DYNAMIC_DNS Query to a *.slyip.com Domain", "ET POLICY 
Vulnerable Java Version 1.4.x Detected", "ET INFO DYNAMIC_DNS Query to a *.bedwell 
.org Domain", "ET INFO HTTP POST to WP Theme Directory Without Referer", "ET INFO 
DYNAMIC_DNS Query to a *.xxuz .com Domain", "ET INFO DYNAMIC_DNS Query to a 
*.isageek .net Domain", "ET INFO DYNAMIC_DNS HTTP Request to a *.circusslaves .com 
Domain", "ET POLICY DNS Query to .onion proxy Domain (torpovider.org)", "ET INFO 
DYNAMIC_DNS HTTP Request to a *.h4ck .me Domain", "ET INFO DYNAMIC_DNS HTTP 
Request to a *.jundy .org Domain", "ET INFO DYNAMIC_DNS HTTP Request to a 
*.hobby-site .com Domain", "ET INFO DYNAMIC_DNS HTTP Request to a *.americajhon 
.com .pe Domain", "ET INFO DYNAMIC_DNS Query to a *.synoserver .com Domain", "ET 
INFO DYNAMIC_DNS HTTP Request to a *.civvic .ro Domain", "ET INFO DYNAMIC_DNS 
Query to a *.kaohsiung .tv Domain", "ET POLICY DNS Query to .onion proxy Domain 
(browsetor.com)", "ET INFO DYNAMIC_DNS Query to a *.homelinux .com Domain", "ET 
INFO DYNAMIC_DNS HTTP Request to a *.pittentrepreneur .com Domain", "ET 
HUNTING SUSPICIOUS IRC - NICK and Possible Windows XP/7", "ET INFO DYNAMIC_DNS 
HTTP Request to a *.pedie .info Domain", "ET WEB_SERVER PHP SESSION SuperGlobal 
in URI", "ET INFO DYNAMIC_DNS HTTP Request to a *.recruitment7 .com Domain", "ET 
INFO DYNAMIC_DNS Query to a *.melakaboy .com Domain", "ET INFO DYNAMIC_DNS 
HTTP Request to a *.dougtreadwell .com Domain", "ET INFO DYNAMIC_DNS HTTP 
Request to a *.midjava .com Domain", "ET INFO Lockbit Ransomware Related Domain 
in DNS Lookup (bigblog .at)", "ET INFO DYNAMIC_DNS Query to a *.360technologies .ca 
Domain", "ET INFO DYNAMIC_DNS HTTP Request to a *.cbu .net Domain", "ET INFO 
DYNAMIC_DNS HTTP Request to a *.womenclothingtoday .com Domain", "ET INFO 
DYNAMIC_DNS Query to a *.poormanscow .com Domain", "ET INFO DYNAMIC_DNS 
Query to a *.smlsoft .com Domain", "ET INFO DYNAMIC_DNS HTTP Request to a *.likes-
pie .com Domain", "ET INFO DYNAMIC_DNS HTTP Request to a *.isa-hockeynut .com 
Domain", "ET INFO DYNAMIC_DNS HTTP Request to a *.inet2 .org Domain", "ET INFO 
DYNAMIC_DNS HTTP Request to *.byinter.net Domain (Sitelutions)", "ET INFO 
DYNAMIC_DNS Query to a *.hondascooterparts .com Domain", "ET INFO 
DYNAMIC_DNS Query to a *.mylftv .com Domain", "ET INFO DYNAMIC_DNS Query to a 
*.shogun .ca Domain", "ET INFO DYNAMIC_DNS Query to a *.lqtai .com Domain", "ET 
INFO DYNAMIC_DNS Query to a *.btarena .com Domain", "ET INFO DYNAMIC_DNS 
HTTP Request to a *.cnr .com .pk Domain", "ET INFO DYNAMIC_DNS HTTP Request to a 
*.from-il .com Domain", "ET INFO DYNAMIC_DNS Query to a *.djbomba .one .pl 
Domain", "ET ATTACK_RESPONSE UTF8 base64 string /This Program/ in DNS TXT 
Reponse", "ET INFO DYNAMIC_DNS Query to a *.from-va .com Domain", "ET INFO 
DYNAMIC_DNS Query to a *.cloudbusinessportal .com Domain", "ET INFO 
DYNAMIC_DNS Query to a *.wwwhost .biz Domain", "ET INFO DYNAMIC_DNS HTTP 
Request to a *.uzhi .ru Domain", "ET INFO DYNAMIC_DNS HTTP Request to a 
*.themcleans .us Domain", "ET INFO HTTP Connection To DDNS Domain myftp.com", 
"ET INFO DYNAMIC_DNS HTTP Request to a *.sexidude .com Domain", "ET INFO 
DYNAMIC_DNS Query to a *.dailyview .tw Domain", "ET INFO DYNAMIC_DNS HTTP 
Request to a *.dnsalias.ru Domain", "ET INFO DYNAMIC_DNS Query to a *.isa-geek 
.com Domain", "ET INFO DYNAMIC_DNS Query to *.kwik.to Domain (Sitelutions)", "ET 
INFO DYNAMIC_DNS Query to a *.ugo .si Domain", "ET INFO DYNAMIC_DNS HTTP 



Request to a *.mnode .net Domain", "ET POLICY DNS Query to DynDNS Domain 
*.mydissent .net", "ET POLICY HTTP connection to net78.net Free Web Hosting (Used 
by Various Trojans)", "ET INFO DYNAMIC_DNS HTTP Request to a *.ham .gd Domain", 
"ET HUNTING Double User-Agent (User-Agent User-Agent)", "ET POLICY Inbound RDP 
Connection with Minimal Security Protocol Requested", "ET INFO DNS Query for 
Suspicious .co.cc Domain", "ET INFO DYNAMIC_DNS HTTP Request to a *.mkahowes 
.com Domain", "ET INFO DYNAMIC_DNS HTTP Request to a *.reves .cl Domain", "ET 
INFO DYNAMIC_DNS Query to a *.battlecore .ru Domain", "ET INFO DYNAMIC_DNS 
HTTP Request to a *.couchpotatofries .org Domain", "ET INFO DYNAMIC_DNS HTTP 
Request to a *.dyndns-blog .com Domain", "ET EXPLOIT Possible Zephyr RTOS ICMPv4 
Stack Buffer Overflow", "ET INFO DYNAMIC_DNS HTTP Request to a *.dnsip.ru 
Domain", "ET HUNTING Observed Suspicious Reversed String Inbound (StrReverse)", 
"ET INFO DYNAMIC_DNS HTTP Request to a *.ygto .com Domain", "ET INFO 
DYNAMIC_DNS Query to a *.d-n-s .name Domain", "ET INFO DYNAMIC_DNS Query to a 
*.gigaportal .pl Domain", "ET INFO DYNAMIC_DNS Query to a *.jonward .com Domain", 
"ET INFO DYNAMIC_DNS HTTP Request to a *.ubergate .com Domain", "ET INFO 
DYNAMIC_DNS HTTP Request to a *.from-id .com Domain", "ET INFO DYNAMIC_DNS 
Query to a *.on-the-web .tv Domain", "ET INFO DYNAMIC_DNS HTTP Request to a 
*.2waky .com Domain", "ET INFO DYNAMIC_DNS HTTP Request to a *.ber-engineering 
.com Domain", "ET INFO DYNAMIC_DNS HTTP Request to a *.does-it .net Domain", "ET 
INFO DYNAMIC_DNS HTTP Request to a *.for-better .biz Domain", "ET INFO 
DYNAMIC_DNS HTTP Request to a *.space-to-rent .com Domain", "ET INFO 
DYNAMIC_DNS Query to a *.2mydns .net Domain", "ET INFO DYNAMIC_DNS HTTP 
Request to a *.yiff .fi Domain", "ET INFO DYNAMIC_DNS HTTP Request to a 
*.gotgeeks.com Domain", "ET INFO DYNAMIC_DNS HTTP Request to a *.bbsindex.com 
Domain", "ET INFO DYNAMIC_DNS HTTP Request to a *.bmrresources .com Domain", 
"ET WEB_CLIENT Google Chrome Pdfium JPEG2000 Heap Overflow", "ET INFO 
DYNAMIC_DNS HTTP Request to a *.rogerthedog .com Domain", "ET 
ATTACK_RESPONSE Output of id command from HTTP server", "ET INFO DYNAMIC_DNS 
HTTP Request to a *.homelinux .org Domain", "ET INFO HTTP POST Request to 
Suspicious *.ma Domain", "ET INFO HTTP Connection To DDNS Domain Hopto.org", "ET 
INFO DYNAMIC_DNS Query to a *.green-heroes .com Domain", "ET INFO 
DYNAMIC_DNS HTTP Request to a *.jumpingcrab .com Domain", "ET WEB_SERVER PHP 
GET SuperGlobal in POST", "ET INFO DYNAMIC_DNS Query to a *.home .kg Domain", 
"ET INFO DYNAMIC_DNS HTTP Request to a *.is-very-sweet .org Domain", "ET INFO 
DYNAMIC_DNS Query to a *.nx .tc Domain", "ET INFO DYNAMIC_DNS Query to a 
*.geofuzz .net Domain", "ET WEB_SERVER WebShell - Symlink_Sa", "ET EXPLOIT 
Possible OpenSSL HeartBleed Large HeartBeat Response (Client Init Vuln Server)", "ET 
HUNTING Suspicious rundll32.exe in URI", "ET INFO DYNAMIC_DNS HTTP Request to a 
*.psybnc .org Domain", "ET INFO DYNAMIC_DNS Query to a *.https443 .net Domain", 
"ET INFO DYNAMIC_DNS Query to a *.joe .dj Domain", "ET INFO DYNAMIC_DNS Query 
to a *.cleansite .us Domain", "ET INFO DYNAMIC_DNS Query to a 
*.motorwisemechanical .com .au Domain", "ET INFO DYNAMIC_DNS Query to a *.tscng 
.org Domain", "ET INFO DYNAMIC_DNS Query to a *.now-dns .top Domain", "ET INFO 
HTTP Request to a *.co.com.au domain", "ET INFO DYNAMIC_DNS HTTP Request to a 
*.ycare .org Domain", "ET INFO DYNAMIC_DNS Query to a *.dyndns .biz Domain", "ET 
INFO DYNAMIC_DNS HTTP Request to a *.aptrc .tw Domain", "ET POLICY HTTP traffic 
on port 443 (DELETE)", "ET INFO DYNAMIC_DNS Query to a *.eternalimpressions .com 
Domain", "ET PHISHING Observed DNS Query to Known Scam/Phishing Domain", "ET 
INFO Obfuscated Split String (Single Q) 8", "ET INFO DYNAMIC_DNS HTTP Request to a 
*.khabbaby .com Domain", "ET INFO DYNAMIC_DNS HTTP Request to a *.empires-r .us 
Domain", "ET POLICY Vulnerable Java Version 1.8.x Detected"   

Неизвестный тип 
трафика 

"ET JA3 Hash - Possible Malware - USPS Malspam", "ET JA3 Hash - Possible Malware - 
Neutrino", "ET HUNTING Double Base64 Encoded ipconfig sent via HTTP Requset Body 
M3", "ET JA3 Hash - Possible Malware - NuclearEK", "ET JA3 Hash - [Abuse.ch] Possible 
Adware", "ET HUNTING Double Base64 Encoded ipconfig sent via HTTP URI M8", "ET 
HUNTING Double Extension VBS File Downloaded from Discord (Request)", "ET JA3 



Hash - [Abuse.ch] Possible Troldesh Ransomware", "ET JA3 Hash - Possible Malware - 
Various Malfams", "ET USER_AGENTS User-Agent (_TEST_)", "ET JA3 Hash - Possible 
Malware - Various EK", "ET JA3 Hash - Possible Malware - Boleto Malspam", "ET JA3 
Hash - Possible Malware - Various Malspam/RigEK/Dreambot", "ET HUNTING Double 
Base64 Encoded ipconfig sent via HTTP Requset Body M5", "ET HUNTING Possible UPnP 
UUID Overflow Exploit Attempt from Internal Host - NOTIFY", "ET HUNTING Double 
Base64 Encoded ipconfig sent via HTTP URI M3", "ET HUNTING Possible UPnP UUID 
Overflow Exploit Attempt from External Host - NOTIFY", "ET HUNTING Double 
Extension ZIP File Downloaded from Discord (Request)", "ET HUNTING Possible UPnP 
UUID Overflow Exploit Attempt from Internal Host - SUBSCRIBE/UNSUBSCRIBE", "ET JA3 
Hash - Possible Malware - Fake Firefox Font Update", "ET JA3 Hash - Possible Malware - 
TBot / Skynet Tor Botnet", "ET JA3 Hash - Possible Malware - Dridex", "ET INFO Generic 
- Mozilla 4.0 EXE Request", "ET JA3 Hash - sqlmap (tested: v1.0-dev kali)", "ET HUNTING 
Double Extension EXE File Downloaded from Discord (Request)", "ET HUNTING 
SUSPICIOUS .LNK File Inside of Zip", "ET HUNTING Double Base64 Encoded ipconfig sent 
via HTTP Requset Body M9", "ET HUNTING Double Base64 Encoded ipconfig sent via 
HTTP URI M1", "ET JA3 Hash - [Abuse.ch] Possible Tofsee", "ET HUNTING Base64 
Encoded ipconfig sent via HTTP URI M2", "ET JA3 HASH - Possible InnocenceBot CnC", 
"ET JA3 Hash - [Abuse.ch] Possible Dridex", "ET USER_AGENTS Node XMLHTTP User-
Agent", "ET JA3 Hash - Rapid7 Nexpose", "ET JA3 Hash - Possible Malware - Various 
Malspam/RigEK", "ET JA3 Hash - Possible Malware - RigEK", "ET JA3 Hash - [Abuse.ch] 
Possible Gozi", "ET HUNTING Double Base64 Encoded ipconfig sent via HTTP URI M7", 
"ET HUNTING Double Base64 Encoded ipconfig sent via HTTP URI M4", "ET JA3 Hash - 
Possible Malware - Various RigEK/Cryptowall/Dridex", "ET JA3 Hash - Nikto (tested 
v2.1.6)", "ET JA3 Hash - Metasploit HeartBleed Scanner", "ET JA3 Hash - WPScan 
(tested: 2.9 Kali)", "ET INFO Suspicious Empty Accept-Encoding Header", "ET HUNTING 
Base64 Encoded ipconfig sent via HTTP URI M3", "ET HUNTING Double Base64 Encoded 
ipconfig sent via HTTP Requset Body M6", "ET HUNTING Possible UPnP UUID Overflow 
Exploit Attempt from External Host - SUBSCRIBE/UNSUBSCRIBE", "ET JA3 Hash - 
Metasploit CCS Scanner", "ET HUNTING Double Extension PIF File Downloaded from 
Discord (Request)", "ET HUNTING Double Base64 Encoded ipconfig sent via HTTP URI 
M6", "ET JA3 Hash - [Abuse.ch] Possible Torrentlocker", "ET HUNTING Base64 Encoded 
ipconfig In Server Response M2", "ET JA3 Hash - Possible Malware - Eitest Chrome 
Popup", "ET JA3 Hash - [Abuse.ch] Possible Adwind", "ET JA3 Hash - Metaploit http 
scanner (tested: 4.11.5 Kali)", "ET JA3 Hash - Possible Malware - AnglerEK", "ET JA3 
HASH - Possible BAZAR Backdoor CnC", "ET HUNTING Base64 Encoded ipconfig In 
Server Response M1", "ET HUNTING Double Base64 Encoded ipconfig sent via HTTP URI 
M5", "ET HUNTING Double Base64 Encoded ipconfig sent via HTTP URI M9", "ET JA3 
Hash - Possible Malware - Trickbot", "ET JA3 Hash - Possible Malware - Gootkit", "ET JA3 
Hash - [Abuse.ch] Possible Ransomware", "ET USER_AGENTS Microsoft Dr Watson 
User-Agent (MSDW)", "ET JA3 Hash - [Abuse.ch] Possible Quakbot", "ET JA3 Hash - 
Possible Malware - Malspam", "ET HUNTING Double Base64 Encoded ipconfig sent via 
HTTP URI M2", "ET JA3 Hash - mitmproxy", "ET JA3 Hash - Nikto (tested 2.1.6 - Kali)", 
"ET JA3 Hash - [Abuse.ch] Possible Trickbot", "ET HUNTING Double Base64 Encoded 
ipconfig sent via HTTP Requset Body M2", "ET HUNTING Double Base64 Encoded 
ipconfig sent via HTTP Requset Body M7", "ET HUNTING Double Base64 Encoded 
ipconfig sent via HTTP Requset Body M1", "ET JA3 Hash - sqlmap (tested: v1.0.7.0 OS 
X)", "ET HUNTING Base64 Encoded ipconfig sent via HTTP URI M1", "ET JA3 Hash - 
Possible Superfish", "ET JA3 Hash - [Abuse.ch] Possible Gootkit", "ET JA3 Hash - Possible 
Malware - Eitest/AnglerEK", "ET HUNTING Double Base64 Encoded ipconfig sent via 
HTTP Requset Body M4", "ET JA3 Hash - Metasploit SSL Scanner", "ET HUNTING Double 
Base64 Encoded ipconfig sent via HTTP Requset Body M8", "ET GAMES Multiple Game 
Cheat Application Related Activity", "ET HUNTING Base64 Encoded ipconfig In Server 
Response M3" 

Блокирование атак "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 69", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 684", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 148", "ET COMPROMISED Known Compromised or Hostile Host 



Traffic group 76", "ET CINS Active Threat Intelligence Poor Reputation IP group 53", 
"GPL NETBIOS SMB DCERPC Workstation Service bind attempt", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 64", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 699", "ET TOR Known Tor Exit Node Traffic group 119", "ET 
CINS Active Threat Intelligence Poor Reputation IP group 80", "ET COMPROMISED 
Known Compromised or Hostile Host Traffic group 174", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 92", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 17", "ET Threatview.io High Confidence Cobalt Strike C2 IP 
group 9", "ET COMPROMISED Known Compromised or Hostile Host Traffic group 155", 
"ET COMPROMISED Known Compromised or Hostile Host Traffic group 72", "GPL RPC 
tooltalk UDP overflow attempt", "ET TOR Known Tor Exit Node Traffic group 64", "ET 
TOR Known Tor Relay/Router (Not Exit) Node Traffic group 87", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 179", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 16", "ET CINS Active Threat Intelligence Poor Reputation IP 
group 21", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 686", "ET 
CINS Active Threat Intelligence Poor Reputation IP group 58", "ET COMPROMISED 
Known Compromised or Hostile Host Traffic group 26", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 42", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 81", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 293", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 85", "ET 
TOR Known Tor Relay/Router (Not Exit) Node Traffic group 204", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 608", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 614", "ET TOR Known Tor Exit Node Traffic group 7", "ET 
COMPROMISED Known Compromised or Hostile Host Traffic group 207", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 115", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 2", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 58", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 52", "ET TOR Known Tor Exit Node Traffic 
group 35", "ET TOR Known Tor Exit Node Traffic group 62", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 116", "ET WEB_SPECIFIC_APPS Webmin 
Directory Traversal", "ET DROP Spamhaus DROP Listed Traffic Inbound group 33", "ET 
TOR Known Tor Relay/Router (Not Exit) Node Traffic group 50", "GPL NETBIOS SMB-DS 
DCERPC Workstation Service unicode bind attempt", "ET TOR Known Tor Exit Node 
Traffic group 116", "ET Threatview.io High Confidence Cobalt Strike C2 IP group 7", "ET 
TOR Known Tor Relay/Router (Not Exit) Node Traffic group 250", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 120", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 137", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 749", "ET TOR Known Tor Exit Node Traffic group 76", "ET CINS 
Active Threat Intelligence Poor Reputation IP group 31", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 57", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 66", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 161", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 95", "ET CINS Active Threat Intelligence Poor Reputation IP 
group 77", "ET COMPROMISED Known Compromised or Hostile Host Traffic group 199", 
"ET COMPROMISED Known Compromised or Hostile Host Traffic group 11", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 654", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 13", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 783", "GPL SNMP null community string attempt", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 609", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 140", "ET TOR Known Tor Exit Node Traffic 
group 117", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 726", "ET 
TOR Known Tor Exit Node Traffic group 48", "ET TOR Known Tor Relay/Router (Not Exit) 
Node Traffic group 128", "ET CINS Active Threat Intelligence Poor Reputation IP group 
54", "ET CINS Active Threat Intelligence Poor Reputation IP group 82", "ET DROP 
Spamhaus DROP Listed Traffic Inbound group 15", "ET ATTACK_RESPONSE Obfuscated 
Batch Script Inbound M1", "ET SNMP missing community string attempt 2", "ET 
3CORESec Poor Reputation IP group 6", "ET TOR Known Tor Relay/Router (Not Exit) 



Node Traffic group 76", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 
709", "ET DROP Spamhaus DROP Listed Traffic Inbound group 8", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 48", "ET DROP Spamhaus DROP Listed 
Traffic Inbound group 3", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 79", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 253", "ET 
TOR Known Tor Relay/Router (Not Exit) Node Traffic group 753", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 768", "ET Threatview.io High Confidence 
Cobalt Strike C2 IP group 1", "ET COMPROMISED Known Compromised or Hostile Host 
Traffic group 65", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 72", 
"GPL MISC CVS invalid module response", "ET TOR Known Tor Exit Node Traffic group 
86", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 103", "ET 
COMPROMISED Known Compromised or Hostile Host Traffic group 5", "ET TOR Known 
Tor Exit Node Traffic group 90", "ET TOR Known Tor Relay/Router (Not Exit) Node 
Traffic group 20", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 201", 
"ET TOR Known Tor Exit Node Traffic group 108", "ET TOR Known Tor Exit Node Traffic 
group 106", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 214", "ET 
COMPROMISED Known Compromised or Hostile Host Traffic group 156", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 730", "ET CINS Active Threat 
Intelligence Poor Reputation IP group 71", "ET DROP Spamhaus DROP Listed Traffic 
Inbound group 28", "ET 3CORESec Poor Reputation IP group 9", "GPL FTP PORT bounce 
attempt", "ET CINS Active Threat Intelligence Poor Reputation IP group 91", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 650", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 106", "ET TOR Known Tor Exit Node Traffic 
group 80", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 277", "ET 
TOR Known Tor Exit Node Traffic group 57", "ET TOR Known Tor Relay/Router (Not Exit) 
Node Traffic group 701", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 
315", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 161", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 23", "ET 3CORESec Poor 
Reputation IP group 1", "ET CINS Active Threat Intelligence Poor Reputation IP group 
96", "ET COMPROMISED Known Compromised or Hostile Host Traffic group 15", "ET 
TOR Known Tor Relay/Router (Not Exit) Node Traffic group 56", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 295", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 78", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 169", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 398", "ET 
3CORESec Poor Reputation IP group 15", "ET CINS Active Threat Intelligence Poor 
Reputation IP group 98", "ET COMPROMISED Known Compromised or Hostile Host 
Traffic group 3", "GPL MISC UPnP Location overflow", "ET TOR Known Tor Relay/Router 
(Not Exit) Node Traffic group 37", "ET TOR Known Tor Relay/Router (Not Exit) Node 
Traffic group 52", "ET 3CORESec Poor Reputation IP group 7", "ET CINS Active Threat 
Intelligence Poor Reputation IP group 44", "ET CINS Active Threat Intelligence Poor 
Reputation IP group 46", "GPL NETBIOS DCERPC Workstation Service direct service 
access attempt", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 202", 
"ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 232", "ET TOR Known 
Tor Relay/Router (Not Exit) Node Traffic group 260", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 152", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 690", "ET COMPROMISED Known Compromised or Hostile Host 
Traffic group 188", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 68", 
"ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 223", "ET TOR Known 
Tor Relay/Router (Not Exit) Node Traffic group 385", "ET TOR Known Tor Relay/Router 
(Not Exit) Node Traffic group 55", "GPL MISC CVS non-relative path error response", "ET 
COMPROMISED Known Compromised or Hostile Host Traffic group 10", "ET 
COMPROMISED Known Compromised or Hostile Host Traffic group 63", "ET 
COMPROMISED Known Compromised or Hostile Host Traffic group 50", "ET 
COMPROMISED Known Compromised or Hostile Host Traffic group 34", "ET TOR Known 
Tor Relay/Router (Not Exit) Node Traffic group 685", "ET TOR Known Tor Relay/Router 
(Not Exit) Node Traffic group 141", "ET DROP Spamhaus DROP Listed Traffic Inbound 
group 29", "GPL RPC sadmind query with root credentials attempt UDP", "ET TOR 



Known Tor Exit Node Traffic group 52", "ET 3CORESec Poor Reputation IP group 28", 
"ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 111", "ET TOR Known 
Tor Relay/Router (Not Exit) Node Traffic group 595", "ET TOR Known Tor Relay/Router 
(Not Exit) Node Traffic group 651", "ET TOR Known Tor Exit Node Traffic group 32", "ET 
TOR Known Tor Relay/Router (Not Exit) Node Traffic group 301", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 781", "ET CINS Active Threat Intelligence 
Poor Reputation IP group 85", "ET CINS Active Threat Intelligence Poor Reputation IP 
group 57", "ET CINS Active Threat Intelligence Poor Reputation IP group 34", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 1", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 245", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 226", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 679", "ET DROP Spamhaus DROP Listed Traffic Inbound group 35", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 154", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 405", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 612", "GPL IMAP delete overflow attempt", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 639", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 101", "ET TOR Known Tor Exit Node Traffic 
group 70", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 40", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 630", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 194", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 629", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 75", "ET COMPROMISED Known Compromised or Hostile Host Traffic group 107", 
"ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 712", "ET CINS Active 
Threat Intelligence Poor Reputation IP group 3", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 36", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 310", "GPL NETBIOS DCERPC Workstation Service direct service 
bind attempt", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 184", "ET 
TOR Known Tor Relay/Router (Not Exit) Node Traffic group 782", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 164", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 284", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 176", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 460", "ET 
COMPROMISED Known Compromised or Hostile Host Traffic group 112", "ET TOR 
Known Tor Exit Node Traffic group 83", "ET TOR Known Tor Relay/Router (Not Exit) 
Node Traffic group 647", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 
391", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 775", "GPL IMAP 
unsubscribe literal overflow attempt", "ET TOR Known Tor Relay/Router (Not Exit) Node 
Traffic group 143", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 624", 
"ET COMPROMISED Known Compromised or Hostile Host Traffic group 164", "ET TOR 
Known Tor Exit Node Traffic group 28", "ET TOR Known Tor Exit Node Traffic group 68", 
"ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 796", "ET 
COMPROMISED Known Compromised or Hostile Host Traffic group 53", "ET 
COMPROMISED Known Compromised or Hostile Host Traffic group 54", "ET TOR Known 
Tor Relay/Router (Not Exit) Node Traffic group 10", "ET TOR Known Tor Relay/Router 
(Not Exit) Node Traffic group 137", "ET COMPROMISED Known Compromised or Hostile 
Host Traffic group 158", "ET DROP Spamhaus DROP Listed Traffic Inbound group 13", 
"ET DROP Spamhaus DROP Listed Traffic Inbound group 26", "ET TOR Known Tor Exit 
Node Traffic group 94", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 
632", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 642", "ET 
COMPROMISED Known Compromised or Hostile Host Traffic group 167", "ET 
COMPROMISED Known Compromised or Hostile Host Traffic group 71", "ET TOR Known 
Tor Relay/Router (Not Exit) Node Traffic group 748", "ET TOR Known Tor Relay/Router 
(Not Exit) Node Traffic group 198", "ET COMPROMISED Known Compromised or Hostile 
Host Traffic group 119", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 
312", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 384", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 646", "GPL IMAP rename 
overflow attempt", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 
733", "ET COMPROMISED Known Compromised or Hostile Host Traffic group 105", "ET 



TOR Known Tor Relay/Router (Not Exit) Node Traffic group 3", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 397", "ET CINS Active Threat Intelligence 
Poor Reputation IP group 63", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 151", "ET TOR Known Tor Exit Node Traffic group 38", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 183", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 113", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 403", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 741", "ET 
COMPROMISED Known Compromised or Hostile Host Traffic group 40", "ET TOR Known 
Tor Relay/Router (Not Exit) Node Traffic group 802", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 204", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 171", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 660", "ET CINS Active Threat Intelligence Poor Reputation IP 
group 4", "ET COMPROMISED Known Compromised or Hostile Host Traffic group 82", 
"ET CINS Active Threat Intelligence Poor Reputation IP group 18", "ET COMPROMISED 
Known Compromised or Hostile Host Traffic group 144", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 126", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 734", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 762", "ET EXPLOIT CISCO FIREWALL SNMP Buffer Overflow Extrabacon (CVE-
2016-6366)", "ET TOR Known Tor Exit Node Traffic group 23", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 22", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 90", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 401", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 392", "ET 
TOR Known Tor Exit Node Traffic group 39", "ET TOR Known Tor Relay/Router (Not Exit) 
Node Traffic group 409", "ET TOR Known Tor Exit Node Traffic group 82", "ET 3CORESec 
Poor Reputation IP group 5", "ET CINS Active Threat Intelligence Poor Reputation IP 
group 6", "ET COMPROMISED Known Compromised or Hostile Host Traffic group 100", 
"ET 3CORESec Poor Reputation IP group 26", "ET CINS Active Threat Intelligence Poor 
Reputation IP group 90", "ET CINS Active Threat Intelligence Poor Reputation IP group 
70", "ET SNMP missing community string attempt 1", "ET TOR Known Tor Exit Node 
Traffic group 61", "ET TOR Known Tor Exit Node Traffic group 10", "ET COMPROMISED 
Known Compromised or Hostile Host Traffic group 46", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 131", "ET TOR Known Tor Exit Node Traffic 
group 50", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 270", "ET 
COMPROMISED Known Compromised or Hostile Host Traffic group 95", "ET 
COMPROMISED Known Compromised or Hostile Host Traffic group 143", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 652", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 682", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 8", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 269", "ET COMPROMISED Known Compromised or Hostile Host Traffic group 99", 
"ET TOR Known Tor Exit Node Traffic group 96", "GPL SNMP PROTOS test-suite-trap-
app attempt", "ET 3CORESec Poor Reputation IP group 25", "ET CINS Active Threat 
Intelligence Poor Reputation IP group 43", "ET COMPROMISED Known Compromised or 
Hostile Host Traffic group 145", "ET COMPROMISED Known Compromised or Hostile 
Host Traffic group 175", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 
262", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 620", "ET 
COMPROMISED Known Compromised or Hostile Host Traffic group 170", "ET CINS 
Active Threat Intelligence Poor Reputation IP group 45", "GPL IMAP subscribe overflow 
attempt", "ET CINS Active Threat Intelligence Poor Reputation IP group 50", "ET CINS 
Active Threat Intelligence Poor Reputation IP group 27", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 628", "ET DROP Spamhaus DROP Listed 
Traffic Inbound group 24", "ET DROP Spamhaus DROP Listed Traffic Inbound group 31", 
"GPL MISC UPnP malformed advertisement", "ET VOIP Possible Misuse Call from Cisco 
ooh323", "ET TOR Known Tor Exit Node Traffic group 79", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 2", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 66", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 156", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 234", "ET 
TOR Known Tor Relay/Router (Not Exit) Node Traffic group 643", "GPL IMAP EXPLOIT 



partial body overflow attempt", "ET TOR Known Tor Relay/Router (Not Exit) Node 
Traffic group 700", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 787", 
"ET COMPROMISED Known Compromised or Hostile Host Traffic group 12", "ET CINS 
Active Threat Intelligence Poor Reputation IP group 37", "ET DROP Spamhaus DROP 
Listed Traffic Inbound group 22", "ET TOR Known Tor Exit Node Traffic group 16", "ET 
CINS Active Threat Intelligence Poor Reputation IP group 5", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 167", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 383", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 606", "ET CINS Active Threat Intelligence Poor Reputation IP group 28", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 208", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 691", "ET DROP Spamhaus DROP Listed 
Traffic Inbound group 6", "ET TOR Known Tor Exit Node Traffic group 99", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 313", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 792", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 680", "ET COMPROMISED Known Compromised or Hostile Host 
Traffic group 41", "ET COMPROMISED Known Compromised or Hostile Host Traffic 
group 135", "ET CINS Active Threat Intelligence Poor Reputation IP group 47", "ET 
COMPROMISED Known Compromised or Hostile Host Traffic group 23", "ET 
COMPROMISED Known Compromised or Hostile Host Traffic group 138", "ET CINS 
Active Threat Intelligence Poor Reputation IP group 88", "ET TOR Known Tor Exit Node 
Traffic group 46", "ET TOR Known Tor Exit Node Traffic group 95", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 186", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 708", "ET COMPROMISED Known Compromised or Hostile Host 
Traffic group 212", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 237", 
"ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 296", "ET 
COMPROMISED Known Compromised or Hostile Host Traffic group 136", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 735", "ET WEB_SERVER Double 
Encoded Characters in URI (../)", "ET COMPROMISED Known Compromised or Hostile 
Host Traffic group 104", "ET CINS Active Threat Intelligence Poor Reputation IP group 
2", "ET COMPROMISED Known Compromised or Hostile Host Traffic group 133", "ET 
TOR Known Tor Relay/Router (Not Exit) Node Traffic group 127", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 283", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 150", "ET TOR Known Tor Exit Node Traffic 
group 47", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 244", "ET 
TOR Known Tor Relay/Router (Not Exit) Node Traffic group 236", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 38", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 209", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 282", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 134", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 698", "ET 
CINS Active Threat Intelligence Poor Reputation IP group 1", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 77", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 151", "ET TOR Known Tor Exit Node Traffic 
group 98", "GPL RPC mountd UDP mount path overflow attempt", "ET TOR Known Tor 
Exit Node Traffic group 104", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 86", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 67", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 297", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 596", "ET WEB_CLIENT Winzip 15.0 
WZFLDVW.OCX IconIndex Property Denial of Service", "ET TOR Known Tor Exit Node 
Traffic group 27", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 175", 
"ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 625", "ET CINS Active 
Threat Intelligence Poor Reputation IP group 100", "ET TOR Known Tor Relay/Router 
(Not Exit) Node Traffic group 314", "ET TOR Known Tor Relay/Router (Not Exit) Node 
Traffic group 731", "ET COMPROMISED Known Compromised or Hostile Host Traffic 
group 196", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 93", "ET 
TOR Known Tor Exit Node Traffic group 53", "ET TOR Known Tor Relay/Router (Not Exit) 
Node Traffic group 694", "ET COMPROMISED Known Compromised or Hostile Host 
Traffic group 142", "GPL FTP RNFR ././ attempt", "ET TOR Known Tor Exit Node Traffic 



group 40", "ET TOR Known Tor Exit Node Traffic group 103", "GPL RPC mountd TCP 
mount path overflow attempt", "ET TOR Known Tor Relay/Router (Not Exit) Node 
Traffic group 4", "ET COMPROMISED Known Compromised or Hostile Host Traffic group 
172", "GPL IMAP auth overflow attempt", "ET COMPROMISED Known Compromised or 
Hostile Host Traffic group 51", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 60", "ET CINS Active Threat Intelligence Poor Reputation IP group 32", "ET 
3CORESec Poor Reputation IP group 11", "ET TOR Known Tor Relay/Router (Not Exit) 
Node Traffic group 661", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 
678", "ET CINS Active Threat Intelligence Poor Reputation IP group 8", "ET TOR Known 
Tor Relay/Router (Not Exit) Node Traffic group 780", "ET TOR Known Tor Relay/Router 
(Not Exit) Node Traffic group 65", "ET COMPROMISED Known Compromised or Hostile 
Host Traffic group 109", "ET COMPROMISED Known Compromised or Hostile Host 
Traffic group 9", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 46", 
"ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 92", "ET CINS Active 
Threat Intelligence Poor Reputation IP group 14", "ET CINS Active Threat Intelligence 
Poor Reputation IP group 79", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 761", "ET COMPROMISED Known Compromised or Hostile Host Traffic group 68", 
"ET CINS Active Threat Intelligence Poor Reputation IP group 11", "ET COMPROMISED 
Known Compromised or Hostile Host Traffic group 21", "ET CINS Active Threat 
Intelligence Poor Reputation IP group 41", "ET COMPROMISED Known Compromised or 
Hostile Host Traffic group 213", "ET TOR Known Tor Relay/Router (Not Exit) Node 
Traffic group 114", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 144", 
"ET TOR Known Tor Exit Node Traffic group 84", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 172", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 697", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 738", "ET 
COMPROMISED Known Compromised or Hostile Host Traffic group 108", "ET TOR 
Known Tor Exit Node Traffic group 14", "ET TOR Known Tor Relay/Router (Not Exit) 
Node Traffic group 757", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 
309", "ET DROP Spamhaus DROP Listed Traffic Inbound group 5", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 795", "ET CINS Active Threat Intelligence 
Poor Reputation IP group 48", "ET CINS Active Threat Intelligence Poor Reputation IP 
group 74", "ET COMPROMISED Known Compromised or Hostile Host Traffic group 8", 
"GPL MISC CVS invalid directory response", "ET COMPROMISED Known Compromised 
or Hostile Host Traffic group 16", "ET TOR Known Tor Exit Node Traffic group 111", "ET 
TOR Known Tor Exit Node Traffic group 115", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 97", "ET TOR Known Tor Exit Node Traffic group 33", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 617", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 619", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 683", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 132", "ET COMPROMISED Known Compromised or Hostile Host Traffic group 
162", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 663", "ET TOR 
Known Tor Exit Node Traffic group 4", "ET CINS Active Threat Intelligence Poor 
Reputation IP group 99", "ET TOR Known Tor Exit Node Traffic group 31", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 119", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 601", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 44", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 134", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 793", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 759", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 739", "ET 
TOR Known Tor Relay/Router (Not Exit) Node Traffic group 355", "ET COMPROMISED 
Known Compromised or Hostile Host Traffic group 115", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 77", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 676", "ET TOR Known Tor Exit Node Traffic group 92", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 723", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 124", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 316", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 275", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 657", "ET 



TOR Known Tor Relay/Router (Not Exit) Node Traffic group 669", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 724", "ET CINS Active Threat Intelligence 
Poor Reputation IP group 78", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 791", "ET TOR Known Tor Exit Node Traffic group 122", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 274", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 665", "ET COMPROMISED Known Compromised or Hostile Host 
Traffic group 113", "ET COMPROMISED Known Compromised or Hostile Host Traffic 
group 1", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 192", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 727", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 771", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 5", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 82", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 371", "ET 
CINS Active Threat Intelligence Poor Reputation IP group 16", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 157", "ET TOR Known Tor Exit Node Traffic 
group 69", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 122", "ET 
TOR Known Tor Relay/Router (Not Exit) Node Traffic group 713", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 714", "ET 3CORESec Poor Reputation IP 
group 16", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 667", "ET 
CINS Active Threat Intelligence Poor Reputation IP group 30", "ET TOR Known Tor Exit 
Node Traffic group 114", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 
374", "ET COMPROMISED Known Compromised or Hostile Host Traffic group 75", "GPL 
RPC sadmind query with root credentials attempt TCP", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 235", "ET CINS Active Threat Intelligence 
Poor Reputation IP group 94", "ET TOR Known Tor Exit Node Traffic group 121", "GPL 
VOIP EXPLOIT SIP UDP Softphone overflow attempt", "ET TOR Known Tor Relay/Router 
(Not Exit) Node Traffic group 389", "ET TOR Known Tor Relay/Router (Not Exit) Node 
Traffic group 752", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 664", 
"ET COMPROMISED Known Compromised or Hostile Host Traffic group 91", "GPL 
NETBIOS SMB-DS DCEPRC ORPCThis request flood attempt", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 666", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 210", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 272", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 30", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 273", "ET 
TOR Known Tor Exit Node Traffic group 123", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 196", "ET TOR Known Tor Exit Node Traffic group 63", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 18", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 41", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 259", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 758", "ET COMPROMISED Known Compromised or Hostile Host Traffic group 
132", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 790", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 670", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 149", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 206", "ET CINS Active Threat Intelligence Poor Reputation IP 
group 17", "ET TOR Known Tor Exit Node Traffic group 44", "ET TOR Known Tor Exit 
Node Traffic group 30", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 
600", "ET COMPROMISED Known Compromised or Hostile Host Traffic group 129", "ET 
TOR Known Tor Exit Node Traffic group 2", "ET TOR Known Tor Relay/Router (Not Exit) 
Node Traffic group 98", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 
243", "ET TOR Known Tor Exit Node Traffic group 72", "ET CINS Active Threat 
Intelligence Poor Reputation IP group 13", "ET TOR Known Tor Relay/Router (Not Exit) 
Node Traffic group 672", "ET COMPROMISED Known Compromised or Hostile Host 
Traffic group 64", "ET TOR Known Tor Exit Node Traffic group 43", "ET CINS Active 
Threat Intelligence Poor Reputation IP group 60", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 185", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 146", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 769", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 774", "ET 
TOR Known Tor Relay/Router (Not Exit) Node Traffic group 287", "ET TOR Known Tor 



Relay/Router (Not Exit) Node Traffic group 803", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 96", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 67", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 202", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 121", "ET TOR Known Tor Exit Node Traffic 
group 22", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 231", "ET 
COMPROMISED Known Compromised or Hostile Host Traffic group 25", "ET TOR Known 
Tor Exit Node Traffic group 59", "ET COMPROMISED Known Compromised or Hostile 
Host Traffic group 31", "ET CINS Active Threat Intelligence Poor Reputation IP group 
61", "ET COMPROMISED Known Compromised or Hostile Host Traffic group 24", "ET 
CINS Active Threat Intelligence Poor Reputation IP group 19", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 267", "ET CINS Active Threat Intelligence 
Poor Reputation IP group 95", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 640", "ET COMPROMISED Known Compromised or Hostile Host Traffic group 85", 
"ET COMPROMISED Known Compromised or Hostile Host Traffic group 201", "ET DROP 
Spamhaus DROP Listed Traffic Inbound group 7", "ET TOR Known Tor Exit Node Traffic 
group 42", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 307", "ET 
TOR Known Tor Exit Node Traffic group 125", "ET TOR Known Tor Exit Node Traffic 
group 49", "ET COMPROMISED Known Compromised or Hostile Host Traffic group 97", 
"ET COMPROMISED Known Compromised or Hostile Host Traffic group 180", "ET 
COMPROMISED Known Compromised or Hostile Host Traffic group 93", "ET TOR Known 
Tor Exit Node Traffic group 58", "ET TOR Known Tor Relay/Router (Not Exit) Node 
Traffic group 105", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 188", 
"ET VOIP Possible Misuse Call from MERA RTU", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 386", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 195", "ET COMPROMISED Known Compromised or Hostile Host Traffic group 88", 
"ET TOR Known Tor Exit Node Traffic group 34", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 79", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 615", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 688", "ET COMPROMISED Known Compromised or Hostile Host Traffic group 81", 
"ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 58", "ET DROP 
Spamhaus DROP Listed Traffic Inbound group 19", "ET TOR Known Tor Relay/Router 
(Not Exit) Node Traffic group 291", "ET 3CORESec Poor Reputation IP group 14", "ET 
CINS Active Threat Intelligence Poor Reputation IP group 87", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 194", "ET CINS Active Threat Intelligence 
Poor Reputation IP group 73", "ET TOR Known Tor Exit Node Traffic group 93", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 39", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 785", "ET Threatview.io High Confidence 
Cobalt Strike C2 IP group 8", "ET COMPROMISED Known Compromised or Hostile Host 
Traffic group 139", "ET DROP Spamhaus DROP Listed Traffic Inbound group 34", "ET 
COMPROMISED Known Compromised or Hostile Host Traffic group 59", "ET TOR Known 
Tor Relay/Router (Not Exit) Node Traffic group 91", "ET TOR Known Tor Relay/Router 
(Not Exit) Node Traffic group 168", "ET TOR Known Tor Relay/Router (Not Exit) Node 
Traffic group 276", "ET CINS Active Threat Intelligence Poor Reputation IP group 51", 
"ET TOR Known Tor Exit Node Traffic group 1", "GPL RPC tooltalk TCP overflow 
attempt", "ET Threatview.io High Confidence Cobalt Strike C2 IP group 3", "ET TOR 
Known Tor Exit Node Traffic group 37", "ET TOR Known Tor Relay/Router (Not Exit) 
Node Traffic group 159", "ET TOR Known Tor Exit Node Traffic group 97", "ET TOR 
Known Tor Exit Node Traffic group 77", "ET COMPROMISED Known Compromised or 
Hostile Host Traffic group 197", "ET TOR Known Tor Relay/Router (Not Exit) Node 
Traffic group 675", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 765", 
"ET DROP Spamhaus DROP Listed Traffic Inbound group 17", "ET COMPROMISED 
Known Compromised or Hostile Host Traffic group 45", "ET DROP Spamhaus DROP 
Listed Traffic Inbound group 2", "ET TOR Known Tor Exit Node Traffic group 85", "ET 
TOR Known Tor Relay/Router (Not Exit) Node Traffic group 29", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 807", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 141", "ET TOR Known Tor Relay/Router (Not 



Exit) Node Traffic group 109", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 308", "ET COMPROMISED Known Compromised or Hostile Host Traffic group 
103", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 715", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 147", "ET SCAN Redis SSH Key 
Overwrite Probing", "ET COMPROMISED Known Compromised or Hostile Host Traffic 
group 183", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 766", "ET 
CINS Active Threat Intelligence Poor Reputation IP group 22", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 100", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 212", "ET CINS Active Threat Intelligence Poor Reputation IP 
group 12", "ET CINS Active Threat Intelligence Poor Reputation IP group 69", "ET CINS 
Active Threat Intelligence Poor Reputation IP group 40", "ET DROP Spamhaus DROP 
Listed Traffic Inbound group 4", "ET TOR Known Tor Relay/Router (Not Exit) Node 
Traffic group 71", "ET COMPROMISED Known Compromised or Hostile Host Traffic 
group 148", "ET CINS Active Threat Intelligence Poor Reputation IP group 20", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 108", "ET CINS Active Threat 
Intelligence Poor Reputation IP group 35", "ET COMPROMISED Known Compromised or 
Hostile Host Traffic group 98", "ET TOR Known Tor Exit Node Traffic group 89", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 218", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 233", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 290", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 393", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 722", "ET 
TOR Known Tor Relay/Router (Not Exit) Node Traffic group 152", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 256", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 725", "ET 3CORESec Poor Reputation IP group 18", "ET DROP 
Dshield Block Listed Source group 1", "ET TOR Known Tor Exit Node Traffic group 17", 
"ET CINS Active Threat Intelligence Poor Reputation IP group 26", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 674", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 30", "ET TOR Known Tor Exit Node Traffic 
group 109", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 737", "ET 
TOR Known Tor Relay/Router (Not Exit) Node Traffic group 190", "ET TOR Known Tor 
Exit Node Traffic group 29", "GPL IMAP unsubscribe overflow attempt", "ET 
COMPROMISED Known Compromised or Hostile Host Traffic group 83", "ET TOR Known 
Tor Exit Node Traffic group 12", "ET CINS Active Threat Intelligence Poor Reputation IP 
group 64", "ET COMPROMISED Known Compromised or Hostile Host Traffic group 80", 
"ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 658", "ET TOR Known 
Tor Exit Node Traffic group 101", "ET COMPROMISED Known Compromised or Hostile 
Host Traffic group 90", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 
44", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 59", "ET CINS Active 
Threat Intelligence Poor Reputation IP group 33", "ET TOR Known Tor Exit Node Traffic 
group 15", "ET COMPROMISED Known Compromised or Hostile Host Traffic group 29", 
"ET COMPROMISED Known Compromised or Hostile Host Traffic group 214", "ET 
COMPROMISED Known Compromised or Hostile Host Traffic group 176", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 804", "ET TOR Known Tor Exit 
Node Traffic group 112", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 
125", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 375", "ET CINS 
Active Threat Intelligence Poor Reputation IP group 36", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 224", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 380", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 271", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 292", "ET 
COMPROMISED Known Compromised or Hostile Host Traffic group 157", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 746", "ET DROP Spamhaus DROP 
Listed Traffic Inbound group 30", "ET TOR Known Tor Relay/Router (Not Exit) Node 
Traffic group 298", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 294", 
"ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 743", "ET 
COMPROMISED Known Compromised or Hostile Host Traffic group 19", "ET 3CORESec 
Poor Reputation IP group 22", "ET COMPROMISED Known Compromised or Hostile Host 
Traffic group 191", "GPL FTP SITE CPWD overflow attempt", "ET TOR Known Tor 



Relay/Router (Not Exit) Node Traffic group 286", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 388", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 265", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 800", "ET 
COMPROMISED Known Compromised or Hostile Host Traffic group 131", "ET DROP 
Spamhaus DROP Listed Traffic Inbound group 9", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 27", "ET DROP Spamhaus DROP Listed 
Traffic Inbound group 23", "ET TOR Known Tor Exit Node Traffic group 25", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 14", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 117", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 716", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 747", "ET TOR Known Tor Exit Node Traffic group 60", "ET TOR Known Tor Exit 
Node Traffic group 87", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 
73", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 124", "ET SCAN 
ProxyReconBot CONNECT method to Mail", "ET TOR Known Tor Relay/Router (Not Exit) 
Node Traffic group 207", "ET TOR Known Tor Exit Node Traffic group 45", "ET CINS 
Active Threat Intelligence Poor Reputation IP group 39", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 671", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 289", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 755", "ET DROP Spamhaus DROP Listed Traffic Inbound group 25", "ET 
COMPROMISED Known Compromised or Hostile Host Traffic group 56", "ET TOR Known 
Tor Relay/Router (Not Exit) Node Traffic group 728", "GPL IMAP fetch overflow 
attempt", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 11", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 379", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 655", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 128", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 145", "GPL SQL Slammer Worm propagation attempt", "ET 
Threatview.io High Confidence Cobalt Strike C2 IP group 11", "ET TOR Known Tor Exit 
Node Traffic group 9", "ET COMPROMISED Known Compromised or Hostile Host Traffic 
group 78", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 215", "ET 
TOR Known Tor Relay/Router (Not Exit) Node Traffic group 773", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 216", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 209", "ET COMPROMISED Known Compromised or Hostile Host 
Traffic group 39", "GPL IMAP status overflow attempt", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 165", "ET CINS Active Threat Intelligence 
Poor Reputation IP group 42", "ET COMPROMISED Known Compromised or Hostile Host 
Traffic group 159", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 142", 
"ET COMPROMISED Known Compromised or Hostile Host Traffic group 89", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 801", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 32", "ET 3CORESec Poor Reputation IP group 
3", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 49", "ET TOR Known 
Tor Relay/Router (Not Exit) Node Traffic group 258", "ET SNMP missing community 
string attempt 4", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 610", 
"ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 217", "ET TOR Known 
Tor Relay/Router (Not Exit) Node Traffic group 736", "ET TOR Known Tor Relay/Router 
(Not Exit) Node Traffic group 798", "ET TOR Known Tor Relay/Router (Not Exit) Node 
Traffic group 213", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 305", 
"ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 627", "ET TOR Known 
Tor Relay/Router (Not Exit) Node Traffic group 160", "ET TOR Known Tor Relay/Router 
(Not Exit) Node Traffic group 116", "ET TOR Known Tor Relay/Router (Not Exit) Node 
Traffic group 94", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 693", 
"ET EXPLOIT Exploit MS05-002 Malformed .ANI stack overflow attack", "ET TOR Known 
Tor Exit Node Traffic group 36", "ET TOR Known Tor Relay/Router (Not Exit) Node 
Traffic group 84", "ET COMPROMISED Known Compromised or Hostile Host Traffic 
group 43", "ET CINS Active Threat Intelligence Poor Reputation IP group 65", "ET CINS 
Active Threat Intelligence Poor Reputation IP group 75", "ET 3CORESec Poor Reputation 
IP group 17", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 139", "ET 
TOR Known Tor Relay/Router (Not Exit) Node Traffic group 300", "ET TOR Known Tor 



Relay/Router (Not Exit) Node Traffic group 255", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 146", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 87", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 51", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 649", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 54", "ET 
TOR Known Tor Relay/Router (Not Exit) Node Traffic group 99", "ET 3CORESec Poor 
Reputation IP group 20", "ET COMPROMISED Known Compromised or Hostile Host 
Traffic group 123", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 63", 
"ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 602", "ET TOR Known 
Tor Relay/Router (Not Exit) Node Traffic group 742", "ET TOR Known Tor Relay/Router 
(Not Exit) Node Traffic group 779", "ET COMPROMISED Known Compromised or Hostile 
Host Traffic group 147", "ET CINS Active Threat Intelligence Poor Reputation IP group 
25", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 6", "ET 
COMPROMISED Known Compromised or Hostile Host Traffic group 49", "ET CINS Active 
Threat Intelligence Poor Reputation IP group 86", "ET TOR Known Tor Relay/Router 
(Not Exit) Node Traffic group 219", "ET COMPROMISED Known Compromised or Hostile 
Host Traffic group 120", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 
96", "ET CINS Active Threat Intelligence Poor Reputation IP group 29", "ET TOR Known 
Tor Relay/Router (Not Exit) Node Traffic group 763", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 182", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 306", "ET 3CORESec Poor Reputation IP group 30", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 402", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 129", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 805", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 611", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 740", "ET 
TOR Known Tor Relay/Router (Not Exit) Node Traffic group 613", "ET CINS Active Threat 
Intelligence Poor Reputation IP group 83", "ET COMPROMISED Known Compromised or 
Hostile Host Traffic group 57", "ET EXPLOIT Pwdump3e pwservice.exe Access port 445", 
"ET COMPROMISED Known Compromised or Hostile Host Traffic group 177", "ET 
Threatview.io High Confidence Cobalt Strike C2 IP group 5", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 382", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 102", "ET COMPROMISED Known Compromised or Hostile Host 
Traffic group 14", "ET EXPLOIT Observed Mirai/Gafgyt Post Brute Force Activity (GET)", 
"GPL IMAP append overflow attempt", "ET TOR Known Tor Exit Node Traffic group 91", 
"ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 7", "GPL RPC CMSD TCP 
CMSD_INSERT buffer overflow attempt", "ET TOR Known Tor Exit Node Traffic group 
78", "ET TOR Known Tor Exit Node Traffic group 110", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 42", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 720", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 178", "ET COMPROMISED Known Compromised or Hostile Host Traffic group 
126", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 149", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 395", "ET TOR Known Tor Exit 
Node Traffic group 118", "ET COMPROMISED Known Compromised or Hostile Host 
Traffic group 38", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 703", 
"ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 228", "ET 
ATTACK_RESPONSE Possible PowerShell AMSI Bypass Inbound", "ET COMPROMISED 
Known Compromised or Hostile Host Traffic group 160", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 777", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 181", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 689", "ET ATTACK_RESPONSE Obfuscated Batch Script Inbound M2", "ET 
COMPROMISED Known Compromised or Hostile Host Traffic group 47", "ET 
COMPROMISED Known Compromised or Hostile Host Traffic group 60", "ET TOR Known 
Tor Relay/Router (Not Exit) Node Traffic group 304", "ET TOR Known Tor Relay/Router 
(Not Exit) Node Traffic group 706", "ET TOR Known Tor Exit Node Traffic group 13", "ET 
TOR Known Tor Relay/Router (Not Exit) Node Traffic group 638", "ET COMPROMISED 
Known Compromised or Hostile Host Traffic group 168", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 127", "ET TOR Known Tor Relay/Router (Not 



Exit) Node Traffic group 15", "ET TOR Known Tor Exit Node Traffic group 107", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 778", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 373", "ET DROP Spamhaus DROP Listed 
Traffic Inbound group 16", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 197", "ET CINS Active Threat Intelligence Poor Reputation IP group 67", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 171", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 623", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 184", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 192", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 48", "ET EXPLOIT Pwdump3e pwservice.exe 
Access port 139", "ET Threatview.io High Confidence Cobalt Strike C2 IP group 2", "ET 
TOR Known Tor Relay/Router (Not Exit) Node Traffic group 110", "ET CINS Active Threat 
Intelligence Poor Reputation IP group 68", "ET TOR Known Tor Relay/Router (Not Exit) 
Node Traffic group 118", "ET COMPROMISED Known Compromised or Hostile Host 
Traffic group 169", "ET CINS Active Threat Intelligence Poor Reputation IP group 66", 
"ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 594", "ET TOR Known 
Tor Relay/Router (Not Exit) Node Traffic group 754", "ET INFO Request to Hidden 
Environment File", "ET CINS Active Threat Intelligence Poor Reputation IP group 15", 
"ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 695", "ET 
COMPROMISED Known Compromised or Hostile Host Traffic group 208", "ET 
COMPROMISED Known Compromised or Hostile Host Traffic group 6", "ET TOR Known 
Tor Exit Node Traffic group 8", "ET COMPROMISED Known Compromised or Hostile 
Host Traffic group 187", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 
387", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 719", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 225", "ET CINS Active Threat 
Intelligence Poor Reputation IP group 52", "ET COMPROMISED Known Compromised or 
Hostile Host Traffic group 114", "ET EXPLOIT Pwdump3e Password Hash Retrieval port 
445", "ET Threatview.io High Confidence Cobalt Strike C2 IP group 12", "ET TOR Known 
Tor Relay/Router (Not Exit) Node Traffic group 285", "ET TOR Known Tor Relay/Router 
(Not Exit) Node Traffic group 751", "ET TOR Known Tor Relay/Router (Not Exit) Node 
Traffic group 163", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 637", 
"ET TOR Known Tor Exit Node Traffic group 113", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 74", "ET TOR Known Tor Exit Node Traffic 
group 41", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 266", "ET 
TOR Known Tor Relay/Router (Not Exit) Node Traffic group 687", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 696", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 408", "GPL MISC rwhoisd format string attempt", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 182", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 299", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 211", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 399", "ET TOR Known Tor Exit Node Traffic group 66", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 107", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 710", "ET 3CORESec Poor Reputation IP group 29", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 764", "ET Threatview.io High 
Confidence Cobalt Strike C2 IP group 4", "ET TOR Known Tor Relay/Router (Not Exit) 
Node Traffic group 264", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 
200", "ET 3CORESec Poor Reputation IP group 10", "ET TOR Known Tor Relay/Router 
(Not Exit) Node Traffic group 104", "ET TOR Known Tor Relay/Router (Not Exit) Node 
Traffic group 246", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 711", 
"ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 396", "ET TOR Known 
Tor Relay/Router (Not Exit) Node Traffic group 177", "ET 3CORESec Poor Reputation IP 
group 19", "ET COMPROMISED Known Compromised or Hostile Host Traffic group 69", 
"ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 191", "ET 
COMPROMISED Known Compromised or Hostile Host Traffic group 28", "ET TOR Known 
Tor Relay/Router (Not Exit) Node Traffic group 210", "ET CINS Active Threat Intelligence 
Poor Reputation IP group 81", "ET COMPROMISED Known Compromised or Hostile Host 
Traffic group 189", "GPL MISC CVS double free exploit attempt response", "ET TOR 



Known Tor Relay/Router (Not Exit) Node Traffic group 622", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 772", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 705", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 187", "ET COMPROMISED Known Compromised or Hostile Host Traffic group 4", 
"ET Threatview.io High Confidence Cobalt Strike C2 IP group 6", "ET 3CORESec Poor 
Reputation IP group 23", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 
130", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 797", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 377", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 173", "GPL IMAP find overflow attempt", 
"GPL MISC CVS missing cvsroot response", "ET TOR Known Tor Relay/Router (Not Exit) 
Node Traffic group 13", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 
47", "ET CINS Active Threat Intelligence Poor Reputation IP group 84", "ET TOR Known 
Tor Relay/Router (Not Exit) Node Traffic group 199", "ET DROP Spamhaus DROP Listed 
Traffic Inbound group 12", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 205", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 229", "ET 
TOR Known Tor Relay/Router (Not Exit) Node Traffic group 247", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 390", "ET CINS Active Threat Intelligence 
Poor Reputation IP group 38", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 400", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 599", "ET 
TOR Known Tor Relay/Router (Not Exit) Node Traffic group 634", "ET COMPROMISED 
Known Compromised or Hostile Host Traffic group 55", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 74", "ET 3CORESec Poor Reputation IP group 
4", "ET TOR Known Tor Exit Node Traffic group 71", "ET TOR Known Tor Relay/Router 
(Not Exit) Node Traffic group 45", "ET TOR Known Tor Relay/Router (Not Exit) Node 
Traffic group 597", "ET CINS Active Threat Intelligence Poor Reputation IP group 92", 
"ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 241", "ET CINS Active 
Threat Intelligence Poor Reputation IP group 24", "GPL RPC kcms_server directory 
traversal attempt", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 
604", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 31", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 278", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 186", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 221", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 635", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 19", "ET 
TOR Known Tor Relay/Router (Not Exit) Node Traffic group 394", "ET CINS Active Threat 
Intelligence Poor Reputation IP group 62", "ET TOR Known Tor Relay/Router (Not Exit) 
Node Traffic group 659", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 
677", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 249", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 26", "GPL MISC CVS invalid 
repository response", "ET CINS Active Threat Intelligence Poor Reputation IP group 7", 
"ET COMPROMISED Known Compromised or Hostile Host Traffic group 140", "ET TOR 
Known Tor Exit Node Traffic group 81", "ET COMPROMISED Known Compromised or 
Hostile Host Traffic group 33", "ET COMPROMISED Known Compromised or Hostile 
Host Traffic group 7", "ET TOR Known Tor Exit Node Traffic group 56", "ET TOR Known 
Tor Relay/Router (Not Exit) Node Traffic group 702", "ET TOR Known Tor Relay/Router 
(Not Exit) Node Traffic group 170", "ET TOR Known Tor Exit Node Traffic group 102", 
"ET EXPLOIT [Rapid7] Zyxel ZTP setWanPortSt mtu Parameter Exploit Attempt (CVE-
2022-30525)", "ET COMPROMISED Known Compromised or Hostile Host Traffic group 
195", "ET WEB_CLIENT Winzip 15.0 WZFLDVW.OCX Text Property Denial of Service", 
"ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 27", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 370", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 603", "ET 3CORESec Poor Reputation IP group 31", "GPL MISC 
CVS invalid user authentication response", "ET Threatview.io High Confidence Cobalt 
Strike C2 IP group 10", "ET COMPROMISED Known Compromised or Hostile Host Traffic 
group 211", "ET CINS Active Threat Intelligence Poor Reputation IP group 97", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 34", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 279", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 788", "ET 3CORESec Poor Reputation IP group 27", "ET 



COMPROMISED Known Compromised or Hostile Host Traffic group 35", "GPL IMAP 
copy literal overflow attempt", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 53", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 263", "ET 
TOR Known Tor Exit Node Traffic group 11", "ET TOR Known Tor Relay/Router (Not Exit) 
Node Traffic group 626", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 
135", "GPL RPC RQUOTA getquota overflow attempt UDP", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 24", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 799", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 158", "ET COMPROMISED Known Compromised or Hostile Host Traffic group 86", 
"ET TOR Known Tor Exit Node Traffic group 3", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 70", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 122", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 36", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 644", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 648", "ET 
CINS Active Threat Intelligence Poor Reputation IP group 9", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 121", "ET CINS Active Threat Intelligence 
Poor Reputation IP group 49", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 123", "ET COMPROMISED Known Compromised or Hostile Host Traffic group 
181", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 61", "ET 
COMPROMISED Known Compromised or Hostile Host Traffic group 37", "ET TOR Known 
Tor Exit Node Traffic group 55", "ET TOR Known Tor Relay/Router (Not Exit) Node 
Traffic group 138", "ET TOR Known Tor Exit Node Traffic group 120", "ET TOR Known 
Tor Relay/Router (Not Exit) Node Traffic group 174", "ET TOR Known Tor Relay/Router 
(Not Exit) Node Traffic group 633", "ET TOR Known Tor Relay/Router (Not Exit) Node 
Traffic group 189", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 70", 
"ET COMPROMISED Known Compromised or Hostile Host Traffic group 178", "GPL 
IMAP examine overflow attempt", "ET COMPROMISED Known Compromised or Hostile 
Host Traffic group 73", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 
248", "ET COMPROMISED Known Compromised or Hostile Host Traffic group 110", "ET 
DROP Spamhaus DROP Listed Traffic Inbound group 20", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 786", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 179", "ET EXPLOIT FireEye Detection Evasion 
%temp% attempt - Inbound", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 153", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 251", "ET 
TOR Known Tor Relay/Router (Not Exit) Node Traffic group 645", "ET DROP Spamhaus 
DROP Listed Traffic Inbound group 11", "ET TOR Known Tor Relay/Router (Not Exit) 
Node Traffic group 62", "GPL WORM Slammer Worm propagation attempt 
OUTBOUND", "ET COMPROMISED Known Compromised or Hostile Host Traffic group 
125", "ET COMPROMISED Known Compromised or Hostile Host Traffic group 203", "ET 
CINS Active Threat Intelligence Poor Reputation IP group 76", "ET COMPROMISED 
Known Compromised or Hostile Host Traffic group 62", "ET DROP Spamhaus DROP 
Listed Traffic Inbound group 27", "ET 3CORESec Poor Reputation IP group 2", "ET TOR 
Known Tor Exit Node Traffic group 26", "ET TOR Known Tor Exit Node Traffic group 67", 
"ET COMPROMISED Known Compromised or Hostile Host Traffic group 163", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 230", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 239", "ET DROP Spamhaus DROP Listed 
Traffic Inbound group 36", "ET TOR Known Tor Exit Node Traffic group 24", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 252", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 368", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 605", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 618", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 718", "ET 
TOR Known Tor Relay/Router (Not Exit) Node Traffic group 721", "ET COMPROMISED 
Known Compromised or Hostile Host Traffic group 118", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 18", "ET DROP Spamhaus DROP Listed 
Traffic Inbound group 10", "ET CINS Active Threat Intelligence Poor Reputation IP group 
93", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 21", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 376", "ET DROP Spamhaus DROP 



Listed Traffic Inbound group 1", "GPL NETBIOS SMB DCERPC Workstation Service 
unicode bind attempt", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 
136", "ET COMPROMISED Known Compromised or Hostile Host Traffic group 165", "ET 
COMPROMISED Known Compromised or Hostile Host Traffic group 20", "ET TOR Known 
Tor Exit Node Traffic group 73", "ET INFO PDF embedded in XDP file (Possibly 
Malicious)", "ET TOR Known Tor Exit Node Traffic group 100", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 704", "ET TOR Known Tor Exit Node Traffic 
group 18", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 717", "ET 
TOR Known Tor Relay/Router (Not Exit) Node Traffic group 729", "ET CINS Active Threat 
Intelligence Poor Reputation IP group 56", "ET TOR Known Tor Relay/Router (Not Exit) 
Node Traffic group 101", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 
193", "ET COMPROMISED Known Compromised or Hostile Host Traffic group 166", "ET 
TOR Known Tor Relay/Router (Not Exit) Node Traffic group 227", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 166", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 776", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 407", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 378", "ET 
TOR Known Tor Relay/Router (Not Exit) Node Traffic group 668", "ET CINS Active Threat 
Intelligence Poor Reputation IP group 55", "ET TOR Known Tor Relay/Router (Not Exit) 
Node Traffic group 770", "ET POLICY Possible Windows Binary Observed in SSL/TLS 
Certificate", "ET 3CORESec Poor Reputation IP group 13", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 598", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 369", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 80", "ET DROP Spamhaus DROP Listed Traffic Inbound group 18", "ET DROP 
Spamhaus DROP Listed Traffic Inbound group 32", "ET TOR Known Tor Relay/Router 
(Not Exit) Node Traffic group 656", "ET TOR Known Tor Relay/Router (Not Exit) Node 
Traffic group 112", "GPL IMAP subscribe literal overflow attempt", "ET COMPROMISED 
Known Compromised or Hostile Host Traffic group 17", "ET EXPLOIT Pwdump3e 
Password Hash Retrieval port 139", "ET TOR Known Tor Relay/Router (Not Exit) Node 
Traffic group 89", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 12", 
"ET TOR Known Tor Exit Node Traffic group 75", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 185", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 9", "ET DROP Spamhaus DROP Listed Traffic Inbound group 14", "ET 
COMPROMISED Known Compromised or Hostile Host Traffic group 117", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 707", "ET TOR Known Tor Exit 
Node Traffic group 124", "ET 3CORESec Poor Reputation IP group 12", "ET TOR Known 
Tor Exit Node Traffic group 88", "ET TOR Known Tor Relay/Router (Not Exit) Node 
Traffic group 673", "ET TOR Known Tor Exit Node Traffic group 6", "ET COMPROMISED 
Known Compromised or Hostile Host Traffic group 193", "ET DROP Spamhaus DROP 
Listed Traffic Inbound group 21", "ET TOR Known Tor Relay/Router (Not Exit) Node 
Traffic group 222", "ET INFO Query for Suspicious shell .now .sh Domain", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 621", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 288", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 653", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 767", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 784", "ET 
TOR Known Tor Relay/Router (Not Exit) Node Traffic group 28", "ET COMPROMISED 
Known Compromised or Hostile Host Traffic group 205", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 257", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 745", "ET COMPROMISED Known Compromised or Hostile Host 
Traffic group 200", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 806", 
"ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 616", "ET 
COMPROMISED Known Compromised or Hostile Host Traffic group 102", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 756", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 281", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 61", "GPL NETBIOS SMB-DS DCERPC 
Workstation Service bind attempt", "ET COMPROMISED Known Compromised or 
Hostile Host Traffic group 84", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 662", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 25", "ET 



TOR Known Tor Relay/Router (Not Exit) Node Traffic group 162", "ET TOR Known Tor 
Exit Node Traffic group 105", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 302", "ET TOR Known Tor Exit Node Traffic group 65", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 203", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 130", "ET TOR Known Tor Exit Node Traffic 
group 21", "ET COMPROMISED Known Compromised or Hostile Host Traffic group 22", 
"ET CINS Active Threat Intelligence Poor Reputation IP group 72", "ET COMPROMISED 
Known Compromised or Hostile Host Traffic group 94", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 372", "ET 3CORESec Poor Reputation IP 
group 8", "ET 3CORESec Poor Reputation IP group 24", "ET CINS Active Threat 
Intelligence Poor Reputation IP group 10", "ET COMPROMISED Known Compromised or 
Hostile Host Traffic group 111", "ET TOR Known Tor Relay/Router (Not Exit) Node 
Traffic group 238", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 636", 
"ET COMPROMISED Known Compromised or Hostile Host Traffic group 153", "ET CINS 
Active Threat Intelligence Poor Reputation IP group 89", "ET TOR Known Tor Exit Node 
Traffic group 54", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 381", 
"ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 43", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 681", "ET COMPROMISED Known 
Compromised or Hostile Host Traffic group 198", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 83", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 88", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 35", "ET TOR 
Known Tor Exit Node Traffic group 20", "ET COMPROMISED Known Compromised or 
Hostile Host Traffic group 154", "ET TOR Known Tor Exit Node Traffic group 74", "ET 
TOR Known Tor Relay/Router (Not Exit) Node Traffic group 33", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 106", "ET INFO Possible Rogue LoJack Asset 
Tracking Agent", "ET COMPROMISED Known Compromised or Hostile Host Traffic group 
206", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 303", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 760", "ET CINS Active Threat 
Intelligence Poor Reputation IP group 23", "ET TOR Known Tor Relay/Router (Not Exit) 
Node Traffic group 692", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 
180", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 150", "ET TOR 
Known Tor Exit Node Traffic group 19", "ET TOR Known Tor Relay/Router (Not Exit) 
Node Traffic group 750", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 
744", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 242", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 133", "ET TOR Known Tor Exit 
Node Traffic group 5", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 
173", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 254", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 155", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 261", "ET 3CORESec Poor Reputation IP 
group 21", "ET COMPROMISED Known Compromised or Hostile Host Traffic group 190", 
"ET TOR Known Tor Exit Node Traffic group 51", "ET TOR Known Tor Relay/Router (Not 
Exit) Node Traffic group 607", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic 
group 631", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 732", "ET 
TOR Known Tor Relay/Router (Not Exit) Node Traffic group 789", "ET CINS Active Threat 
Intelligence Poor Reputation IP group 59", "GPL IMAP authenticate overflow attempt", 
"ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 794", "ET TOR Known 
Tor Relay/Router (Not Exit) Node Traffic group 240", "ET TOR Known Tor Relay/Router 
(Not Exit) Node Traffic group 280", "ET COMPROMISED Known Compromised or Hostile 
Host Traffic group 32", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 
641", "ET TOR Known Tor Relay/Router (Not Exit) Node Traffic group 268", "ET TOR 
Known Tor Relay/Router (Not Exit) Node Traffic group 220", "ET TOR Known Tor 
Relay/Router (Not Exit) Node Traffic group 311"  

Авторизация с 
подозрительным 
логином 

"GPL SMTP AUTH LOGON brute force attempt", "ET EXPLOIT Pwdump4 Session 
Established GetHash port 445", "GPL FTP pass wh00t", "ET EXPLOIT Pwdump4 Session 
Established GetHash port 139", "GPL FTP iss scan", "ET EXPLOIT Pwdump3e Session 
Established Reg-Entry port 445", "ET EXPLOIT Pwdump3e Session Established Reg-Entry 
port 139", "GPL FTP piss scan", "GPL FTP satan scan", "ET PHISHING Suspicious Fake 



Login - Possible Phishing - 2018-12-31", "GPL FTP saint scan", "GPL SCAN adm scan", 
"GPL TELNET root login"  

Обнаружение 
подозрительных 
команд 

"ET ATTACK_RESPONSE FTP inaccessible directory access LPT4", "ET ATTACK_RESPONSE 
FTP inaccessible directory access LPT2", "ET ATTACK_RESPONSE FTP inaccessible 
directory access NULL", "ET ATTACK_RESPONSE FTP inaccessible directory access 
COM4", "ET ATTACK_RESPONSE FTP inaccessible directory access LPT3", "ET 
ATTACK_RESPONSE FTP inaccessible directory access COM3", "ET ATTACK_RESPONSE 
FTP inaccessible directory access COM2", "ET ATTACK_RESPONSE FTP inaccessible 
directory access AUX", "ET ATTACK_RESPONSE FTP inaccessible directory access LPT1", 
"ET ATTACK_RESPONSE FTP inaccessible directory access COM1" 

Атаки на получение 
прав пользователя 

"ET ATTACK_RESPONSE Metasploit Meterpreter Registry Interation Detected", "ET 
ATTACK_RESPONSE net user Command Output via HTTP POST", "ET MALWARE 
Metasploit Meterpreter stdapi_* Command Request", "ET MALWARE Metasploit 
Meterpreter core_channel_* Command Request", "ET MALWARE Metasploit 
Meterpreter stdapi_* Command Response", "ET ATTACK_RESPONSE Net User 
Command Response", "ET WEB_SERVER RFI Scanner Success (Fx29ID)", "ET MALWARE 
Metasploit Meterpreter core_channel_* Command Response" 

Обновления Windows "Windows Updates" 

Попытки авторизации 
с логином и паролем 
по-умолчанию 

"ET EXPLOIT HiSilicon DVR - Default Application Backdoor Password", "GPL POLICY 
Linksys router default password login attempt", "GPL POLICY Sun JavaServer default 
password login attempt", "GPL POLICY Linksys router default username and password 
login attempt", "ET EXPLOIT HiSilicon DVR - Default Telnet Root Password Inbound" 

Обнаружение 
нарушений стандартов 
сетевых протоколов 

"ET HUNTING Suspicious FTP 220 Banner on Local Port (-)", "ET POLICY IRC DCC file 
transfer request on non-std port" 

Блокирование 
подозрительных RPС-
запросов 

"GPL RPC portmap rusers request UDP", "GPL RPC portmap ttdbserv request TCP", "GPL 
RPC portmap SET attempt TCP 111", "GPL RPC portmap snmpXdmi request TCP", "GPL 
RPC portmap selection_svc request UDP", "GPL RPC portmap proxy attempt UDP", "GPL 
RPC portmap cachefsd request UDP", "GPL RPC portmap admind request UDP", "GPL 
RPC portmap bootparam request UDP", "GPL RPC portmap rexd request UDP", "GPL 
RPC portmap ttdbserv request UDP", "GPL RPC portmap espd request TCP", "GPL RPC 
portmap pcnfsd request TCP", "GPL RPC portmap proxy integer overflow attempt TCP", 
"GPL RPC yppasswd username overflow attempt UDP", "GPL RPC portmap yppasswd 
request TCP", "GPL RPC portmap snmpXdmi request UDP", "GPL RPC portmap amountd 
request TCP", "GPL RPC portmap proxy attempt TCP", "GPL RPC portmap rwalld request 
UDP", "GPL RPC portmap UNSET attempt UDP 111", "GPL RPC portmap listing UDP 
111", "GPL RPC portmap kcms_server request TCP", "GPL RPC portmap ypupdated 
request UDP", "GPL RPC portmap ypserv request UDP", "GPL RPC portmap NFS request 
UDP", "GPL RPC portmap yppasswd request UDP", "GPL RPC portmap mountd request 
UDP", "GPL RPC portmap rstatd request UDP", "GPL RPC portmap rstatd request TCP", 
"GPL RPC portmap pcnfsd request UDP", "GPL RPC portmap status request UDP", "GPL 
RPC portmap sadmind request UDP", "GPL RPC portmap selection_svc request TCP", 
"GPL RPC portmap ypupdated request TCP", "GPL RPC portmap sadmind request TCP", 
"GPL RPC portmap network-status-monitor request UDP", "GPL RPC portmap cmsd 
request TCP", "GPL RPC portmap SET attempt UDP 111", "GPL RPC portmap status 
request TCP", "GPL RPC portmap RQUOTA request TCP", "GPL RPC portmap nisd 
request TCP", "GPL RPC portmap ypserv request TCP", "GPL RPC portmap cmsd request 
UDP", "GPL RPC portmap rusers request TCP", "GPL RPC portmap amountd request 
UDP", "GPL RPC portmap nisd request UDP", "GPL RPC portmap bootparam request 
TCP", "GPL RPC portmap NFS request TCP", "GPL RPC portmap UNSET attempt TCP 
111", "GPL RPC portmap rwalld request TCP", "GPL RPC portmap network-status-
monitor request TCP", "GPL RPC portmap rexd request TCP", "GPL RPC portmap 
RQUOTA request UDP", "GPL RPC portmap cachefsd request TCP", "GPL RPC portmap 
listing TCP 111", "GPL RPC portmap espd request UDP", "GPL RPC portmap kcms_server 
request UDP", "GPL RPC portmap rpc.xfsmd request TCP", "GPL RPC portmap admind 
request TCP" 



Блокирование попыток 
запуска исполняемого 
кода 

"GPL EXPLOIT kadmind buffer overflow attempt", "ET SHELLCODE Possible 0x0a0a0a0a 
Heap Spray Attempt", "ET SHELLCODE Possible UTF-16 u9090 NOP SLED", "ET 
SHELLCODE Unescape Variable Unicode Shellcode", "ET SHELLCODE Rothenburg 
Shellcode", "ET SHELLCODE Execve(/bin/sh) Shellcode", "ET SHELLCODE Possible UTF-16 
%u9090 NOP SLED", "ET SHELLCODE Common 0a0a0a0a Heap Spray String", "ET 
SHELLCODE Linux/x86-64 - Polymorphic Setuid(0) & Execve(/bin/sh) Shellcode", "GPL 
SQL MSSQL shellcode attempt 2", "ET SHELLCODE Hex Obfuscated JavaScript Heap 
Spray 0d0d0d0d", "ET SHELLCODE Linux/x86-64 - Reverse Shell Shellcode", "GPL 
SHELLCODE HP-UX NOOP", "GPL SHELLCODE Digital UNIX NOOP", "ET SHELLCODE 
Possible Unescape Encoded Content With Split String Obfuscation 2", "ET SHELLCODE 
Possible UTF-8 %u90 NOP SLED", "ET SHELLCODE Common %u0c%u0c%u0c%u0c UTF-8 
Heap Spray String", "ET SHELLCODE Possible 0x0c0c0c0c Heap Spray Attempt", "ET 
SHELLCODE Possible Call with No Offset UDP Shellcode", "GPL SHELLCODE x86 0xEB0C 
NOOP", "ET SHELLCODE Double BackSlash Hex Obfuscated JavaScript Heap Spray 
0a0a0a0a", "ET SHELLCODE Possible %u4141%u4141 UTF-16 Heap Spray Attempt", "ET 
SHELLCODE Double BackSlash Hex Obfuscated JavaScript Heap Spray 41414141", "ET 
SHELLCODE Possible Call with No Offset TCP Shellcode", "ET SHELLCODE Double 
BackSlash Hex Obfuscated JavaScript NOP SLED", "GPL SHELLCODE x86 0x71FB7BAB 
NOOP unicode", "ET INFO Possible Hex Obfuscated JavaScript Heap Spray 0a0a0a0a", 
"ET SHELLCODE Double BackSlash Hex Obfuscated JavaScript Heap Spray 0b0b0b0b", 
"ET SHELLCODE Possible Backslash Unicode Heap Spray Attempt", "GPL SHELLCODE x86 
0x71FB7BAB NOOP", "ET SHELLCODE Hex Obfuscated JavaScript Heap Spray 
0b0b0b0b", "ET SHELLCODE Common %0c%0c%0c%0c Heap Spray String", "ET 
SHELLCODE Linux/x86-64 - Polymorphic Flush IPTables Shellcode", "ET SHELLCODE 
Bindshell2 Decoder Shellcode (UDP)", "ET SHELLCODE Possible %u0d0d%u0d0d UTF-16 
Heap Spray Attempt", "ET SHELLCODE Hex Obfuscated JavaScript Heap Spray 
0c0c0c0c", "ET SHELLCODE Javascript Split String Unicode Heap Spray Attempt", "ET 
SHELLCODE Possible 0x0b0b0b0b Heap Spray Attempt", "ET SHELLCODE Possible 
%u0d%u0d%u0d%u0d UTF-8 Heap Spray Attempt", "GPL SHELLCODE MSSQL shellcode 
attempt", "ET SHELLCODE Common %u0a0a%u0a0a UTF-16 Heap Spray String", "ET 
SHELLCODE Double BackSlash Hex Obfuscated JavaScript Heap Spray 0d0d0d0d", "ET 
SHELLCODE Possible %41%41%41%41 Heap Spray Attempt", "ET SHELLCODE Double 
BackSlash Hex Obfuscated JavaScript Heap Spray 0c0c0c0c", "GPL SHELLCODE SGI 
NOOP", "ET SHELLCODE Common %u0a%u0a%u0a%u0a UTF-8 Heap Spray String", "ET 
SHELLCODE Possible 0x0d0d0d0d Heap Spray Attempt", "ET SHELLCODE Possible 
Vertical Slash Unicode Heap Spray Attempt", "GPL SHELLCODE Linux shellcode", "GPL 
SHELLCODE AIX NOOP", "GPL SQL shellcode attempt", "ET SHELLCODE Unescape Hex 
Obfuscated Content", "ET SHELLCODE Hex Obfuscated JavaScript NOP SLED", "ET 
SHELLCODE Possible %0d%0d%0d%0d Heap Spray Attempt", "GPL SHELLCODE sparc 
NOOP", "ET SHELLCODE Possible Unescape Encoded Content With Split String 
Obfuscation", "ET SHELLCODE Possible Encoded %90 NOP SLED", "ET SHELLCODE 
Common %u0c0c%u0c0c UTF-16 Heap Spray String", "ET SHELLCODE Possible 
%u41%u41%u41%u41 UTF-8 Heap Spray Attempt" 

Попытки проведения 
DoS-атак 

"ET DOS Possible Memcached DDoS Amplification Response Outbound", "ET 
WEB_CLIENT Great Cannon DDoS JS M2", "ET DOS Possible SSDP Amplification Scan in 
Progress", "ET DOS Likely NTP DDoS In Progress PEER_LIST Response to Non-Ephemeral 
Port IMPL 0x02", "ET EXPLOIT Netgear Seventh Inferno CVE-2021-41314 (new line 
injection)", "ET SCAN Kingcope KillApache.pl Apache mod_deflate DoS attempt", "ET 
DOS Likely NTP DDoS In Progress Multiple UNSETTRAP Mode 6 Responses", "ET DOS 
Possible Sentinal LM Amplification attack (Request) Inbound", "GPL EXPLOIT NTLM 
ASN.1 vulnerability scan attempt", "ET VOIP Multiple Unauthorized SIP Responses TCP", 
"ET DOS Possible NTP DDoS Inbound Frequent Un-Authed MON_LIST Requests IMPL 
0x02", "ET DOS Potential CLDAP Amplification Reflection", "ET DOS Trojan.BlackRev 
V1.Botnet HTTP Login POST Flood Traffic Inbound", "ET DOS Possible Memcached DDoS 
Amplification Query (set)", "ET DOS Likely NTP DDoS In Progress PEER_LIST Response to 
Non-Ephemeral Port IMPL 0x03", "ET DOS Terse HTTP GET Likely AnonMafiaIC DDoS 
tool", "ET DOS Possible NTP DDoS Inbound Frequent Un-Authed PEER_LIST_SUM 



Requests IMPL 0x02", "ET DOS Linux/Tsunami DOS User-Agent (x00_-
gawa.sa.pilipinas.2015) INBOUND", "ET WEB_SERVER Possible Apache DDos UA 
Observed (DDos Apache) Outbound", "ET EXPLOIT Possible BIND9 DoS CVE-2015-5477 
M1", "ET DOS Likely NTP DDoS In Progress MON_LIST Response to Non-Ephemeral Port 
IMPL 0x02", "GPL VOIP SIP 407 Proxy Authentication Required Flood", "ET DOS CLDAP 
Amplification Reflection (PoC based)", "ET DOS Possible NTP DDoS Inbound Frequent 
Un-Authed GET_RESTRICT Requests IMPL 0x02", "ET SCADA RealWin SCADA System 
Buffer Overflow", "GPL NETBIOS SMB NTLMSSP invalid mechlistMIC attempt", "ET DOS 
Possible NTP DDoS Inbound Frequent Un-Authed PEER_LIST Requests IMPL 0x02", "GPL 
VOIP SIP INVITE message flooding", "ET DOS Possible NTP DDoS Multiple MON_LIST Seq 
0 Response Spanning Multiple Packets IMPL 0x03", "ET EXPLOIT Possible MicroLogix 
1100 PCCC DoS Condition (CVE-2017-7924)", "ET DOS Likely NTP DDoS In Progress 
GET_RESTRICT Response to Non-Ephemeral Port IMPL 0x03", "ET EXPLOIT Possible 
BIND9 DoS CVE-2015-5477 M2", "GPL VOIP SIP 401 Unauthorized Flood", "ET EXPLOIT 
Possible BIND9 DoS CVE-2015-5477 M4", "ET DOS HTTP GET AAAAAAAA Likely 
FireFlood", "ET DOS Terse HTTP GET Likely LOIC", "ET WEB_SPECIFIC_APPS Microhard 
Systems 3G/4G Cellular Ethernet and Serial Gateway - Service Stop", "ET DOS 
CallStranger - Attempted UPnP Reflected Amplified TCP with Multiple Callbacks (CVE-
2020-12695)", "ET DOS Possible Memcached DDoS Amplification Inbound", "ET DOS 
Possible NTP DDoS Multiple MON_LIST Seq 0 Response Spanning Multiple Packets IMPL 
0x02", "ET VOIP INVITE Message Flood UDP", "ET DOS Possible Sentinal LM  Application 
attack in progress Outbound (Response)", "ET DOS MC-SQLR Response Outbound 
Possible DDoS Participation", "GPL FTP SITE NEWER attempt", "ET DOS Bittorrent User-
Agent inbound - possible DDOS", "ET WEB_CLIENT Possible Apache DDos UA Observed 
(DDos Apache) Inbound", "ET WEB_SPECIFIC_APPS Microhard Systems 3G/4G Cellular 
Ethernet and Serial Gateway - Process Kill", "ET WEB_CLIENT Great Cannon DDoS JS 
M3", "GPL NETBIOS SMB-DS DCERPC NTLMSSP invalid mechlistMIC attempt", "ET DOS 
SMB Tree_Connect Stack Overflow Attempt (CVE-2017-0016)", "ET EXPLOIT Possible 
BIND9 DoS CVE-2015-5477 M3", "ET SCAN Apache mod_deflate DoS via many multiple 
byte Range values", "ET WEB_SERVER Apache APR apr_fnmatch Stack Overflow Denial 
of Service", "ET DOS Likely NTP DDoS In Progress PEER_LIST_SUM Response to Non-
Ephemeral Port IMPL 0x03", "ET DOS Possible NTP DDoS Inbound Frequent Un-Authed 
MON_LIST Requests IMPL 0x03", "GPL NETBIOS DCERPC invalid bind attempt", "ET DOS 
Possible NTP DDoS Inbound Frequent Un-Authed PEER_LIST_SUM Requests IMPL 
0x03", "ET DOS LOIC Javascript DDoS Outbound", "ET DOS Possible Sentinal LM 
Amplification attack (Response) Inbound", "ET DOS Likely NTP DDoS In Progress 
MON_LIST Response to Non-Ephemeral Port IMPL 0x03", "ET DOS Likely NTP DDoS In 
Progress PEER_LIST_SUM Response to Non-Ephemeral Port IMPL 0x02", "ET DOS Terse 
HTTP GET Likely GoodBye 5.2 DDoS tool", "ET WEB_CLIENT Great Cannon DDoS JS M1", 
"ET EXPLOIT Win32/Industroyer DDOS Siemens SIPROTEC (CVE-2015-5374)", "ET 
WEB_CLIENT Great Cannon DDoS JS M4", "ET DOS MC-SQLR Response Inbound Possible 
DDoS Target", "ET VOIP REGISTER Message Flood TCP", "ET DOS Possible NTP DDoS 
Inbound Frequent Un-Authed GET_RESTRICT Requests IMPL 0x03", "ET WEB_SERVER 
Possible Cherokee Web Server GET AUX Request Denial Of Service Attempt", "ET DOS 
Excessive Large Tree Connect Response", "ET DOS Possible WordPress Pingback DDoS in 
Progress (Inbound)", "ET DOS Possible NTP DDoS Inbound Frequent Un-Authed 
PEER_LIST Requests IMPL 0x03", "GPL NETBIOS SMB DCERPC invalid bind attempt", "ET 
WEB_SERVER PHP Large Subnormal Double Precision Floating Point Number PHP DoS in 
URI", "ET WEB_SERVER LOIC Javascript DDoS Inbound", "ET VOIP Multiple Unauthorized 
SIP Responses UDP", "ET DOS Microsoft Windows LSASS Remote Memory Corruption 
(CVE-2017-0004)", "ET VOIP INVITE Message Flood TCP", "ET DOS Terse HTTP GET Likely 
AnonGhost DDoS tool", "ET WEB_SERVER PHP Large Subnormal Double Precision 
Floating Point Number PHP DoS Inbound", "GPL NETBIOS DOS RFPoison", "ET DOS 
Likely NTP DDoS In Progress GET_RESTRICT Response to Non-Ephemeral Port IMPL 
0x02", "ET DOS High Orbit Ion Cannon (HOIC) Attack Inbound Generic Detection Double 
Spaced UA", "ET VOIP REGISTER Message Flood UDP" 



Запросы на 
скомпрометированные 
ресурсы 

"ET P2P Ares traffic", "ET CHAT Skype VOIP Checking Version (Startup)", "ET P2P 
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Detected", "ET POLICY DNS Update From External net", "ET POLICY Unsupported/Fake 
FireFox Version 2.", "ET POLICY I2P Retrieving reseed info", "ET POLICY User-Agent 
(Launcher)", "ET POLICY Logmein.com/Join.me SSL Remote Control Access", "ET TFTP 
Outbound TFTP Data Transfer with Cisco config", "ET PHISHING Request for Possible 
Adobe Phishing Hosted on Github.io", "ET USER_AGENTS WildTangent User-Agent (WT 
Games App)", "ET POLICY Burp Collaborator Domain in TLS SNI", "ET POLICY Nessus 
Vulnerability Scanner Plugins Update", "ET POLICY DNS Query for TOR Hidden Domain 
.onion Accessible Via TOR", "ET POLICY LumOffice Uploading Screenshot", "ET POLICY 
DNS Query to .onion proxy Domain (optionstorpay22.com)", "ET POLICY Monitoring 
Software Domain (sneek .io) in TLS SNI", "ET POLICY CNET TechTracker User-Agent 
(CNET TechTracker)", "ET POLICY I2P Reseed Domain Lookup (i2p.mooo.com)", "ET 
POLICY moanmyip .com DNS Lookup", "ET GAMES Second Life setup download", "ET 
POLICY My2022/Beijing2022 App (TLS SNI) 3", "ET POLICY Proxy Judge 
Discovery/Evasion (prxjdg.cgi)", "ET POLICY Possible ethereum traffic", "ET TFTP 
Outbound TFTP Data Transfer With Cisco Config 2", "ET POLICY 2Downloadz.com File 
Sharing User-Agent", "ET POLICY request to .xxx TLD", "ET P2P eDonkey Server Status 
Request", "ET POLICY DNS Query to .onion proxy Domain (tormaster.fr)", "ET POLICY 
Observed URL Shortening Service SSL/TLS Cert (rb.gy)", "ET DNS DNS Query for Illegal 
Drug Sales Site (SilkRoad)", "ET USER_AGENTS Suspicious User Agent 
(AskInstallChecker)", "ET P2P TOR 1.0 Server Key Retrieval", "ET POLICY CommandCam 
Download", "ET INFO .exe File requested over FTP", "ET INFO NoxPlayer Simulator 
Update Activity", "ET POLICY AOL Toolbar User-Agent (AOLToolbar)", "ET POLICY DNS 
Query For XXX Adult Site Top Level Domain", "ET POLICY Google Music Streaming", "ET 
POLICY Softango.com Installer Checking For Update", "ET POLICY Http Client Body 
contains otp= in cleartext", "ET POLICY Request to Suspicious Games at 
pcgame.gamedia.cn", "ET POLICY [401TRG] DropBox Access via API (Certificate)", "ET 
POLICY Owncloud Observed Self Signed TLS Certificate", "ET POLICY Observed DNS 
Query to .burpcollector .net Domain", "ET POLICY DNS Query to .onion proxy Domain 
(onion.am)", "ET POLICY My2022/Beijing2022 App (TLS SNI) 1", "ET POLICY Possible 
SSLv2 Negotiation in Progress Server Hello", "ET P2P Soulseek", "ET TFTP Outbound 
TFTP Data Transfer", "ET POLICY Cryptocurrency Miner Checkin M2", "ET POLICY IP 
Logger Redirect Domain in SNI", "ET POLICY Hotmail Access Full Mode", "ET P2P 
BitTorrent DHT ping request", "ET POLICY Babylon User-Agent (Translation App 
Observed in PPI MALWARE)", "ET P2P LimeWire P2P Traffic", "ET CHAT Google IM 
traffic Jabber client sign-on", "ET P2P Bittorrent P2P Client User-Agent 
(KTorrent/3.x.x)", "ET P2P SoulSeek P2P Login Response", "ET POLICY Possible EXE 
Download Request to ngrok", "ET POLICY External IP Lookup (moanmyip .com)", "ET 
POLICY DNS Query to .onion proxy Domain (welcome2tor.org)", "ET POLICY 
Centralops.net Domain Dossier Utility Probe", "ET INFO Observed HTTP Request to 
*.pythonanywhere .com Domain", "ET POLICY Android Download from Vshare 
Marketplace (Possible DarkSideLoading)", "ET P2P Vuze BT UDP Connection (2)", "ET 
POLICY Download Request to Hotfile.com", "ET POLICY Unsupported/Fake Internet 
Explorer Version MSIE 4.", "ET POLICY Observed SSL Cert (Tor Proxy Domain (.onion. 
ws))", "ET MALWARE IRC Channel join on non-standard port", "ET POLICY HTTP Request 
to IP Logging Service (2no .co)", "ET POLICY DNS Query to .onion proxy Domain 



(torpaysolutions.com)", "ET POLICY DNS Query to .onion proxy Domain 
(monsterbbc.com)", "ET P2P Ares Server Connection", "ET POLICY Successful Non-
Anonymous LDAPv3 Bind Request Outbound"  

Обновления Cisco "Cisco Updates" 

Трафик устаревшего 
уязвимого ПО 

"ET INFO turbo.net SSL/TLS Certificate Observed (VDI and App Virtualization Service)", 
"ET POLICY Splashtop Remote Control Session Keepalive Response", "ET POLICY 
OpenSSL Demo CA - Internet Widgits Pty (O)", "ET POLICY Incoming Chromoting Session 
Response", "ET USER_AGENTS Suspicious User-Agent (XXX) Often Sony Update 
Related", "ET MALWARE Suspicious Accept-Language HTTP Header zh-cn likely 
Kernelbot/Conficker Trojan Related", "ET SMTP Spamcop.net Block Message", "ET SCAN 
Naver Webcrawler User-Agent (Naver.me)", "ET POLICY SSL MiTM Vulnerable iOS 4.x 
CDMA iPhone device", "ET INFO MP4 in HTTP Flowbit Set", "ET INFO Adobe Flash 
Uncompressed in HTTP Flowbit Set", "ET WEB_CLIENT HTA File Download Flowbit Set", 
"ET INFO MP4 in HTTP Flowbit Set M2", "ET POLICY Cisco Device New Config Built", "ET 
POLICY Splashtop Remote Control Session Start Request", "ET POLICY Maxthon Browser 
Background Agent UA (MxAgent)", "ET INFO McAfee AV Download - Set", "ET INFO 
Adobe PDF in HTTP Flowbit Set", "ET SMTP Sorbs.net Block Message", "ET WEB_CLIENT 
Oracle Java 6 Object Tag launchjnlp docbase Parameters Flowbits Set", "ET INFO 
Observed Free Hosting Domain (*.000webhostapp .com in DNS Lookup)", "ET SCAN 
Exabot Webcrawler User Agent", "ET SMTP Robtex.com Block Message", "ET INFO MP4 
in HTTP Flowbit Set M3", "ET POLICY external cPanel login", "ET POLICY Windows 
Mobile 7.0 User-Agent detected", "ET POLICY COCCOC Browser (VN) Installed", "ET 
WEB_CLIENT AVI RIFF Chunk Access Flowbit Set", "ET INFO Adobe FDF in HTTP Flowbit 
Set", "ET POLICY Dyndns Client User-Agent", "ET POLICY Ask Webcrawler User-Agent", 
"ET SCAN AOL Webcrawler User-Agent", "ET INFO Apache Spark RPC - CheckExistence 
Request (set)", "ET POLICY external cPanel password change", "ET INFO McAfee AV 
Download (set)", "ET INFO Apache Spark RPC - Auth Request (set)", "ET POLICY Cisco 
Device in Config Mode", "ET POLICY Radmin Remote Control Session Authentication 
Response", "ET INFO Windows Powershell User-Agent Usage", "ET INFO ATF file in HTTP 
Flowbit Set", "ET SMTP Abuseat.org Block Message", "ET POLICY Dyndns Client IP 
Check", "ET POLICY Executable Download From DropBox", "ET INFO MP3 with ID3 in 
HTTP Flowbit Set", "ET SCAN Bing Webcrawler User-Agent (BingBot)", "ET WEB_CLIENT 
DXF Extension File Detection Access Flowbit Set", "ET INFO form-data flowbit set 
(noalert)", "ET POLICY Spotify P2P Client", "ET INFO Observed SSL Cert for Free Hosting 
Domain (*.000webhostapp .com)", "ET SCAN Google Webcrawler User-Agent 
(Mediapartners-Google)", "ET POLICY Splashtop Remote Control Session Keepalive", 
"ET POLICY Splashtop Remote Control Checkin", "ET SCAN PRO Search Crawler Probe", 
"ET SCAN Yandex Webcrawler User-Agent (YandexBot)", "ET WEB_CLIENT VLC Media 
Player Aegisub Advanced SubStation (.ass) File Request flowbit set", "ET POLICY Dell 
MyWay Remote control agent", "ET POLICY Radmin Remote Control Session 
Authentication Initiate", "ET HUNTING Set flow on bmp file get", "ET INFO Opera 
Adblocker Update Flowbit Set", "ET POLICY Outgoing Chromoting Session Response", 
"ET SCAN DuckDuckGo Webcrawler User-Agent (DuckDuckBot)" 

Обновления Adobe "Adobe Updates" 

Защита SMTP 
протокола 

"SMTP protocol attacked" 

Телеметрия Windows "Windows Telemetry" 

Подозрительное 
обращение к файлам 

"GPL FTP .forward", "GPL FTP shadow retrieval attempt", "ET HUNTING Generic 
CollectGarbage in Hex", "ET POLICY PsExec service created", "ET POLICY 
RemoteControlX rctrlx service created", "GPL FTP passwd retrieval attempt", "ET 
EXPLOIT PWDump4 Password dumping exe copied to victim", "GPL FTP 
authorized_keys file transferred", "ET HUNTING SUSPICIOUS Path to BusyBox", "ET 
EXPLOIT Pwdump6 Session Established test file created on victim" 

Пулы криптомайнеров "ET COINMINER W32/BitCoinMiner.MultiThreat Stratum Protocol Mining.Notify Initial 
Connection Server Response", "ET COINMINER Random Hash Pascalcoin Miner 
Checkin", "ET MALWARE WatchDog Coinminer Payload Delivery Domain in DNS Lookup 
(oracle .zzhreceive .top)", "ET COINMINER CoinHive In-Browser Miner Detected", "ET 



COINMINER PrimeCoinMiner.Protominer", "ET MALWARE Win32/Nitrokod CnC Domain 
(Intelserviceupdate .com) in DNS Lookup", "ET COINMINER 
W32/BitCoinMiner.MultiThreat Getblocktemplate Protocol Server Coinbasetxn Begin 
Mining Response", "ET COINMINER W32/BitCoinMiner.MultiThreat Getblocktemplate 
Protocol Server Connection", "ET COINMINER Observed Malicious SSL Cert (Coinhive 
URL Shortener)", "ET COINMINER Win32/Ymacco.AA2F Checking (Multiple OS)", "ET 
MALWARE Win32/Nitrokod Domain (nitrokod .com) in TLS SNI", "ET MALWARE 
MegalodonHTTP CoinMiner Activity", "ET MALWARE ELF.Initdz.Coinminer C2 
Systeminfo (D2)", "ET COINMINER Possible BitCoin Miner User-Agent (miner)", "ET 
ADWARE_PUP BitCoinPlus Embedded site forcing visitors to mine BitCoins", "Mining 
pool", "ET MALWARE Win32/Nitrokod CnC Domain (nitrokod .com) in DNS Lookup", "ET 
COINMINER Observed Suspicious SSL Cert (Minerpool - CoinMining)", "ET POLICY 
Bitcoin Mining Server Stratum Protocol HTTP Header", "ET MALWARE MSIL/CoinMiner 
Performing System Checkin", "ET MALWARE BKDR_BTMINE.MNR BitCoin Miner 
Retrieving New Malware From Server", "ET POLICY BitCoin User-Agent Likely Bitcoin 
Miner", "ET MALWARE BKDR_BTMINE.MNR BitCoin Miner Server Checkin", "ET 
COINMINER Observed Malicious SSL Cert (Coin-Hive In Browser Mining)", "ET 
COINMINER Observed DNS Query to Browser Coinminer (crypto-loot[.]com)", "ET 
COINMINER CoinMiner Domain in DNS Lookup (pool .hashvault .pro)", "ET WEB_CLIENT 
Fake FlashPlayer Update Leading to CoinMiner M1 2018-10-12", "ET WEB_CLIENT Fake 
FlashPlayer Update Leading to CoinMiner M2 2018-10-12", "ET MALWARE Observed 
DNS Query to Cryptojacking Domain (a-dog .top)", "ET MALWARE Observed CoinMiner 
CnC Domain (endpsbn1u6m8f .x .pipedream .net in TLS SNI)", "ET COINMINER 
W32/BitCoinMiner.MultiThreat Subscribe/Authorize Stratum Protocol Message", "ET 
MALWARE Injected WP Keylogger/Coinminer Domain Detected (cloudflare .solutions in 
DNS Lookup)", "ET COINMINER CoinMiner Known Malicious Stratum Authline (2022-03-
11 1)", "ET COINMINER CoinMiner Known Malicious Stratum Authline (2022-03-11 2)", 
"ET COINMINER Observed DNS Query to herominers Domain (herominers .com)", "ET 
MALWARE Win32/Nitrokod Domain (intelserviceupdate .com) in TLS SNI", "ET 
MALWARE C3Pool CoinMiner Setup Script Download", "ET INFO Bitcoin QR Code 
Generated via Btcfrog.com", "ET MALWARE Clipsa Stealer - Coinminer Download", "ET 
MALWARE Observed CoinMiner CnC Domain (enoyq5xy70oq .x .pipedream .net in TLS 
SNI)", "ET COINMINER Panchan Mining Rig CnC Activity (Outbound)", "ET MALWARE 
W32/Coinminer.Backdoor CnC Beacon", "ET MALWARE Win32/Unk.Coinminer 
Checkin", "ET POLICY poclbm BitCoin miner", "ET MALWARE W32/Zeus.BitcoinMiner 
Variant CnC Beacon", "ET COINMINER Crypto Coin Miner Login", "ET MALWARE Bitcoin 
variant Checkin", "ET COINMINER W32/BitCoinMiner.MultiThreat Stratum Protocol 
Mining.Notify Work Server Response", "ET COINMINER Bitcoin Mining Extensions 
Header", "ET MALWARE BKDR_BTMINE.MNR BitCoin Miner Retrieving Server IP 
Addresses", "ET MALWARE Win32/Nitrokod Domain (nvidiacenter .com) in TLS SNI", 
"ET INFO Observed DNS Query to Cryptocurrency Mining Pool Domain (xmr .2miners 
.com)", "ET COINMINER CoinMiner Malicious Authline Seen After CVE-2017-10271 
Exploit", "ET COINMINER CoinMiner Known Malicious Stratum Authline (2017-07-17 
7)", "ET MALWARE Observed CoinMiner CnC Domain (en24zuggh3ywlj .x .pipedream 
.net in TLS SNI)", "ET MALWARE Win32/Nitrokod CnC Domain (nvidiacenter .com) in 
DNS Lookup", "ET COINMINER Cryptexplorer API Check - Potential CoinMiner Traffic" 

Атаки на получение 
привилегий 
администратора 

"ET EXPLOIT Xiongmai/HiSilicon DVR - Successful Auth - Possilbe CVE-2020-22253 
Attempt", "ET ATTACK_RESPONSE Possible MS CMD Shell opened on local system", "ET 
ATTACK_RESPONSE Non-Local Burp Proxy Error", "GPL TFTP GET Admin.dll", "GPL TFTP 
GET shadow", "ET ATTACK_RESPONSE Microsoft WMIC Prompt Outbound", "ET 
ATTACK_RESPONSE Apache Spark RPC - Unauthenticated RegisterApplication - 
Successfully Registered (CVE-2020-9480)", "ET WEB_SERVER PHP WebShell Embedded 
In JPG (OUTBOUND)", "ET ATTACK_RESPONSE Windows 7 CMD Shell from Local 
System", "ET WEB_SERVER Successful FortiOS Auth Bypass Attempt - Config Leaked 
(CVE-2022-40684)", "ET ATTACK_RESPONSE Microsoft CScript Banner Outbound", "ET 
ATTACK_RESPONSE SysInternals sc.exe Output Outbound", "ET WEB_SERVER 
WEBSHELL JSP/Backdoor Shell Access", "ET WEB_SERVER PHP WebShell Embedded In 



PNG (OUTBOUND)", "ET WEB_SERVER Successful FortiOS Auth Bypass Attempt - 
Administrative Details Leaked (CVE-2022-40684)", "ET EXPLOIT Cisco REST API 
Container for Cisco IOS XE Software Authentication Bypass - Successful Exploit (CVE-
2019-12643)", "ET WEB_SERVER Successful FortiOS Auth Bypass Attempt - SSH Key 
Upload (CVE-2022-40684)", "ET POLICY Dameware Remote Control Service Install", "ET 
EXPLOIT Bonitasoft Successful Default User Login Attempt (Possible Staging for CVE-
2022-25237)", "ET ATTACK_RESPONSE Possible  MS CMD Shell opened on local system 
2", "ET WEB_SERVER PHP WebShell Embedded In GIF (INBOUND)", "GPL TFTP GET 
passwd", "ET ATTACK_RESPONSE Microsoft Netsh Firewall Disable Output Outbound", 
"ET WEB_SERVER PHP WebShell Embedded In GIF (OUTBOUND)", "ET WEB_SERVER 
WEBSHELL CFM Shell Access", "ET EXPLOIT Cisco REST API Container for Cisco IOS XE 
Software Authentication Bypass - Token Usage (CVE-2019-12643)", "ET EXPLOIT Open 
MGate Device", "ET EXPLOIT Xiongmai/HiSilicon DVR - Successful Telnet Opening - 
Successful CVE-2020-22253 Attempt", "GPL TFTP GET nc.exe", "ET WEB_SERVER PHP 
WebShell Embedded In JPG (INBOUND)", "ET WEB_SERVER PHP WebShell Embedded In 
PNG (INBOUND)", "GPL EXPLOIT Microsoft cmd.exe banner", "ET ATTACK_RESPONSE 
Microsoft Powershell Banner Outbound", "ET SCAN Tomcat upload from external 
source" 

Определение 
внешнего IP-адреса 

"ET POLICY External IP Address Lookup (bei .kr)", "ET POLICY External IP Lookup (www. 
netikus .net)", "ET MALWARE Possible Emissary External IP Lookup", "ET HUNTING 
Observed Suspicious SSL Cert (External IP Lookup - ident .me)", "ET POLICY External IP 
Lookup", "ET MALWARE TA402/Molerats External IP Lookup Activity", "ET POLICY 
External IP Lookup - Bravica", "ET MALWARE Upatre External IP Check", "ET POLICY 
External IP Lookup - www.ip.cn", "ET POLICY Observed External IP Lookup Domain 
(ipconfig .cf in TLS SNI)", "ET POLICY External IP Address Lookup via iplocation.com", "ET 
INFO External IP Lookup Domain (freegeiop .net in DNS lookup)", "ET POLICY External IP 
Lookup (whois .pconline .com .cn)", "ET POLICY check.torproject.org IP lookup/Tor 
Usage check over HTTP", "ET POLICY External IP Lookup - checkip.dyndns.org", "ET 
POLICY External IP Lookup ip-api.com", "ET POLICY External IP Lookup ipinfo.io", "ET 
POLICY Internal Host Getting External IP Address - ip2city.asp", "ET POLICY Possible 
External IP Lookup myip.kz", "ET POLICY External IP Lookup / Tor Checker Domain 
(check.torproject .org in DNS lookup)", "ET POLICY External IP Lookup - free .ipwhois 
.io", "ET POLICY External IP Lookup (api .ipstack .com)", "ET POLICY External IP Lookup 
Domain (ipapi .co in DNS lookup)", "ET POLICY External IP Address Lookup - b4secure 
.com", "ET INFO External IP Lookup Domain DNS Lookup (ip .dnsexit .com)", "ET POLICY 
External IP Check myexternalip.com", "ET INFO External IP Address Lookup Domain (get 
.geojs .io) in TLS SNI", "ET POLICY External IP Lookup (ip .anysrc .net)", "ET POLICY 
Observed IP Lookup Domain (formyip .com in DNS Lookup)", "ET POLICY Observed DNS 
Query to External IP Lookup Domain ( iplocation .truevue .org)", "ET POLICY Observed 
External IP Lookup SSL Cert", "ET INFO Observed External IP Lookup Domain in TLS SNI 
(api .myip .com)", "ET POLICY Observed IP Lookup Domain (l2 .io in DNS Lookup)", "ET 
POLICY External IP Lookup Domain (ifconfig .me)", "ET POLICY External IP Lookup - 
ip2location.com", "ET POLICY External IP Lookup (api .ipaddress .com)", "ET POLICY 
External IP Lookup (tinytools.nu)", "ET POLICY External IP Lookup ip-score.com", "ET 
POLICY External IP Lookup - iplocation .truevue .org", "ET POLICY Known External IP 
Lookup Service Domain in SNI", "ET POLICY Possible External IP Lookup 
www.whatsmyip.us", "ET POLICY IP Check (ip. jsontest .com)", "ET INFO External IP 
Address Lookup Domain (eth0 .me) in DNS Lookup", "ET INFO Observed External IP 
Lookup Domain (icanhazip .com in TLS SNI)", "ET POLICY Observed IP Lookup Domain 
(l2 .io in TLS SNI)", "ET POLICY External IP Lookup getip.pw", "ET INFO External IP 
Lookup Domain (peoplesearch .real .com) in DNS Lookup", "ET POLICY External IP 
Lookup maxmind.com", "ET MALWARE Win32/Backdoor.Dripion External IP Check", "ET 
POLICY External IP Lookup - ipecho.net", "ET POLICY External IP Lookup - meuip.net.br", 
"ET POLICY External IP Lookup Domain (myip .opendns .com in DNS lookup)", "ET 
POLICY External IP Lookup api.ipify.org", "ET POLICY External IP Address Lookup DNS 
Query (2ip .ua)", "ET POLICY External IP Lookup Domain (curlmyip .net in DNS lookup)", 
"ET INFO External IP Address Lookup Domain (ifconfig .pro) in DNS Lookup", "ET POLICY 



External IP Lookup (www .net .cn)", "ET POLICY IP Lookup Geoip.co.uk", "ET POLICY 
External IP Lookup Domain (up .jkc8 .com)", "ET POLICY Internal Host Retrieving 
External IP Via myip.ozymo.com", "ET POLICY External IP Lookup SSL/TLS Certificate 
(ifconfig .me)", "ET INFO External IP Lookup Domain (ip-api .io) in DNS Lookup", "ET 
POLICY External IP Address Lookup via dawhois.com", "ET POLICY Possible External IP 
Lookup ip.webmasterhome.cn", "ET POLICY go-external-ip library User-Agent", "ET 
MALWARE Kriptovor External IP Lookup checkip.dyndns.org", "ET POLICY External IP 
Lookup / Tor Checker Domain (bridges.torproject .org in DNS lookup)", "ET POLICY 
check.torproject.org IP lookup/Tor Usage check over TLS with SNI", "ET POLICY External 
IP Lookup (extreme-ip-lookup .com)", "ET INFO External IP Lookup Domain in DNS 
Query (checkip .dyndns .org)", "ET POLICY External IP Address Lookup via vtransmit 
.com", "ET POLICY External IP Lookup - ip.tyk.nu", "ET POLICY Internal Host Retrieving 
External IP Address (monip.outils-rezo. info)", "ET POLICY External IP Lookup Request", 
"ET POLICY External IP Lookup Attempt To Wipmania", "ET INFO External IP Address 
Lookup Domain (get .geojs .io) in DNS Lookup", "ET POLICY External IP Lookup 
trackip.net", "ET POLICY External IP Lookup sina.com.cn", "ET POLICY Internal Host 
Retrieving External IP via myip.dnsomatic.com", "ET POLICY External IP Lookup 
ip2nation.com", "ET POLICY Possible External IP Lookup SSL Cert Observed (ipinfo.io)", 
"ET POLICY Observed IP Lookup Domain (formyip .com in TLS SNI)", "ET POLICY DynDNS 
CheckIp External IP Address Server Response", "ET POLICY External IP Lookup - ip-
whois", "ET POLICY Possible External IP Lookup whoer.net" 

Обнаружение DoS-атак "GPL FTP CWD ~<CR><NEWLINE> attempt", "ET DOS Possible Microsoft Windows 
HTTP2 Reset Flood Denial of Service Inbound (CVE-2019-9514)", "ET DOS User-Agent 
used in known DDoS Attacks Detected inbound 2", "ET DOS User-Agent used in known 
DDoS Attacks Detected outbound 2", "ET DOS Inbound GoldenEye DoS attack", "ET DOS 
User-Agent used in known DDoS Attacks Detected inbound", "ET EXPLOIT Possible 
OpenSSL Infinite Loop Inducing Cert Inbound via TCP (CVE-2022-0778)", "GPL FTP CWD 
.... attempt", "ET SCADA Golden FTP Server PASS Command Remote Buffer Overflow 
Attempt", "ET DOS User-Agent used in known DDoS Attacks Detected outbound", "GPL 
FTP CWD ~ attempt", "ET SCADA Siemens FactoryLink 8 CSService Logging  Buffer 
Overflow Vulnerability", "ET SCADA DATAC RealWin SCADA Server 2 
On_FC_CONNECT_FCS_a_FILE Buffer Overflow Vulnerability", "ET EXPLOIT Possible 
OpenSSL Infinite Loop Inducing Cert Inbound via UDP (CVE-2022-0778)", "ET EXPLOIT 
CHIYU IoT Devices - Denial of Service" 

Управление 
вредоносным ПО 

"ET MALWARE Win32.Kazy Checkin", "ET MALWARE Win32/HydraCrypt CnC Beacon 3", 
"ET MALWARE Win32/LODEINFO v0.3.5 CnC Checkin", "ET MALWARE STRRAT Initial 
HTTP Activity", "ET MALWARE DonotGroup CnC Domain in DNS Lookup (drinkeatgood 
.space)", "ET MALWARE Win32/Unknown Stealer Command (domaindetect) 
(Outbound)", "ET MALWARE Kronos Checkin M2", "ET MALWARE HCRootkit CnC 
Domain in DNS Lookup (esnoptdkkiirzewlpgmccbwuynvxjumf .name)", "ET MALWARE 
Social-bos.biz related trojan checkin (trackid=hex)", "ET MALWARE SPEAR CnC Beacon", 
"ET MALWARE W32/DownloaderAgent.fajk Successful Infection CnC Beacon", "ET 
MALWARE Observed DNS Query to DarkCrystal Rat Domain (datagroup .ddns .net) 
(2022-06-27)", "ET MALWARE W32/Skintrim CnC Checkin", "ET MALWARE S400 RAT 
Client Checkin via Discord", "ET MALWARE FIN8 ShellTea CnC in DNS Lookup", "ET 
MALWARE WooSIP Downloader CnC CreateFolderOnServer", "ET MALWARE 
MSIL/CoalaBot CnC Activity", "ET MALWARE StormKitty Exfil via AnonFiles", "ET 
MALWARE Backdoor family PCRat/Gh0st CnC traffic (OUTBOUND) 28", "ET MALWARE 
Win32/Sisron/BackDoor.Cybergate.1 Checkin", "ET MALWARE JavaRAT CnC Checkin", 
"ET MALWARE Ursnif Checkin", "ET MALWARE [TGI] Cobalt Strike Malleable C2 Request 
(O365 Profile)", "ET MALWARE MSIL/Modi RAT CnC Command Inbound (plugin)", "ET 
MALWARE General Win32 Backdoor Checkin POST Packet 1", "ET MALWARE lolzilla 
JS/PHP WebSkimmer - Data Exfil", "ET MALWARE Observed DNS Query to RisePro 
Domain (vi-files .com)", "ET MALWARE MSIL/Modi RAT CnC Checkin (DesktopPreview)", 
"ET MALWARE Gatak CnC", "ET MALWARE W32/Tobfy.Ransomware Invalid URI CnC 
Request", "ET MALWARE TAIDOOR CnC Domain in DNS Lookup (www.cnaweb.mrslove 
.com)", "ET MALWARE MSIL.L4L Stealer Systeminfo Exfiltration", "ET MALWARE 



W32/StartPage.eba Dropper Checkin", "ET MALWARE AZORult v3.3 Server Response 
M1", "ET MOBILE_MALWARE Android/SndApps.SM Sending Information to CnC", "ET 
MALWARE W32/GamesForum.InfoStealer Reporting to CnC", "ET MALWARE 
Win32/DarkRAT CnC Activity", "ET MALWARE Cobalt Strike Malleable C2 (OneDrive)", 
"ET MALWARE Turkojan C&C nxt Command (nxt)", "ET MALWARE Backdoor family 
PCRat/Gh0st CnC traffic (OUTBOUND) 85", "ET MALWARE PS/Unk.EB.Spreader CnC 
Checkin", "ET MALWARE Fakealert.Rena CnC Checkin 2", "ET MALWARE 
W32/SpeedingUpMyPC.Rootkit Install CnC Beacon", "ET MALWARE Diavol 
Communicating with CnC - Services Request", "ET MALWARE Win32/7ev3n 
Ransomware Initial Checkin", "ET MALWARE ELF/STDbot CnC Activity (UNK attack)", "ET 
MALWARE Geocon CnC Request", "ET MALWARE VBA/Agent.AAV CnC Checkin", "ET 
MALWARE Sarwent CnC Command (update)", "ET MALWARE Win32/AZORult V3.2 
Client Checkin M19", "ET MALWARE Internet Protection FakeAV checkin", "ET 
MALWARE Win32/BlackCarat Response from CnC", "ET MALWARE 
Backdoor.Win32.VB.Alsci/Dragon Eye RAT Checkin (sending user info)", "ET MALWARE 
Dridex POST CnC Beacon 2", "ET MALWARE Backdoor family PCRat/Gh0st CnC traffic 
(OUTBOUND) 98", "ET MALWARE Win32/AZORult V3.3 Client Checkin M7", "ET 
MALWARE TABMSGSQL/Sluegot.C Checkin", "ET MOBILE_MALWARE Android.Bgserv 
POST of Data to CnC Server", "ET MALWARE Trojan.Generic.5325921 Checkin", "ET 
MALWARE Win32/Neutrino Bot Fake 404 Checkin Response", "ET MALWARE 
Win32/Mingloa CnC Checkin", "ET MALWARE Win32/Sefnit Initial Checkin", "ET 
MALWARE MirrorBlast CnC Activity M3", "ET MALWARE Win32/Backdoor.YesMaster 
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Win32/Upgilf CnC Beacon", "ET MALWARE Backdoor family PCRat/Gh0st CnC traffic 
(OUTBOUND) 89", "ET MALWARE Ransomware/Cerber Checkin 2", "ET MALWARE 
Manjusaka C2 Heartbeat Response", "ET MALWARE Win32/Injector.ULH CnC Activity", 
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Domain in SNI", "ET MALWARE APT 41 LOWKEY Backdoor - Ping Error Code sent to 
CnC", "ET MALWARE Observed MAZE Ransomware CnC Domain (plaintsotherest .net in 
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Donut Ransomware CnC Checkin", "ET MALWARE AZORult v3.2 Server Response M3", 
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MALWARE Emotet Post Drop C2 Comms", "ET MALWARE Ixeshe/Mecklow Checkin", 
"ET MALWARE Observed Cryptor Ransomware CnC Domain (e3kok4ekzalzapsf .onion 
.ws in TLS SNI)", "ET MALWARE SSV Agent CnC Activity", "ET MALWARE 
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Diavol Communicating with CnC - Register M1", "ET MALWARE Lost Door Checkin", "ET 
MALWARE Linux/Ssemgrvd sshd Backdoor HTTP CNC 2", "ET ATTACK_RESPONSE 
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Win32/Xtrat.B CnC Beacon", "ET MALWARE Darkshell.A Checkin XOR C0 Win XP", "ET 
MALWARE W32/Kegotip CnC Beacon", "ET MALWARE WaterDropX PRISM CnC 
Response", "ET MALWARE PureCrypter Requesting Injector - Known Campaign ID M5", 
"ET MALWARE PHPs Labyrinth Backdoor Stage2 CnC Activity M2", "ET MALWARE DNS 
Query For TURNEDUP.Backdoor CnC (googlmail)", "ET MALWARE Parallax CnC Activity 
M10 (set)", "ET MALWARE FormBook CnC Checkin (POST) M2", "ET MALWARE 
DistTrack/Shamoon CnC Beacon M2", "ET MALWARE Win32/Remcos RAT Checkin 756", 
"ET MALWARE Win32/Chinad Checkin", "ET MALWARE Win32/RCAP CnC Checkin", "ET 
MALWARE Monsoon Tinytyphon CnC Beacon GET", "ET MALWARE Ave Maria/Warzone 
RAT Encrypted CnC Checkin", "ET MALWARE [PTsecurity] W32/Rodecap.StealRat C2 
Payload (GIF)", "ET MALWARE VirRansom/VirLock Checkin", "ET MALWARE 
Win32.Banker.bqba Checkin", "ET MALWARE Papras Banking Trojan Checkin", "ET 
MALWARE W32/SpeedingUpMyPC.Rootkit Successful Install GET Type CnC Beacon", "ET 
MALWARE JasperLoader CnC Checkin", "ET MALWARE ISMAgent Receiving Commands 
from CnC Server", "ET MALWARE Win32/Cutwail.BE Checkin 1", "ET MALWARE 
Win32/Krypton Stealer CnC Checkin", "ET MALWARE Locky CnC Checkin", "ET 
MALWARE Lunar Builder Exfil via Discord M2", "ET MALWARE Soraya C2 User-Agent 
(Vulture)", "ET MALWARE [PTsecurity] Bitter RAT C2 Response", "ET MALWARE 
Win32/RisePro CnC Command Outbound (set_file)", "ET MALWARE DNS Query For 
TURNEDUP.Backdoor CnC (securityupdated)", "ET MALWARE W32/Hesperus.Banker Tr-
mail Variant Sending Data To CnC", "ET MALWARE Backdoor Win32/Zegost.Q CnC 
traffic (OUTBOUND)", "ET MALWARE RouteX CnC Domain 
(3ec9b600789b3bacf2c72ebae142a9c3 .net) in DNS Lookup", "ET MALWARE 
MSIL/Filecoder.EK CnC Checkin", "ET MOBILE_MALWARE Android Lightspy Implant 
CnC", "ET MALWARE TickGroup Datper CnC Checkin M1", "ET MALWARE VBS.ARS 
Checkin", "ET MALWARE Evrial Stealer CnC Activity", "ET MALWARE W32/Citadel 
File.php CnC POST", "ET MALWARE Win32/Unk.VBScript Requesting Instruction from 
CnC", "ET MALWARE Evrial Stealer Retrieving CnC Information", "ET MALWARE 
Win32/Colibri Loader Activity", "ET MALWARE W32/Caphaw CnC Configuration File 
Request", "ET MALWARE Win32.Meredrop Checkin", "ET MALWARE MSIL/Agent.TRM 
Data Exfil (sysinfo)", "ET MALWARE DNS Query for known ShadowPad CnC 5", "ET 
MALWARE Sarwent CnC Response (cmd_exec)", "ET MALWARE DNS Request for 
Zaletelly CnC Domain", "ET MALWARE Gasket Submitting Logs to CnC", "ET MALWARE 
Arbitrium-RAT CnC Activity", "ET MALWARE Observed DNS Query to RisePro Domain 
(torggissoft .com)", "ET MALWARE Win32.YordanyanActiveAgent CnC Reporting", "ET 
MALWARE ServHelper CnC Command (Net User)", "ET MALWARE Win32/ASPC Bot CnC 
Checkin M2", "ET MALWARE DistTrack/Shamoon CnC Beacon M1", "ET JA3 HASH - 
Possible AnchorMail CnC Traffic", "ET MALWARE Win32/StreamFlaw.A Checkin", "ET 
MALWARE MedusaHTTP CnC Checkin", "ET MALWARE Backdoor family PCRat/Gh0st 
CnC traffic (OUTBOUND) 100", "ET MALWARE Win32/Ramsay CnC Checkin", "ET 
MALWARE CoreDDRAT CnC Activity", "ET MALWARE NetBackdoor Checkin", "ET 
MALWARE Cobalt Strike CnC Activity", "ET MALWARE Win32/Autophyte.F C2 Domain 
(www .apshenyihl .com in DNS Lookup)", "ET MALWARE Backdoor family PCRat/Gh0st 
CnC traffic (OUTBOUND) 47", "ET MALWARE Win32/Sabsik.TE.B!ml CnC Checkin", "ET 
MALWARE Win32/SVCReady Loader - SysInfo M1", "ET MALWARE ELF/Emptiness v2 
XOR (b2bb01039307baa2) CnC Checkin", "ET MALWARE Night Dragon CnC Traffic 



Outbound 2", "ET MALWARE Cobalt Strike Malleable C2 (Custom)", "ET MALWARE 
Ousaban Banker Checkin M2", "ET MALWARE BackSwap Trojan C2 Domain Observed 
(debasuin .nl in TLS SNI)", "ET MALWARE W32/Banload.VZS Banker POST CnC Beacon 
1", "ET MALWARE Diavol HTTP Cookie Observed", "ET MALWARE MilkyBoy CnC Data 
Exfil", "ET MALWARE Win32/Spy.Pavica.FH Variant CnC Activity", "ET MALWARE 
Win32/ASPC Bot CnC Checkin M1", "ET MALWARE Nexus Stealer CnC Data Exfil", "ET 
MALWARE KPOT Stealer Initial CnC Activity M4", "ET MALWARE APT/TransparentTribe 
Style Request", "ET MALWARE Medfos/Midhos Checkin", "ET MALWARE 
Py/MechaFlounder CnC Activity - Reporting Directory Change Command Success", "ET 
MALWARE Cobalt Strike Malleable C2 Webbug Profile", "ET MALWARE Win32/AZORult 
V3.2 Client Checkin M12", "ET MALWARE Observed DNS Query to RisePro Domain (my-
rise .pro)", "ET MALWARE TinyTurla CnC Activity", "ET MALWARE Win32/Redyms.A 
Checkin", "ET MALWARE DDoS.XOR Checkin 2", "ET MALWARE Win32/Emotet CnC 
Activity (POST) M7", "ET MALWARE SNIcat - Detected C2 Commands (SIZE)", "ET 
MALWARE Nbar.co.kr Related Trojan Checkin", "ET MALWARE Parallax CnC Activity 
(set) M16", "ET MALWARE Mevade Checkin", "ET MALWARE Backdoor family 
PCRat/Gh0st CnC traffic (OUTBOUND) 51", "ET MALWARE BYOB - Python Backdoor 
Stager Download", "ET MALWARE Nymaim.BA CnC M2", "ET MALWARE SoulSearcher 
Checkin M2", "ET MALWARE EVILNUM CnC Connectivity Check", "ET MALWARE 
TeleBots BCS-server CnC Beacon", "ET MALWARE Backdoor family PCRat/Gh0st CnC 
traffic (OUTBOUND) 92", "ET MALWARE Observed DNS Query to RisePro Domain (pu-
file .com)", "ET MALWARE Py/MechaFlounder CnC Activity - Reporting Download 
Command Success", "ET MALWARE Observed Malicious DNS Query (Reyptson 
Ransomware CnC)", "ET MALWARE Xbash CnC DNS Lookup (realnewstime .xyz)", "ET 
MALWARE Win32/CryptFile2 Ransomware Checkin M2", "ET MALWARE Razy Variant 
Checkin", "ET MALWARE Yayih.A Checkin 3", "ET MALWARE Agent.BAAB Checkin", "ET 
MALWARE [eSentire] Remcos RAT Checkin 24", "ET MALWARE BazaBackdoor Variant 
CnC Activity M4", "ET MALWARE TA421/YTTRIUM/APT29 TLS Certificate M3", "ET 
MALWARE Backdoor.Win32/Likseput.A Checkin", "ET MALWARE Win32/Small.NMZ CnC 
Checkin", "ET MALWARE StealRat Checkin", "ET MALWARE W32/GCman.Backdoor CnC 
Beacon", "ET MALWARE Cobalt Strike Beacon Activity (GET)", "ET MALWARE Instagram 
Like Bot (like4u) CnC Activity M1", "ET MALWARE Possible Pipka JS Skimmer - Skimmer 
Payload Observed M7", "ET MALWARE Knock.php Shiz or Rohimafo CnC Server Contact 
URL", "ET MALWARE Backdoor.Meciv Checkin", "ET MALWARE Java/QRat Variant 
Checkin", "ET MALWARE Observed GandCrab Ransomware CnC/IP Check Domain 
(malwarehunterteam .bit in DNS Lookup)", "ET MALWARE Dridex/Bugat/Feodo GET 
Checkin", "ET MALWARE Moose CnC Request M1", "ET MALWARE Kishop.A checkin", 
"ET MALWARE XPSecurityCenter FakeAV Checkin", "ET MALWARE FIN6 StealerOne CnC 
DNS Query", "ET MOBILE_MALWARE Android/Plankton.P Commands Request to CnC 
Server", "ET MALWARE LuckyCat/TROJ_WIMMIE Checkin", "ET MALWARE HTTPCore 
CnC Task Response", "ET MALWARE Win32/Orchard Botnet Activity", "ET MALWARE 
Win32/AZORult V3.2 Client Checkin M10", "ET MALWARE Win32/SandCat CnC 
Checkin", "ET MALWARE DDG Botnet Miner Download", "ET MALWARE 
Win32/Sinresby.B Downloader CnC Activity M2", "ET MALWARE Win32.FakeAV.Rean 
Checkin", "ET MALWARE Linux/Agent.HX CnC Activity M2", "ET MALWARE CASHY200 
Style DNS Query - Sending Hostname", "ET MALWARE Unknown Maldoc CnC Activity 
(2022-07-25)", "ET MALWARE MSIL/Agent.DNL Server Response Task (whoami)", "ET 
MALWARE Win32/Retadup CnC Checkin M1", "ET MALWARE Dropper Checkin 2 (often 
scripts.dlv4.com related)", "ET MALWARE MSIL/BlackGuard Stealer Exfil Activity", "ET 
MALWARE Win32.FakeAV.chhq Checkin", "ET MOBILE_MALWARE Trojan-
Spy.AndroidOS.Realrat.c (TLS SNI) 2", "ET MALWARE Bandook v1.35 Initial Connection 
and Report", "ET MALWARE LuminosityLink - Inbound Data Channel CnC Delimiter", "ET 
MALWARE CopperStealer - Remote Desktop - CnC Server Response via Pastebin", "ET 
MALWARE Murlo Trojan Checkin", "ET MALWARE Win32/Zegost!ml CnC Checkin", "ET 
MALWARE njRAT Variant Outbound CnC Beacon", "ET MALWARE 
Win32/Unk.BrowserStealer Data Exfil M1", "ET MALWARE Backdoor.Elise CnC Beacon 2 
M2", "ET MALWARE PureCrypter Requesting Injector - Known Campaign ID M4", "ET 



MALWARE SpyAgent C&C Activity (Response)", "ET MALWARE Bifrose Client Checkin", 
"ET MALWARE NightfallGT Mercurial Grabber", "ET MALWARE RouteX CnC Domain 
(dcb5684707f6c66492aaa9f7d9bfb5a6 .biz) in DNS Lookup", "ET MALWARE 
Win32/Parite.B Checkin 3", "ET MALWARE RouteX CnC Domain 
(2fa3c2fa16c47d9b9bff8986a42b048f .com) in DNS Lookup", "ET MALWARE Gh0st 
Trojan CnC 3", "ET MALWARE BigLock Ransomware CnC Activity (info)", "ET MALWARE 
MageCart CnC Domain in SNI", "ET MALWARE W32/TrojanSpy.MSIL Set Done Day CnC 
Beacon", "ET MALWARE Observed DNS Query to RisePro Domain (qd-file .com)", "ET 
MALWARE ELF/MooBot Mirai DDoS Variant Server Response M2", "ET MALWARE 
W32/Virus-Encoder Ransomware Checkin", "ET MALWARE OSX/WireLurker CnC 
Beacon", "ET MALWARE MargulasRAT Checkin M2", "ET MALWARE Suspected CHAOS 
CnC Inbound (download command)", "ET MALWARE Backdoor family PCRat/Gh0st CnC 
traffic (OUTBOUND) 27", "ET MALWARE Win32/SystemBC CnC Checkin (null key) M2", 
"ET MALWARE Win32/SystemBC CnC Checkin (null key) M1", "ET MALWARE 
Win32/AutoIt.NU Miner Dropper CnC Checkin", "ET MALWARE HYDSEVEN VBS CnC 
Host Information Checkin", "ET MALWARE Linux/Moose HTTP CnC Beacon Response", 
"ET MALWARE IIStealer CnC Domain in DNS Lookup (xinxx .allsoulu .com)", "ET 
MALWARE Win32/AZORult V3.3 Client Checkin M15", "ET MALWARE MRCR1 
Ransomware Checkin M1", "ET MALWARE W32/Snojan.BNQKZQH User-Agent", "ET 
MALWARE DonotGroup CnC Observed in DNS Query", "ET MALWARE Jasper URI Path 
Observed M4", "ET MALWARE Win32/Remcos RAT Checkin 62", "ET ADWARE_PUP 
Haken Clicker CnC Activity", "ET MALWARE Win32/MALWARECAT Exfil via SMTP", "ET 
MALWARE Win32/IceXLoader Sending Command Acknowledgement (POST)", "ET 
MALWARE Win32/Nivdort Checkin", "ET MALWARE Rootkit TDSS/Alureon Checkin 2", 
"ET MALWARE L0rdix Stealer CnC Data Exfil", "ET MALWARE MSIL/SamMiner CnC 
Checkin M2", "ET MALWARE Win32.Banload.BTQP Checkin 2", "ET MALWARE 
Win32/Syndicasec Encoded Response Embedded in HTML Title Tags Inbound", "ET 
MALWARE W32/Trickbot C2 (networkDll module)", "ET MALWARE PXJ Ransomware 
CnC Activity", "ET MALWARE Possible TickGroup Snack CnC Activity", "ET MALWARE 
Andromeda Checkin Dec 29 2014", "ET MOBILE_MALWARE Android.Walkinwat Sending 
Data to CnC Server", "ET MALWARE Syrian Malware Checkin", "ET MALWARE 
MSIL/SkidRat CnC Checkin M3", "ET MALWARE RDP Brute Force Bot Checkin", "ET 
MALWARE Win32/LODEINFO CnC Checkin", "ET MALWARE Linux.Ngioweb Stage 1 CnC 
Activity Server Response (CONNECT)", "ET MALWARE WooSIP Downloader CnC 
DeleteFileOnServer", "ET MALWARE Backdoor family PCRat/Gh0st CnC traffic 
(OUTBOUND) 13", "ET MALWARE DirectsX Checkin Response", "ET MALWARE DNS 
Query for known ShadowPad CnC 10", "ET MALWARE W32/Citadel.Arx Varient CnC 
Beacon 2", "ET MOBILE_MALWARE Android/HeHe.Spy RegisterRequest CnC Beacon", 
"ET MALWARE Backdoor family PCRat/Gh0st CnC traffic (OUTBOUND) 32", "ET 
MALWARE Backdoor.Win32.PcClient.bal CnC (OUTBOUND)", "ET MALWARE Suspected 
Snugy DNS Backdoor CnC Activity (Hostname Send)", "ET MALWARE 
Win64/Spy.Agent.EU CnC Checkin", "ET MALWARE Possible Siloscape IRC CnC JOIN 
Command Observed", "ET MALWARE W32/Fin4.InfoStealer Uploading User Credentials 
CnC Beacon", "ET MALWARE Win32/SDBbot CnC Checkin", "ET MALWARE 
Win32/Kryptik.FVVZ Variant CnC Checkin 2", "ET MALWARE Backdoor family 
PCRat/Gh0st CnC traffic (OUTBOUND) 80", "ET MALWARE OSX/OceanLotus.D CnC DNS 
Lookup (widget .shoreoa .com)", "ET MALWARE BBSRAT GET request CnC", "ET 
MALWARE Lunar Builder CnC Activity", "ET MALWARE Red October/Win32.Digitalia 
Checkin cgi-bin/win/cab", "ET MALWARE LokiBot Checkin", "ET MALWARE Soraya C2 
User-Agent (rhyno321)", "ET MALWARE Backdoor.Darpapox/Jaku CNAME CnC Beacon 
(WinVer 6.3)", "ET MALWARE Loxes/Mongall Related CnC Beacon (GET)", "ET 
MALWARE MirrorThief CnC in DNS Lookup", "ET MALWARE LinuxNet.perlbot Checkin 
Via IRC", "ET MALWARE MSIL/CoderVir Stealer Zip Upload", "ET MALWARE 
Win32/Bancos.AMM CnC Beacon", "ET MALWARE Banker PWS/Infostealer HTTP GET 
Checkin", "ET MALWARE Win32/Dorv InfoStealer CnC DNS Query", "ET MALWARE 
TinyLoader.B2 Checkin no architecture", "ET MALWARE DADJOKE/Rail Tycoon Initial 
Macro Execution", "ET EXPLOIT TP-Link Archer C2 and Archer C20i Remote Code 



Execution", "ET MALWARE Lemon_Duck Powershell CnC Checkin M2", "ET MALWARE 
Observed Malicious SSL Cert (Klingon RAT)", "ET MALWARE Win32/Enemyfear Stealer 
Exfil", "ET MALWARE W32/Farfli.BHQ!tr Dropper CnC Beacon", "ET MALWARE 
Win32/Remcos RAT Checkin 60", "ET MALWARE Backdoor family PCRat/Gh0st CnC 
traffic (OUTBOUND) 44", "ET MALWARE AZORult v3.2 Server Response M2", "ET 
MALWARE Win32/Comrerop Checkin to FTP server", "ET MALWARE 
W32/TrojanSpy.MSIL Get New MAC CnC Beacon", "ET MALWARE Win32/ASPC Bot CnC 
Checkin M3", "ET MALWARE Observed DNS Query to RisePro Domain (testitsoft .com)", 
"ET MALWARE W32/Bilakip.A Downloader API Ping CnC Beacon", "ET MALWARE 
OSX/WireLurker checkin", "ET MALWARE ELF/Mirai.shiina CnC Domain in DNS Query", 
"ET MALWARE StartPage jsp checkin", "ET MALWARE Jaff Ransomware Checkin", "ET 
MALWARE OSX/KeRanger Ransomware CnC DNS Request 2", "ET MALWARE 
Win32/Teslacrypt Ransomware HTTP CnC Beacon M2", "ET MALWARE Python Monero 
Miner CnC DNS Query", "ET MALWARE Gamut Spambot Checkin Response", "ET 
MALWARE Grandoreiro CnC Activity (vbs)", "ET MALWARE Observed DNS Query to 
RisePro Domain (gg-download .com)", "ET MALWARE VNCStartServer USR Variant CnC 
Beacon", "ET MALWARE DDoS.XOR Checkin via HTTP", "ET MALWARE 
Infostealer.Jackpos Checkin", "ET MALWARE MSIL/Modi RAT CnC Command Inbound 
(aw)", "ET MALWARE slock Ransomware CnC Activity", "ET MALWARE DNS Query for 
known ShadowPad CnC 9", "ET MALWARE Win32/Sisproc Variant POST to CnC Server", 
"ET MALWARE Plurox CnC Domain in DNS Lookup", "ET WEB_SERVER Possible 
Darkleech C2", "ET MALWARE Cobalt Strike Beacon Observed (MASB UA)", "ET 
MALWARE EVILNUM CnC Response", "ET MALWARE Suspected CHAOS CnC Inbound 
(persistence enable)", "ET MALWARE MSIL/NxRansomware C2 Domain Detected 
(0cf5ff34 .ngrok .io in DNS Lookup)", "ET MALWARE Win32/Emotet HTML Template 
Response", "ET MALWARE Zeus Bot GET to Bing checking Internet connectivity", "ET 
MALWARE Suspected Monero Miner CnC Channel Secondary Domain Lookup", "ET 
MALWARE ChaseBot CnC Checkin", "ET MALWARE EvilNum CnC Error Report", "ET 
MALWARE DNSBin Demo (requestbin .net) - Data Exfil", "ET MOBILE_MALWARE 
Android.YzhcSms CnC Keepalive Message", "ET MALWARE Win32/Khaosz.A!MTB 
Checkin", "ET MALWARE TinyLoader.A Checkin x64", "ET MALWARE Backdoor family 
PCRat/Gh0st CnC traffic (OUTBOUND) 109", "ET MALWARE ABUSE.CH Ransomware 
Domain Detected (Locky C2)", "ET MALWARE Win32.Glupteba/ClIEcker CnC Checkin", 
"ET MALWARE Win32/44Caliber Stealer Variant Activity (POST)", "ET MALWARE 
Webshell Upload Command Inbound - Possibly Iran-based", "ET MALWARE 
Win32/WarHawk Activity (task_done)", "ET MALWARE Win32/AZORult V3.3 Client 
Checkin M21", "ET MALWARE Observed Malicious SSL Cert (Go/Chaos Botnet)", "ET 
MALWARE WSHRAT CnC Checkin", "ET MALWARE Trickbot Checkin Response", "ET 
MALWARE Win32/Sharik C2 Incoming Traffic", "ET MALWARE MSIL/SamMiner CnC 
Checkin M1", "ET MALWARE Legion Loader Activity Observed (carlos_castaneda)", "ET 
MALWARE NSIS/TrojanDownloader.Agent.NZK Server Response", "ET MALWARE 
Win32/OnLineGames GetMyIP Style Checkin", "ET MALWARE WEBC2-RAVE UA", "ET 
MALWARE DarkIRC Bot CnC Domain Lookup", "ET MALWARE Ousaban Banker Checkin 
M1", "ET MALWARE Win32/AZORult V3.3 Client Checkin M12", "ET MALWARE 
Trojan.JS.QLP Checkin", "ET MALWARE MSIL/GravityRAT CnC Domain (msoftupdates 
.eu in DNS Lookup)", "ET MALWARE W32/Symmi.46846 CnC Beacon", "ET MALWARE 
ConPtyShell Server Command (whoami)", "ET MALWARE Observed BatLoader Domain 
(tableau-cloud .com) in TLS SNI", "ET MALWARE Win32/Remcos RAT Checkin 65", "ET 
MALWARE Win32/AZORult V3.3 Client Checkin M24", "ET MALWARE Backdoor family 
PCRat/Gh0st CnC traffic (OUTBOUND) 3", "ET MALWARE Query to Known CnC Domain 
msnsolution.nicaze.net", "ET MALWARE Worm.VBS Dunihi/Houdini/H-Worm Checkin 
UA", "ET MALWARE LumOffice Checkin", "ET MALWARE OSX/Shlayer CnC Landing M2", 
"ET MALWARE Cobalt Strike Malleable C2 (Safebrowse Profile) POST", "ET MALWARE 
Win32/Kelihos.F Checkin", "ET MALWARE MagikPOS Downloader Checkin", "ET 
MALWARE W32/Witch.3FA0!tr CnC Actiivty M2", "ET MALWARE Possible Mask C2 
Traffic", "ET MALWARE Win32/Vibem.C CnC Activity", "ET MALWARE Backdoor family 
PCRat/Gh0st CnC traffic (OUTBOUND) 75", "ET MALWARE W32/NSISDL.Downloader 



CnC Server Response", "ET MALWARE Win32/TrojanDownloader.Agent.FC CnC 
Activity", "ET MOBILE_MALWARE Android/Geost CnC Checkin", "ET MALWARE Ave 
Maria/Warzone RAT Encrypted CnC Checkin (Inbound)", "ET MALWARE Win32/Trickbot 
Data Exfiltration M3", "ET MALWARE Backdoor family PCRat/Gh0st CnC traffic 
(OUTBOUND) 12 SET", "ET MALWARE Dragonfly Backdoor.Goodor Go Implant CnC 
Beacon 1", "ET MALWARE Suspected HARDPULSE Request", "ET MALWARE Instagram 
Like Bot (like4u) CnC Activity M2", "ET MALWARE Backdoor family PCRat/Gh0st CnC 
traffic (OUTBOUND) 35", "ET MALWARE LuminosityLink - CnC", "ET MOBILE_MALWARE 
Android.Trojan.AndroRAT.CE Checkin", "ET MALWARE eCh0raix/QNAPCrypt CnC 
Activity - Done", "ET MALWARE Moose CnC Response", "ET MALWARE 
Win32/GenCBL.XS CnC Activity", "ET MALWARE Moist Stealer CnC Exfil", "ET MALWARE 
Win32/Small.NO Checkin", "ET MALWARE PoshC2 - Observed Default URI Structure 
M8", "ET ACTIVEX Cisco Linksys WVC200 Wireless-G PTZ Internet Video Camera 
PlayerPT ActiveX Control PlayerPT.ocx Access 2", "ET MALWARE MSIL/Crimson Rat CnC 
Exfil", "ET MALWARE Buer Loader Download Request", "ET MALWARE PlugX/Korplug 
CnC Activity", "ET MALWARE Gazer HTTP POST Checkin", "ET MALWARE Lemon_Duck 
Linux Shell Script CnC Activity", "ET MALWARE Baraka Ransomware CnC activity email 
SMTP", "ET MALWARE Chafer CnC DNS Query", "ET MALWARE TickGroup BROLER.F 
CnC Check-in", "ET MALWARE PlugX UDP CnC Beacon", "ET MALWARE MSIL/Alcatrez 
Locker Ransomware CnC Checkin", "ET MALWARE Backdoor family PCRat/Gh0st CnC 
traffic (OUTBOUND) 59", "ET MALWARE W32/Citadel Pro File.php CnC POST", "ET 
MALWARE Diavol Communicating with CnC - Ignore Request", "ET MALWARE 
TA421/YTTRIUM/APT29 TLS Certificate M2", "ET MALWARE EvilGrab/Vidgrab Checkin", 
"ET MALWARE APT 41 LOWKEY Backdoor - Ping Success Code sent to CnC", "ET 
MALWARE Dridex POST Checkin", "ET MALWARE Amarula IRC Botnet Connection 
Request", "ET MALWARE Sidecopy APT Related CnC Domain in DNS Lookup (afrepublic 
.xyz)", "ET MALWARE Win32/RisePro CnC Command Outbound (freezeStats)", "ET 
MALWARE W32/Echmark/MarkiRAT CnC Activity M3", "ET MALWARE Lemon_Duck CnC 
Activity", "ET MALWARE PoshC2 - Observed Default URI Structure M32", "ET MALWARE 
Win32/Nitol.A Checkin", "ET MALWARE Backdoor family PCRat/Gh0st CnC traffic 
(OUTBOUND) 52", "ET MALWARE Win32/TrojanDownloader.Agent.FLZ CnC Activity", 
"ET MALWARE Win32/AZORult V3.3 Client Checkin M18", "ET MALWARE Suspected 
APT15/NICKEL KETRUM CnC Activity (GET)", "ET MALWARE Possible SQUIRRELWAFFLE 
Server Response", "ET MALWARE Possible Pipka JS Skimmer - Skimmer Payload 
Observed M3", "ET MALWARE W32/Alina.POS-Trojan Checkin", "ET MALWARE 
W32/UltimateDefender.FakeAV Checkin", "ET MALWARE Backdoor.Elise CnC Beacon 3 
M1", "ET MALWARE Win32/Remcos RAT Checkin 67", "ET MALWARE Yayih.A Checkin 
2", "ET MALWARE Cobalt Strike Malleable C2 Amazon Profile POST (PNG)", "ET 
MALWARE Asterope Checkin", "ET MALWARE FastPOS Initial Checkin", "ET MALWARE 
JunkMiner Downloader Communicating with CnC", "ET MALWARE W32/Kimsuky 
Sending Encrypted System Information to CnC", "ET MALWARE Win32/Virut.BN 
Checkin", "ET MALWARE W32/SPARS/ARS Stealer Checkin", "ET MALWARE Backdoor 
family PCRat/Gh0st CnC traffic (OUTBOUND) 99", "ET MALWARE Suspected Zebrocy 
Implant CnC Checkin", "ET MALWARE FakeAV.EGZ Checkin 2", "ET MALWARE 
Win32/ViSystem CnC Checkin", "ET MALWARE PurpleFox Backdoor/Rootkit Download 
Server Response M4", "ET MALWARE Yahoo550.com Related Downloader/Trojan 
Checkin", "ET MALWARE RCtrl Backdoor CnC Checkin M1", "ET MALWARE 
Win32/PSW.QQPass.OZV Variant Checkin", "ET MALWARE Daemonize.ft HTTP 
Checkin", "ET MALWARE DDG Botnet CnC Slave POST", "ET MALWARE NORTHSTAR 
Interactive Client CnC", "ET MALWARE PunkeyPOS HTTP CnC Beacon 9", "ET MALWARE 
BadPatch CnC Activity", "ET MALWARE CopperStealer - Remote Desktop - CnC Server 
Request via Pastebin", "ET MALWARE Turkojan C&C Browse Drive Command 
(BROWSC)", "ET MALWARE Nazar Implant - Sending Basic System Info to CnC", "ET 
MALWARE W32/Iyus.H Initial CnC Beacon", "ET MALWARE Poweliks Clickfraud CnC 
M3", "ET MALWARE Backdoor.Esion CnC Checkin", "ET MALWARE Backdoor family 
PCRat/Gh0st CnC traffic (OUTBOUND) 15", "ET MALWARE Backdoor family PCRat/Gh0st 
CnC traffic (OUTBOUND) 66", "ET MALWARE TeleBots VBS Backdoor CnC Beacon 2", "ET 



MALWARE OSX/OceanLotus.D Sending Data to CnC", "ET MALWARE Teslarvng 
Ransomware CnC Activity M2", "ET MALWARE Tatanga/Win32.Kexject.A Checkin", "ET 
MALWARE MSIL/Matrix Ransomware CnC Activity", "ET MALWARE Win32/Agent.WVW 
CnC Beacon 1", "ET MALWARE Loxes/Mongall Related CnC Beacon M2 (GET)", "ET 
MALWARE Win32.Chroject.B Requesting ClickFraud Commands from CnC", "ET 
MALWARE Linux/B1txor20 Backdoor DNS Tunnel Activity M1", "ET MALWARE Possible 
W32/Citadel Download From CnC Server Self Referenced /files/ attachment", "ET 
MALWARE Infostealer.Jackpos Checkin 2", "ET MALWARE Backdoor.Win32.PcClient.bal 
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landing from Oct 02 2013 mass-site compromise EK campaign", "ET EXPLOIT_KIT 
Phoenix Exploit Kit VBscript download", "ET EXPLOIT_KIT Probable Sakura exploit kit 
landing page with obfuscated URLs", "ET EXPLOIT_KIT Possible Java Applet JNLP 
applet_ssv_validated in Base64 3 (Reversed)", "ET EXPLOIT_KIT Fiesta EK Landing Nov 
05 2014", "ET EXPLOIT_KIT Sakura Landing with Applet Aug 30 2013", "ET EXPLOIT_KIT 
NeoSploit - Version Enumerated - Java", "ET EXPLOIT_KIT GrandSoft EK IE Exploit Jan 30 
2018", "ET EXPLOIT_KIT DRIVEBY Generic - 8Char.JAR Naming Algorithm", "ET 
EXPLOIT_KIT Redirect to DotkaChef EK Landing", "ET EXPLOIT_KIT ScanBox Jun 06 2015 
M3 T1", "ET EXPLOIT_KIT Nuclear SilverLight URI Struct (noalert)", "ET EXPLOIT_KIT JDB 
Exploit Kit Fake Adobe Download", "ET EXPLOIT_KIT Java File Sent With X-Powered By 
HTTP Header - Common In Exploit Kits", "ET EXPLOIT_KIT Disdain EK URI Struct Aug 23 
2017 M1", "ET MALWARE PurpleFox EK Landing Page Domain in SNI", "ET EXPLOIT_KIT 
SUSPICIOUS Request for Grey Advertising Often Leading to EK", "ET EXPLOIT_KIT 
Possible Nicepack EK Landing (Anti-VM)", "ET EXPLOIT_KIT Sweet Orange Landing Page 
Dec 09 2013", "ET EXPLOIT_KIT Magnitude/Hunter EK IE Exploit Aug 23 2015", "ET 
EXPLOIT_KIT Possible PurpleFox EK Framework Flash GET Request", "ET EXPLOIT_KIT 
Fiesta EK Flash Exploit Apr 23 2015", "ET EXPLOIT_KIT RIG encrypted payload M1 Aug 
01 2017", "ET EXPLOIT_KIT Possible Broken/Filtered RIG EK Payload Download", "ET 
EXPLOIT_KIT Evil Redirect Leading to EK Mar 18 2016", "ET EXPLOIT_KIT Terror EK CVE-
2015-2419 Exploit", "ET EXPLOIT_KIT Disdain EK Flash Exploit M2 Aug 23 2017", "ET 
EXPLOIT_KIT Unknown Java Exploit Kit 32-32 byte hex initial landing", "ET EXPLOIT_KIT 
Fiesta EK SilverLight Exploit Apr 23 2015", "ET HUNTING suspicious embedded zip file in 
web page", "ET EXPLOIT_KIT Terror EK Payload RC4 Key M1 Mar 14 2017", "ET 
MALWARE Cryptowall docs campaign Sept 2015 encrypted binary (1)", "ET EXPLOIT_KIT 
Unknown Malvertising Exploit Kit Hostile Jar app.jar", "ET EXPLOIT_KIT Disdain EK 
Landing Aug 23 2017", "ET EXPLOIT_KIT Possible Sundown EK Payload Struct T2 M1 Apr 
24 2015", "ET EXPLOIT_KIT Spelevo EK Landing M2", "ET EXPLOIT_KIT Magnitude EK 



Landing M1 Aug 05 2017", "ET EXPLOIT_KIT RIG EK - Unexpected Victim Location Server 
Response", "ET EXPLOIT_KIT Possible PurpleFox EK Redirect M2", "ET EXPLOIT_KIT 
CritXPack Landing Page", "ET EXPLOIT_KIT BegOpEK - Landing Page", "ET EXPLOIT_KIT 
Evil Redirector Leading to EK Apr 28 2016", "ET EXPLOIT_KIT Disdain EK Payload Aug 23 
2017", "ET EXPLOIT_KIT Internet Explorer Information Disclosure Vuln as Observed in 
RIG EK Prefilter M1 Dec 06", "ET EXPLOIT_KIT Sakura/RedKit obfuscated URL", "ET 
EXPLOIT_KIT HellSpawn EK Landing 1 May 24 2013", "ET EXPLOIT_KIT Cool Java Exploit 
Recent Jar (1)", "ET EXPLOIT_KIT Terror EK Payload Download M1 Mar 14 2017", "ET 
EXPLOIT_KIT RIG EK encrypted payload Sept 11 (1)", "ET MALWARE Karagany encrypted 
binary (3)", "ET EXPLOIT_KIT Underminer EK Flash/WAV Loader", "ET EXPLOIT_KIT 
SofosFO obfuscator string 19 Dec 12 - possible landing", "ET EXPLOIT_KIT StyX Landing 
Page", "ET EXPLOIT_KIT RIG EK Landing Feb 26 2016", "ET EXPLOIT_KIT Fiesta EK IE 
Exploit Apr 23 2015", "ET EXPLOIT_KIT Incognito Exploit Kit Checkin", "ET EXPLOIT_KIT 
Possible JDB Exploit Kit Class Request", "ET EXPLOIT_KIT RIG EK URI Struct Mar 13 
2017", "ET EXPLOIT_KIT DRIVEBY Nuclear EK IE Exploit CVE-2013-2551 March 12 2014", 
"ET EXPLOIT_KIT Exploit Kit Delivering JAR Archive to Client", "ET EXPLOIT_KIT Bingo 
Exploit Kit Landing May 08 2017", "ET EXPLOIT_KIT Fiesta SilverLight 5.x Exploit URI 
Struct", "ET EXPLOIT_KIT KaiXin Landing M3", "ET EXPLOIT_KIT DRIVEBY SPL - Landing 
Page Received", "ET EXPLOIT_KIT Sakura Exploit Kit Binary Load Request", "ET 
EXPLOIT_KIT Possible Java Applet JNLP applet_ssv_validated Click To Run Bypass 
(Reversed)", "ET EXPLOIT_KIT Evil Redirector Leading to EK September 04 2015", "ET 
EXPLOIT_KIT - Landing Page Requested - 15Alpha1Digit.php", "ET EXPLOIT_KIT TDS 
Sutra - cookie set RULEZ", "ET EXPLOIT_KIT Fiesta URI Struct", "ET EXPLOIT_KIT Evil 
Redirect Leading to EK Jul 28 2016", "ET EXPLOIT_KIT RIG Landing URI Struct March 20 
2015", "ET EXPLOIT_KIT RIG EK Payload Jun 26 2016", "ET EXPLOIT_KIT Suspicious JS 
Observed in Unknown EK Landing", "ET EXPLOIT_KIT Document.write Long Backslash 
UTF-16 Encoded Content - Exploit Kit Behavior Flowbit Set", "ET EXPLOIT_KIT BottleEK 
Plugin Check JS", "ET EXPLOIT_KIT Sundown EK Secondary Landing Apr 20 2015", "ET 
EXPLOIT_KIT Sweet Orange Landing with Applet Sep 30 2013", "ET EXPLOIT_KIT 
DRIVEBY Nuclear EK Landing May 05 2014", "ET EXPLOIT_KIT Hostile Gate landing seen 
with pamdql/Sweet Orange base64", "ET EXPLOIT_KIT KaiXin Landing M4", "ET 
EXPLOIT_KIT Possible Sakura Exploit Kit Version 1.1 document.write Fake 404 - Landing 
Page", "ET EXPLOIT_KIT SNET EK Encoded VBS 2", "ET EXPLOIT_KIT RIG EK 
Broken/Filtered Payload Download Jun 19 2017", "ET EXPLOIT_KIT Evil Redirector 
Leading to EK March 15 2017", "ET EXPLOIT_KIT ElTest Exploit Kit Redirection Script", 
"ET EXPLOIT_KIT Unknown_MM EK - Landing Page", "ET EXPLOIT_KIT Possible 
PurpleFox EK Redirect", "ET EXPLOIT_KIT SunDown EK RIP Landing M4 B642", "ET 
EXPLOIT_KIT Possible Archie/Metasploit SilverLight Exploit", "ET EXPLOIT_KIT Possible 
Styx EK SilverLight Payload", "ET EXPLOIT_KIT SunDown EK RIP Landing M3 B641", "ET 
EXPLOIT_KIT Possible PurpleFox EK Framework URI Struct Flash Request", "ET 
EXPLOIT_KIT DRIVEBY [PwC CTD] -- MultiGroup - ScanBox and Targetted Watering Holes 
ActiveX Call", "ET EXPLOIT_KIT SUSPICIOUS DNS Request for Grey Advertising Often 
Leading to EK", "ET EXPLOIT_KIT DRIVEBY Generic - Redirection to Kit - BrowserDetect 
with var stopit", "ET EXPLOIT_KIT Underminer EK Plugin Check", "ET EXPLOIT_KIT 
Possible Dynamic DNS Exploit Pack Landing Page /de/sN", "ET EXPLOIT_KIT Wordpress 
timthumb look-alike domain list RFI", "ET HUNTING SUSPICIOUS Java Lang Runtime in 
Response", "ET EXPLOIT_KIT - Possible Redkit 1-4 char JNLP request", "ET EXPLOIT_KIT 
ScanBox Jun 06 2015 M1 T1", "ET EXPLOIT_KIT Spelevo VBS Payload Downloaded", "ET 
EXPLOIT_KIT Evil Flash Redirector to RIG EK Dec 17 2014", "ET EXPLOIT_KIT CVE-2016-
0189 Exploit as Observed in Sundown/RIG EK (b643)", "ET EXPLOIT_KIT Possible 
Internet Explorer CVE-2014-6332 Common Construct b64 2 (Observed in Archie EK)", 
"ET EXPLOIT_KIT MWI Maldoc Exploit Kit Stats Callout", "ET EXPLOIT_KIT BHEK Payload 
Download (java only alternate method may overlap with 2017454)", "ET EXPLOIT_KIT 
Fiesta Flash Exploit URI Struct", "ET EXPLOIT_KIT CVE-2016-0189 Exploit as Observed in 
Sundown/RIG EK (b644)"  

PT Open "ATTACK [pt-open] Drupalgeddon2 <8.3.9 <8.4.6 <8.5.1 RCE through registration form 
(CVE-2018-7600)", "MALWARE [pt-open] Pegasus (Buhtrap/Ratopak) domain 



replication remote pipe check", "MALWARE [PTsecurity] Backdoor.Java.Adwind.cu", 
"ATTACK [pt-open] WordPress Plugin LearnDash LMS <2.5.4 Arbitrary file upload", 
"ATTACK [pt-open] Apache Struts 2.3.20-2.3.28.1 Privilege Escalation attempt", 
"ATTACK [pt-open] Apache2 <2.2.34 <2.4.27 Optionsbleed (CVE-2017-9798) Attempt", 
"ATTACK [pt-open] ISC BIND DNS TSIG authentication bypass successful (CVE-2017-
3143)", "MALWARE [pt-open] Bayrob pkt checker #0", "ATTACK [pt-open] DHCP Client 
Script WPAD option OS Command Injection (CVE-2018-1111)", "ATTACK [pt-open] 
Omnivista 8770 UnAuth RCE (AddJobSet)", "MALWARE [pt-open] 
RemoteAdmin.RemoteUtilities pkt checker #0", "ATTACK [pt-open] Mikrotik <6.42 
Password disclosure path traversal (CVE-2018-14847)", "ATTACK [pt-open] Exim <4.90.1 
Base64 Overflow RCE (CVE-2018-6789)", "SCAN [pt-open] Neutrino shell probing 
die(@md5(", "MALWARE [pt-open] Tofsee.bot connection detected", "MALWARE [pt-
open] RemoteAdmin.RemoteUtilities pkt checker #1", "ATTACK [pt-open] Exim 4.88, 
4.89 UAF RCE Attempt (CVE-2017-16943)", "MALWARE [pt-open] Tofsee.bot pkt57 
connection", "SCAN [pt-open] Neutrino shell probing die(md5(", "MALWARE [pt-open] 
Win32.Backdoor.Zegost.Auto connection pkt checker #0", "ATTACK [pt-open] Dnsmasq 
<2.78 Heap Based Buffer Overflow (CVE-2017-14492)", "ATTACK [pt-open] Nagios Core 
< 4.2.2 Curl Command Injection (CVE-2016-9565) RSS Request", "MALWARE [pt-open] 
Bayrob pkt checker #3", "ATTACK [pt-open] FreePBX 13/14 Remote Command 
Execution", "MALWARE [pt-open] Babylon RAT pkt checker #0", "MALWARE [pt-open] 
REMCOS pkt checker 1", "MALWARE [pt-open] Linux/BillGates pkt checker #0", 
"ATTACK [pt-open] Magento < 2.0.6 Arbitrary write file", "ATTACK [pt-open] Nfcapd 
DoS attempt caused inifinite loop", "ATTACK [pt-open] Mikrotik <6.41.3 <6.42rc27 RCE 
Attempt (CVE-2018-7445)", "ATTACK [pt-open] MS IIS 6.0 BO RCE (CVE-2017-7269)", 
"MALWARE [pt-open] Babylon RAT pkt checker #1", "ATTACK [pt-open] Nfcapd buffer 
overflow via incorrect flowset_length field attempt", "ATTACK [pt-open] MS RDP 
CredSSP Remote Code Execution MitM (CVE-2018-0886)", "ATTACK [pt-open] Mikrotik 
Router OS 6.38.4 Stack Clash RCE", "MALWARE [PTsecurity] Dyre/Trickbot/Dridex SSL 
connection #2", "MALWARE [pt-open] Cybergate/Rebhip/Spyrat Backdoor", 
"MALWARE [pt-open] LanternVPN connection pkt checker #1", "ATTACK [pt-open] 
Arbitrary PHP RCE in Drupal 8 < 8.5.11,8.6.10 (CVE-2019-6340)", "ATTACK [pt-open] 
ShellCode Upload Mikrotik <6.41.3 <6.42rc27 RCE (CVE-2018-7445)", "MALWARE [pt-
open] Win32.Backdoor.Zegost.Auto connection", "ATTACK [pt-open] SMB2 Create 
PSEXESVC.EXE", "MALWARE [PTsecurity] Dyre/Trickbot/Dridex SSL connection #0", 
"MALWARE [pt-open] Backdor.W32/Virut", "MALWARE [PTsecurity] Silent Trinity pkt 
checker #0", "ATTACK [PTsecurity] Spring Core RCE aka Spring4Shell Attempt", 
"MALWARE [pt-open] REMCOS pkt checker 2", "ATTACK [pt-open] FreePBX 13/14 
Remote Command Execution attempt", "MALWARE [pt-open] Bayrob pkt checker #1", 
"MALWARE [pt-open] Ozone RAT connection", "MALWARE [pt-open] LanternVPN 
connection pkt checker #0", "MALWARE [pt-open] Cybergate/Rebhip/Spyrat pkt 
checker #3", "ATTACK [pt-open] NT Trans Response", "MALWARE [PTsecurity] Silent 
Trinity RAT (post-exploitation agent)", "MALWARE [pt-open] Pegasus 
(Buhtrap/Ratopak) C2 connection", "MALWARE [pt-open] REMCOS pkt checker 3", 
"ATTACK [pt-open] EpicBanana Exploitation", "MALWARE [pt-open] Bayrob", "ATTACK 
[pt-open] Possible Dnsmasq <2.78 DHCPv6 Link Layer Address Stack Overflow (CVE-
2017-14493)", "ATTACK [pt-open] Attempt to crash named using malformed RNDC 
packet", "ATTACK [pt-open] Spring AMQP <1.7.4, 1.6.11, 1.5.7 Java Object 
Deserialization RCE (CVE--2017-8045)", "MALWARE [pt-open] Backdor.W32/Virut pkt 
checker #1", "MALWARE [pt-open] AMMYY RAT pkt checker #0", "MALWARE [pt-open] 
LanternVPN connection pkt checker #4", "ATTACK [pt-open] Metasploit MS17-010 
ETERNALCHAMPION Successful kernel data leak (CVE-2017-0146)", "MALWARE [pt-
open] Win32/Lethic.AF", "ATTACK [pt-open] PHP7 x86 heap overflow attempt via 
crafted zip archive", "ATTACK [pt-open] Raisecom GPON RCE via command injection 
(CVE-2019-7384)", "MALWARE [pt-open] Cybergate/Rebhip/Spyrat pkt checker #0", 
"ATTACK [pt-open] DHCP Client Script WPAD option Exploit (CVE-2018-1111)", 
"MALWARE [pt-open] Backdor.W32/Virut pkt checker #0", "MALWARE [pt-open] 
Pegasus (Buhtrap/Ratopak) credentials broadcast via Mailslot", "MALWARE [PTsecurity] 



Backdoor.Java.Adwind.cu pkt Checker flowbit set 4", "ATTACK [pt-open] FreePBX 13/14 
Malicious Filename Upload attempt", "ATTACK [pt-open] PHPMyAdmin web shell 
planting with log redirection", "ATTACK [pt-open] Petya ransomware perfc.dat 
component", "ATTACK [pt-open] Apple macOS 10.12.1/iOS 10 OCSP DDoS Attempt 
(CVE-2016-7636)", "MALWARE [pt-open] AMMYY RAT pkt checker #1", "ATTACK [pt-
open] Buffer Overflow via Negative HTTP Chunk size number (FFMPEG CVE-2016-
10190, WGET CVE-2017-13089, CVE-2017-13090)", "ATTACK [pt-open] Metasploit 
MS17-010 ETERNALBLUE Exploitation (CVE-2017-0144)", "ATTACK [PTsecurity] log4j 
RCE aka Log4Shell successful. Malicious LDAP response (CVE-2021-44228)", "ATTACK 
[pt-open] Cisco Adaptive Security Appliance 8.x SNMP overflow RCE Attempt", "ATTACK 
[pt-open] Modx Revolution CMS < 2.6.4 RCE by PoC (CVE-2018-1000207)", "ATTACK [pt-
open] Drupalgeddon2 <7.5.9 <8.4.8 <8.5.3 RCE (CVE-2018-7602)", "MALWARE [pt-
open] Bunitu.Proxy pkt checker #0", "ATTACK [PTsecurity] log4j RCE aka Log4Shell 
attempt (CVE-2021-44228)", "MALWARE [pt-open] PowerShell Empire Request HTTP 
Pattern", "MALWARE [pt-open] Linux/BillGates pkt checker #1", "MALWARE 
[PTsecurity] Backdoor.Java.Adwind.cu pkt Checker flowbit set 3", "ATTACK [pt-open] 
MySQL <= 5.7.15, 5.6.33, 5.5.53 root RCE/Privilege Escalation attempt", "ATTACK 
[PTSecurity] Cisco ASA and Cisco FTD possible DoS (CVE-2018-15454)", "MALWARE [pt-
open] RemoteAdmin.RemoteUtilities pkt checker #3", "MALWARE [PTsecurity] 
Backdoor.Java.Adwind.cu pkt Checker flowbit set 2", "MALWARE [pt-open] 
Bunitu.Proxy", "ATTACK [pt-open] MikroTik Firewall & NAT Bypass (CVE-2019-3924)", 
"MALWARE [pt-open] LanternVPN connection pkt checker #2", "MALWARE [pt-open] 
Babylon RAT (Dodiw.A VT) Check-in", "MALWARE [pt-open] Backdoor.Win32/Remcos 
RAT connection", "ATTACK [pt-open] Webexservice remote priveleged command 
execution (CVE-2018-15442)", "MALWARE [pt-open] Babylon RAT C2 conversation pkt 
checker #2", "MALWARE [pt-open] Babylon RAT C2 Client Request", "MALWARE [pt-
open] Babylon RAT unset", "MALWARE [pt-open] Neutrino Bot Check-in", "ATTACK [pt-
open] Apache Portals Pluto 3.0.0 RCE (CVE-2018-1306)", "ATTACK [pt-open] ISC BIND 
DNS TSIG authentication bypass attempt (CVE-2017-3143, HMAC_SHA256)", "ATTACK 
[pt-open] GitHub Electron <1.8.2-beta.4, <1.7.11, <1.6.16 protocol handler RCE (CVE-
2018-1000006)", "ATTACK [pt-open] Nfcapd buffer overflow with large 
scope_field_count field attempt", "ATTACK [pt-open] GraphicsMagick popen shell 
vulnerability", "MALWARE [pt-open] Tofsee.bot pkt200 connection", "ATTACK [pt-open] 
SVN/Git Remote Code Execution through malicious (svn+,git+)ssh:// URL (Multiple 
CVEs)", "ATTACK [pt-open] SAP NetWeaver AS Java UDDI 7.11-7.50 SQL Injection (CVE-
2016-2386)", "ATTACK [pt-open] Successful Mikrotik <6.41.3 <6.42rc27 RCE (CVE-2018-
7445)", "MALWARE [pt-open] Tofsee.bot pkt97 sequence", "ATTACK [pt-open] Cisco 
Adaptive Security Appliance 8.x SNMP overflow RCE Probe", "ATTACK [pt-open] Nagios 
Core < 4.2.2 Curl Command Injection (CVE-2016-9565) Attempt", "ATTACK [pt-open] 
MS Edge WScript Command Injection RCE (CVE-2018-8495)", "ATTACK [pt-open] Cisco 
Smart Install 15.2(5)E RCE (CVE-2018-0171)", "MALWARE [pt-open] Bayrob detected ", 
"MALWARE [pt-open] Bayrob pkt checker #2", "MALWARE [PTsecurity] Silent Trinity pkt 
checker #1", "ATTACK [pt-open] LSASS Remote Memory Corruption Successful LSASS 
Inf. loop (MS16-137)", "ATTACK [pt-open] Apache2 <2.2.34 <2.4.27 Optionsbleed (CVE-
2017-9798) Leak", "ATTACK [pt-open] GitStack Arbitrary PHP upload RCE (CVE-2018-
5955)", "MALWARE [pt-open] Babylon RAT C2 Server Response", "ATTACK [pt-open] 
Metasploit MS17-010 ETERNALCHAMPION. Non-Fragmented NT Trans Request with 
command NT Rename (CVE-2017-0146)", "ATTACK [pt-open] Jenkins sandbox bypassing 
RCE (CVE-2019-1003000/1/2)", "ATTACK [pt-open] Samba RCE exploitation attempt 
(SambaCry)", "ATTACK [pt-open] Nagios Core < 4.2.2 Curl Command Injection (CVE-
2016-9565) Remote Script Execution", "ATTACK [pt-open] iOS 10.1.x Remote memory 
corruption through certificate file Attempt", "MALWARE [pt-open] Bunitu.Proxy pkt 
checker #1", "ATTACK [pt-open] Kibana < 6.4.3 <5.6.13 Arbitrary File 
Inclusion/Disclosure/RCE attempt (CVE-2018-17245)", "MALWARE [pt-open] 
Win32/Lethic.AF connection pkt checker #0", "MALWARE [PTsecurity] 
Backdoor.Java.Adwind.cu pkt Checker flowbit set 5", "ATTACK [pt-open] LSASS Remote 
Memory Corruption Attempt (MS16-137)", "ATTACK [pt-open] BadTunnel NBNS 



response after NBSTAT query", "ATTACK [pt-open] Omnivista 8770 UnAuth RCE 
(AddJob)", "ATTACK [pt-open] Raisecom GPON RCE via command injection (CVE-2019-
7385)", "ATTACK [pt-open] Remote WMI Win32_Process create", "MALWARE 
[PTsecurity] Backdoor.Java.Adwind.cu Certificate flowbit set 1", "INFO [pt-open] DNS 
RRSIG without covered RR (CVE-2016-9147)", "ATTACK [pt-open] Metasploit MS17-010 
ETERNALROMANCE exploitation (CVE-2017-0143)", "ATTACK [pt-open] Webexservice 
Service Probe (CVE-2018-15442)", "MALWARE [pt-open] Cybergate/Rebhip/Spyrat pkt 
checker #1", "ATTACK [pt-open] Cisco Prime Infrastructure < 3.4.1 & 3.3.1 TFTP RCE 
(CVE-2018-15379)", "MALWARE [pt-open] RemoteAdmin.RemoteUtilities pkt checker 
#2", "MALWARE [pt-open] PowerShell Empire stager receive over HTTP", "ATTACK [pt-
open] Mismatch URI and Host header. Possible Squid cache poisoning", "MALWARE [pt-
open] Cybergate/Rebhip/Spyrat pkt checker #2", "MALWARE [pt-open] 
Trojan.Ranapama.JH", "MALWARE [pt-open] REMCOS pkt checker 0", "MALWARE [pt-
open] Backdor.W32/Virut pkt checker #2", "ATTACK [pt-open] Omnivista 8770 UnAuth 
RCE (ExecuteNow)", "ATTACK [pt-open] Apache Continuum <= v1.4.2 CMD Injection", 
"MALWARE [pt-open] Win32/Lethic.AF connection pkt checker #1", "ATTACK [pt-open] 
Suspicious Remote WMI Win32_Process create", "ATTACK [pt-open] Possible Mikcrotik 
Router OS 6.38.4 Stack Clash RCE", "ATTACK [pt-open] Flowbits for SMB NTTrans 
Request", "MALWARE [pt-open] Bayrob pkt sequence detected set", "ATTACK [pt-open] 
Possible HTTPoxy HTTP_PROXY value spoofing", "ATTACK [pt-open] PHP Object 
Deserialization RCE POP Chain (Guzzle/RCE1)", "ATTACK [pt-open] Apache Struts < 
2.3.32 < 2.5.10.1 RCE through Jakarta Multipart parser Attempt", "ATTACK [pt-open] 
Safari 10.0.3 UAF RCE (CVE-2017-2491)", "MALWARE [pt-open] 
Win32/RemoteAdmin.RemoteUtilities pkt checker #4", "ATTACK [pt-open] 
Unimplemented Trans2 Sub-Command code. Possible ETERNALBLUE (WannaCry, Petya) 
tool", "MALWARE [pt-open] Ozone RAT connection pkt#0", "MALWARE [PTsecurity] 
Dyre/Trickbot/Dridex SSL connection #1", "ATTACK [pt-open] GNU Wget < 1.18 
Arbitrary File Upload / Potential Remote Code Execution", "ATTACK [pt-open] GNU 
Wget http request", "MALWARE [pt-open] Trojan.Ranapama.JH pkt checker #0", 
"MALWARE [pt-open] Trojan.Ranapama.JH pkt checker #1", "MALWARE [pt-open] 
LanternVPN connection pkt checker #3", "ATTACK [pt-open] Metasploit MS17-010 
ETERNALCHAMPION Race Condition Exploit. NT Trans Secondary packet follows NT 
Trans Req (CVE-2017-0146)", "ATTACK [pt-open] Possible Dnsmasq <2.78 DHCPv6 
Sensitive info leak (CVE-2017-14494)", "ATTACK [PTsecurity] Windows Server DNS RCE 
aka SIGRed (CVE-2020-1350) - Query response", "ATTACK [pt-open] MS Exchange 2010-
2019 Possible privilege escalation (CVE-2018-8581)", "MALWARE [pt-open] 
Linux/BillGates", "MALWARE [pt-open] Linux/BillGates pkt checker #2"  

GeoIP защита от 
удаленных 
подключений 

"GeoIP TCP remote connect to 443 from DE", "GeoIP TCP remote connect to 443 from 
NL", "GeoIP TCP remote connect to 2443 from AU", "GeoIP TCP remote connect to 
3443 from RO", "GeoIP TCP remote connect to 4443 from ES", "GeoIP UDP remote 
connect to 500 from DE", "GeoIP TCP remote connect to 3443 from TW", "GeoIP UDP 
remote connect to 4500 from NL", "GeoIP TCP remote connect to 22 from TW", "GeoIP 
TCP remote connect to 3443 from CN", "GeoIP UDP remote connect to 4500 from AU", 
"GeoIP UDP remote connect to 4500 from PT", "GeoIP UDP remote connect to 4500 
from TW", "GeoIP TCP remote connect to 2443 from UA", "GeoIP UDP remote connect 
to 4500 from ES", "GeoIP TCP remote connect to 1443 from JP", "GeoIP TCP remote 
connect to 22 from RO", "GeoIP TCP remote connect to 1723 from PT", "GeoIP TCP 
remote connect to 1723 from NL", "GeoIP TCP remote connect to 3443 from PT", 
"GeoIP TCP remote connect to 1443 from AU", "GeoIP TCP remote connect to 3443 
from NL", "GeoIP TCP remote connect to 443 from CN", "GeoIP TCP remote connect to 
22 from JP", "GeoIP TCP remote connect to 4443 from DE", "GeoIP TCP remote connect 
to 2443 from DE", "GeoIP TCP remote connect to 22 from ES", "GeoIP TCP remote 
connect to 1443 from NL", "GeoIP TCP remote connect to 1723 from AU", "GeoIP UDP 
remote connect to 4500 from DE", "GeoIP UDP remote connect to 4500 from CN", 
"GeoIP UDP remote connect to 500 from RO", "GeoIP TCP remote connect to 2443 
from RO", "GeoIP TCP remote connect to 4443 from NL", "GeoIP TCP remote connect to 
4443 from PT", "GeoIP TCP remote connect to 3443 from DE", "GeoIP TCP remote 



connect to 22 from NL", "GeoIP TCP remote connect to 2443 from JP", "GeoIP UDP 
remote connect to 500 from TW", "GeoIP UDP remote connect to 4500 from UA", 
"GeoIP TCP remote connect to 22 from UA", "GeoIP TCP remote connect to 1443 from 
TW", "GeoIP TCP remote connect to 1443 from RO", "GeoIP TCP remote connect to 443 
from UA", "GeoIP TCP remote connect to 443 from PT", "GeoIP TCP remote connect to 
1723 from ES", "GeoIP TCP remote connect to 2443 from CN", "GeoIP TCP remote 
connect to 3443 from JP", "GeoIP TCP remote connect to 1723 from TW", "GeoIP TCP 
remote connect to 1723 from RO", "GeoIP TCP remote connect to 2443 from TW", 
"GeoIP TCP remote connect to 1443 from PT", "GeoIP UDP remote connect to 500 from 
JP", "GeoIP UDP remote connect to 500 from PT", "GeoIP TCP remote connect to 443 
from AU", "GeoIP TCP remote connect to 1443 from ES", "GeoIP UDP remote connect 
to 4500 from RO", "GeoIP UDP remote connect to 500 from AU", "GeoIP TCP remote 
connect to 1723 from DE", "GeoIP TCP remote connect to 443 from JP", "GeoIP TCP 
remote connect to 3443 from ES", "GeoIP UDP remote connect to 4500 from JP", 
"GeoIP TCP remote connect to 4443 from AU", "GeoIP TCP remote connect to 22 from 
CN", "GeoIP TCP remote connect to 443 from ES", "GeoIP TCP remote connect to 1443 
from UA", "GeoIP UDP remote connect to 500 from NL", "GeoIP TCP remote connect to 
22 from PT", "GeoIP UDP remote connect to 500 from CN", "GeoIP TCP remote connect 
to 1443 from CN", "GeoIP TCP remote connect to 1443 from DE", "GeoIP TCP remote 
connect to 3443 from UA", "GeoIP TCP remote connect to 4443 from TW", "GeoIP TCP 
remote connect to 2443 from ES", "GeoIP TCP remote connect to 3443 from AU", 
"GeoIP TCP remote connect to 4443 from JP", "GeoIP TCP remote connect to 1723 from 
JP", "GeoIP TCP remote connect to 443 from RO", "GeoIP UDP remote connect to 500 
from UA", "GeoIP TCP remote connect to 4443 from CN", "GeoIP TCP remote connect 
to 2443 from PT", "GeoIP UDP remote connect to 500 from ES", "GeoIP TCP remote 
connect to 1723 from CN", "GeoIP TCP remote connect to 443 from TW", "GeoIP TCP 
remote connect to 22 from AU", "GeoIP TCP remote connect to 2443 from NL", "GeoIP 
TCP remote connect to 4443 from RO", "GeoIP TCP remote connect to 1723 from UA", 
"GeoIP TCP remote connect to 22 from DE", "GeoIP TCP remote connect to 4443 from 
UA" 

Попытки сканирования 
сети 

"ET SCAN RDP Connection Attempt from Nmap", "ET SCAN NETWORK Incoming 
Masscan detected", "ET WEB_SERVER IIS 8.3 Filename With Wildcard (Possible File/Dir 
Bruteforce)", "GPL SCAN SSH Version map attempt", "ET SCAN SSH BruteForce Tool 
with fake PUTTY version", "ET SCAN WordPress HelloThinkCMF Scan", "ET SCAN Grim's 
Ping ftp scanning tool", "ET WEB_SERVER Fake Googlebot UA 2 Inbound", "ET SCAN 
crimscanner User-Agent detected", "ET SCAN DNS Query for allports.exposed", "GPL 
SCAN SolarWinds IP scan attempt", "ET SCAN WordPress Scanner Performing Multiple 
Requests to Windows Live Writer XML", "ET SCAN NYU Internet Census UA Inbound", 
"ET SCAN ICMP =XXXXXXXX Likely Precursor to Scan", "ET SCAN Zmap User-Agent 
(Inbound)", "ET POLICY ASafaWeb Scan User-Agent (asafaweb.com)", "SCAN Behavioral 
Unusually fast Terminal Server Traffic Potential Scan or Infection (Inbound)", "ET SCAN 
NETWORK Outgoing Masscan detected", "ET SCAN H.323 Scanning device", "ET INFO 
NYU Internet HTTP/SSL Census Scan" 

GeoIP Территории 
Африки и зависимые 
территории 

"GeoIP Территорий Африки и зависимые src,территории", "GeoIP Территорий 
Африки и зависимые dst,территории" 

Атаки на web-
приложения 

"ET WEB_SPECIFIC_APPS Apache Archive deleteArtifact script Cross Site Scripting 
Attempt", "ET WEB_SPECIFIC_APPS RJ-iTop Network Vulnerabilities Scan System id 
UPDATE SET SQL Injection Attempt", "ET WEB_SPECIFIC_APPS WordPress Contact Form 
Maker Plugin - SQL Injection 1", "ET WEB_SPECIFIC_APPS ClickTech ClickContact SQL 
Injection Attempt -- default.asp In UPDATE", "ET WEB_SPECIFIC_APPS dB Masters 
Curium CMS SQL Injection Attempt -- news.php c_id UPDATE", "ET WEB_SPECIFIC_APPS 
TCExam tce_xml_user_results.php script SELECT FROM SQL Injection Attempt", "ET 
WEB_SPECIFIC_APPS Infinitytechs Restaurants CM SQL Injection Attempt -- 
meal_rest.asp mealid ASCII", "ET WEB_SPECIFIC_APPS WHCMS banco Parameter 
Remote File inclusion Attempt", "ET WEB_SPECIFIC_APPS phpBB2 Plus SQL Injection 
Attempt -- admin_acronyms.php id DELETE", "ET WEB_SPECIFIC_APPS 2z Project SQL 



Injection Attempt -- rating.php rating INSERT", "ET WEB_SPECIFIC_APPS FipsSHOP SQL 
Injection Attempt -- index.asp cat UNION SELECT", "ET WEB_SPECIFIC_APPS Kalptaru 
Infotech Automated Link Exchange Portal cat_id Parameter SQL Injection", "ET 
WEB_SPECIFIC_APPS Fixit iDMS Pro Image Gallery SQL Injection Attempt -- showfile.asp 
fid UNION SELECT", "ET WEB_SPECIFIC_APPS DaFun Spirit lgsl_players.php lgsl_path 
Parameter Remote File Inclusion", "ET WEB_SPECIFIC_APPS LI-Guestbook SQL Injection 
Attempt -- guestbook.php country UPDATE", "ET WEB_SPECIFIC_APPS User Agent (SQLi 
Injection / Scanning)", "ET WEB_SPECIFIC_APPS WordPress SQL Injection Attempt -- 
wp-trackback.php INSERT", "ET WEB_SPECIFIC_APPS WordPress Video Lead Form 
plugin errMsg parameter Cross Site Scripting Attempt", "ET WEB_SPECIFIC_APPS 
Digiappz DigiAffiliate SQL Injection Attempt -- visu_user.asp id DELETE", "ET 
WEB_SPECIFIC_APPS KLF-DESIGN (aka Kim L. Fraser) KLF-REALTY SQL Injection Attempt 
-- search_listing.asp category UPDATE", "ET WEB_SPECIFIC_APPS PHP-Update SQL 
Injection Attempt -- guestadd.php newwebsite ASCII", "ET WEB_SPECIFIC_APPS phpBB2 
Plus SQL Injection Attempt -- admin_acronyms.php id INSERT", "ET 
WEB_SPECIFIC_APPS DMXReady Secure Login Manager SQL Injection Attempt -- 
send_password_preferences.asp UNION SELECT", "ET WEB_SPECIFIC_APPS Super Link 
Exchange Script SQL Injection Attempt -- directory.php cat UNION SELECT", "ET 
WEB_SPECIFIC_APPS Joomla com_jshop pid Parameter SELECT FROM SQL Injection 
Attempt", "ET WEB_SPECIFIC_APPS Joomla! JoomlaFacebook Component DELETE 
FROM SQL Injection", "ET WEB_SPECIFIC_APPS vtiger CRM service parameter Cross Site 
Scripting Attempt", "ET WEB_SPECIFIC_APPS PHP-Nuke SQL Injection Attempt -- 
modules.php cid DELETE", "ET WEB_SPECIFIC_APPS phpBMS 
invoices_discount_ajax.php id Parameter INSERT INTO SQL Injection Attempt", "ET 
WEB_SPECIFIC_APPS Image Gallery with Access Database SQL Injection Attempt -- 
default.asp page UNION SELECT", "ET WEB_SPECIFIC_APPS Nabopoll SQL Injection 
Attempt -- result.php surv DELETE", "ET WEB_SPECIFIC_APPS Nicola Asuni All In One 
Control Panel (AIOCP) SQL Injection Attempt -- cp_functions_downloads.php 
download_category SELECT", "ET WEB_SPECIFIC_APPS SERWeb main_prepend.php 
functionsdir Parameter Remote File Inclusion", "ET WEB_SPECIFIC_APPS Burak Yylmaz 
Download Portal SQL Injection Attempt -- ASPKAT.ASP id UPDATE", "ET 
WEB_SPECIFIC_APPS Rapid Classified SQL Injection Attempt -- viewad.asp id SELECT", 
"ET WEB_SPECIFIC_APPS joomla com_edir controller parameter Local File Inclusion 
vulnerability", "ET WEB_SPECIFIC_APPS Martyn Kilbryde Newsposter Script SQL 
Injection Attempt -- news_page.asp uid INSERT", "ET WEB_SERVER Possible HTTP 503 
XSS Attempt (Internal Source)", "ET WEB_SPECIFIC_APPS My Little Forum SQL Injection 
Attempt -- user.php id ASCII", "ET WEB_SPECIFIC_APPS ASPMForum SQL Injection 
Attempt -- forum2.asp soruid SELECT", "ET WEB_SPECIFIC_APPS IBM Possible Lotus 
Domino readme.nsf Cross Site Scripting Attempt", "ET WEB_SPECIFIC_APPS MGinternet 
Property Site Manager SQL Injection Attempt -- listings.asp l DELETE", "ET 
WEB_SPECIFIC_APPS MyStats SQL Injection Attempt -- mystats.php details SELECT", "ET 
WEB_SPECIFIC_APPS Connectix Boards SQL Injection Attempt -- index.php p_skin 
UNION SELECT", "ET WEB_SPECIFIC_APPS LushiNews SQL Injection Attempt -- 
comments.php id UNION SELECT", "ET EXPLOIT Joomla RCE (JDatabaseDriverMysqli)", 
"ET WEB_SPECIFIC_APPS Joomla! SQL Injection Attempt -- menu.php UPDATE", "ET 
WEB_SPECIFIC_APPS All In One Control Panel (AIOCP) SQL Injection Attempt -- 
cp_authorization.php xuser_name INSERT", "ET WEB_SPECIFIC_APPS PhotoSmash 
action Parameter Cross Site Scripting Attempt", "ET WEB_SPECIFIC_APPS RecordPress 
rp-menu.php sess_user Parameter Cross Site Scripting Attempt", "ET 
WEB_SPECIFIC_APPS VerliAdmin SQL Injection Attempt -- repass.php nick INSERT", "ET 
WEB_SPECIFIC_APPS Doug Luxem Liberum Help Desk SQL Injection Attempt -- 
update.asp uid UNION SELECT", "ET WEB_SPECIFIC_APPS Digiappz DigiAffiliate SQL 
Injection Attempt -- visu_user.asp id SELECT", "ET WEB_SERVER Possible DROP SQL 
Injection Attempt", "ET WEB_SPECIFIC_APPS Calendar MX BASIC SQL Injection Attempt 
-- calendar_detail.asp ID UNION SELECT", "ET WEB_SPECIFIC_APPS chatwm SQL 
Injection Attempt -- SelGruFra.asp txtPas SELECT", "ET WEB_SPECIFIC_APPS dol storye 
SQL Injection Attempt -- dettaglio.asp id_doc SELECT", "ET WEB_SPECIFIC_APPS 



Aktueldownload Haber script SQL Injection Attempt -- rss.asp kid UNION SELECT", "ET 
WEB_SPECIFIC_APPS phpRS id parameter INSERT INTO SQL Injection Attempt", "ET 
WEB_SPECIFIC_APPS Group-Office comment_id Parameter UNION SELECT SQL Injection 
Attempt", "ET ACTIVEX Vulnerable Microsoft Video ActiveX CLSID access (41)", "ET 
WEB_SPECIFIC_APPS fipsCMS SQL Injection Attempt -- index.asp fid DELETE", "ET 
WEB_SPECIFIC_APPS Jenkins Chained Exploits CVE-2018-1000861 and CVE-2019-
1003000 M2", "ET WEB_SPECIFIC_APPS Joomla GoogleMaps Plugin Open Proxy 
Access", "ET WEB_SPECIFIC_APPS JGBBS SQL Injection Attempt -- search.asp title 
UNION SELECT", "ET WEB_SPECIFIC_APPS Interactive Web Solutions site_info.php 
UNION SELECT SQL Injection Attempt", "ET WEB_SPECIFIC_APPS cpCommerce SQL 
Injection Attempt -- manufacturer.php id_manufacturer DELETE", "ET 
WEB_SPECIFIC_APPS HP System Management Homepage Input Validation Cross Site 
Scripting Attempt", "ET WEB_SPECIFIC_APPS Design4Online UserPages2 SQL Injection 
Attempt -- page.asp art_id INSERT", "ET WEB_SPECIFIC_APPS Design4Online 
UserPages2 SQL Injection Attempt -- page.asp art_id UNION SELECT", "ET 
WEB_SPECIFIC_APPS WeBid active_auctions.php lan Parameter Local File inclusion 
Attempt", "ET WEB_SPECIFIC_APPS Connectix Boards SQL Injection Attempt -- 
index.php p_skin DELETE", "ET WEB_SPECIFIC_APPS Virtuemart SQL Injection Attempt -
- virtuemart_parser.php product_id INSERT", "ET ACTIVEX Snapshot Viewer for 
Microsoft Access ActiveX Control Arbitrary File Download (1)", "ET WEB_SPECIFIC_APPS 
webSPELL SQL Injection Attempt -- gallery.php picID UPDATE", "ET WEB_SPECIFIC_APPS 
Joomla! SQL Injection Attempt -- contacts.php text ASCII", "ET WEB_SPECIFIC_APPS 
iGaming CMS reviews.php browse parameter SQL injection", "ET WEB_SPECIFIC_APPS 
NewSolved newsscript.php idneu Parameter SQL Injection", "ET WEB_SPECIFIC_APPS 
Fixit iDMS Pro Image Gallery SQL Injection Attempt -- showfile.asp fid SELECT", "ET 
WEB_SPECIFIC_APPS MODx CMS snippet.reflect.php reflect_base Remote File 
Inclusion", "ET WEB_SPECIFIC_APPS Joomla portalid Component DELETE FROM SQL 
Injection", "ET WEB_SPECIFIC_APPS bbPress SQL Injection Attempt -- formatting-
functions.php UPDATE", "ET WEB_SPECIFIC_APPS Nuke Evolution Xtreme pid 
Parameter DELETE FROM SQL Injection Attempt", "ET WEB_SPECIFIC_APPS 
AnnonceScriptHP SQL Injection Attempt -- fiche_membre.php idmembre INSERT", "ET 
WEB_SPECIFIC_APPS e-Vision CMS SQL Injection Attempt -- style.php template 
INSERT", "ET WEB_SPECIFIC_APPS eNdonesia SQL Injection Attempt -- mod.php cid 
ASCII", "ET WEB_SPECIFIC_APPS DUware DUdownload SQL Injection Attempt -- 
detail.asp action SELECT", "ET WEB_SPECIFIC_APPS BPG-InfoTech Content 
Management System SQL Injection Attempt -- publications_list.asp vjob DELETE", "ET 
WEB_SPECIFIC_APPS The Address Book SQL Injection Attempt -- user.php newuserType 
SELECT", "ET WEB_SERVER Joomla Component SQLi Attempt", "ET WEB_SPECIFIC_APPS 
JiRos FAQ Manager SQL Injection Attempt -- index.asp tID DELETE", "ET 
WEB_SPECIFIC_APPS coRED CMS rubID Parameter DELETE FROM SQL Injection 
Attempt", "ET WEB_SPECIFIC_APPS Mathis Dirksen-Thedens ZephyrSoft Toolbox 
Address Book Continued (ABC) SQL Injection Attempt -- functions.php id INSERT", "ET 
WEB_SPECIFIC_APPS Rialto SQL Injection Attempt -- listmain.asp cat INSERT", "ET 
WEB_SERVER Possible MySQL SQLi Attempt Information Schema Access", "ET 
WEB_SPECIFIC_APPS Particle Blogger SQL Injection Attempt -- post.php postid ASCII", 
"ET WEB_SPECIFIC_APPS Rialto SQL Injection Attempt -- listfull.asp ID INSERT", "ET 
WEB_SPECIFIC_APPS Joomla SQL Reports user_id Parameter DELETE FROM SQL 
Injection Attempt", "ET WEB_SPECIFIC_APPS VerliAdmin SQL Injection Attempt -- 
repass.php nick_mod INSERT", "ET WEB_SPECIFIC_APPS Ideal MooFAQ Joomla 
Component file_includer.php file Parameter Local File Inclusion", "ET ACTIVEX 
Vulnerable Microsoft Video ActiveX CLSID access (44)", "ET WEB_SPECIFIC_APPS DVD 
Rental Software cat_id parameter INSERT INTO SQL Injection Attempt", "ET 
WEB_SPECIFIC_APPS Enthrallweb eHomes SQL Injection Attempt -- compareHomes.asp 
clear UPDATE", "ET WEB_SPECIFIC_APPS Joomla Component com_jmsfileseller view 
Parameter Local File Inclusion Attempt", "ET WEB_SPECIFIC_APPS McAfee Email 
Gateway QtnType Parameter Cross Site Scripting Attempt", "ET WEB_SPECIFIC_APPS 
Superfreaker Studios UPublisher SQL Injection Attempt -- sendarticle.asp INSERT", "ET 



WEB_SPECIFIC_APPS Comersus Shop Cart SQL Injection Attempt -- 
comersus_optReviewReadExec.asp idProduct DELETE", "ET WEB_SPECIFIC_APPS All In 
One Control Panel SQL Injection Attempt -- cp_menu_data_file.php menu UPDATE", 
"ET WEB_SPECIFIC_APPS Neocrome Seditio SQL Injection Attempt -- polls.php id UNION 
SELECT", "ET WEB_SPECIFIC_APPS PHPKit SQL Injection Attempt -- include.php catid 
INSERT", "ET WEB_SPECIFIC_APPS Francisco Burzi PHP-Nuke SQL Injection Attempt -- 
block-Old_Articles.php cat SELECT", "ET WEB_SPECIFIC_APPS ClickTech ClickContact 
SQL Injection Attempt -- default.asp AlphaSort INSERT", "ET WEB_SPECIFIC_APPS 
Woltlab Burning Board SQL Injection Attempt -- usergroups.php INSERT", "ET 
WEB_SPECIFIC_APPS Neuron Blog SQL Injection Attempt -- addcomment2.php 
commentmail SELECT", "ET WEB_SPECIFIC_APPS Infinitytechs Restaurants CM SQL 
Injection Attempt -- meal_rest.asp mealid INSERT", "ET WEB_SERVER Likely Malicious 
Request for /proc/<pid>/cmdline", "ET WEB_SPECIFIC_APPS Easebay Resources Login 
Manager SQL Injection Attempt -- memberlist.php init_row UNION SELECT", "ET 
WEB_SPECIFIC_APPS AJ Forum SQL Injection Attempt -- topic_title.php td_id DELETE", 
"ET WEB_SPECIFIC_APPS PHP JackKnife SQL Injection Attempt -- G_Display.php 
iCategoryUnq UPDATE", "ET WEB_SPECIFIC_APPS WordPress Thinkun Remind Plugin 
dirPath Remote File Disclosure Vulnerability", "ET WEB_SPECIFIC_APPS RoseOnline 
CMS LFI Attempt", "ET PHISHING Apple Phishing Panel Accessed on External 
Compromised Server", "ET WEB_SPECIFIC_APPS Shape Web Solutions imprimir.php 
UNION SELECT SQL Injection Attempt", "ET WEB_CLIENT Generic WSO Webshell 
Password Prompt Accessed on External Compromised Server", "ET WEB_SPECIFIC_APPS 
Superfreaker Studios UPublisher SQL Injection Attempt -- printarticle.asp ASCII", "ET 
WEB_SPECIFIC_APPS Wallpaper Complete Website SQL Injection Attempt -- 
process.php password UNION SELECT", "ET WEB_SPECIFIC_APPS CandyPress Store SQL 
Injection Attempt -- openPolicy.asp policy UPDATE", "ET WEB_SPECIFIC_APPS DGNews 
SQL Injection Attempt -- news.php newsid SELECT", "ET WEB_SPECIFIC_APPS 20/20 
Auto Gallery SQL Injection Attempt -- vehiclelistings.asp year SELECT", "ET 
WEB_SPECIFIC_APPS LushiWarPlaner SQL Injection Attempt -- register.php id INSERT", 
"ET WEB_SPECIFIC_APPS Wordpress 2.2 SQL Injection Attempt -- xmlrpc.php ASCII", "ET 
WEB_SPECIFIC_APPS Burak Yylmaz Download Portal SQL Injection Attempt -- 
HABERLER.ASP kid UPDATE", "ET WEB_SPECIFIC_APPS Coppermine Photo Gallery SQL 
Injection Attempt -- albmgr.php cat DELETE", "ET WEB_SPECIFIC_APPS Celepar module 
for Xoops aviso.php codigo SQL injection", "ET WEB_SPECIFIC_APPS Joomla com_jshop 
component pid Parameter UPDATE SET SQL Injection Attempt", "ET 
WEB_SPECIFIC_APPS xNews SQL Injection Attempt -- xNews.php id SELECT", "ET 
WEB_SPECIFIC_APPS Fatwiki monatsblatt.php Remote File Inclusion Attempt", "ET 
WEB_SPECIFIC_APPS Digiappz DigiAffiliate SQL Injection Attempt -- visu_user.asp id 
UPDATE", "ET WEB_SPECIFIC_APPS X-dev xNews SQL Injection Attempt -- 
class.news.php q ASCII", "ET WEB_SPECIFIC_APPS MyFusion last_seen_users_panel.php 
settings Parameter Local File Inclusion Attempt", "ET WEB_SERVER Possible Apache 
Struts OGNL Expression Injection", "ET WEB_SPECIFIC_APPS Just For Fun Network 
Management System (JFFNMS) SQL Injection Attempt -- auth.php pass UNION SELECT", 
"ET WEB_SPECIFIC_APPS Hunkaray Duyuru Scripti SQL Injection Attempt -- oku.asp id 
UNION SELECT", "ET WEB_SERVER HP LaserJet Printer Cross Site Scripting Attempt", "ET 
WEB_SPECIFIC_APPS PHP-Nuke Surveys pollID parameter INSERT INTO SQL Injection 
Attempt", "ET WEB_SERVER PHP Possible data Remote File Inclusion Attempt", "ET 
WEB_SPECIFIC_APPS VTiger CRM module_name parameter Local File Inclusion 
Attempt", "ET WEB_SPECIFIC_APPS Keynect Ecommerce SQL Injection Attempt -- 
products.php ctf SELECT", "ET WEB_SPECIFIC_APPS Jasmine CMS SQL Injection Attempt 
-- login.php login_username UPDATE", "ET WEB_SPECIFIC_APPS Online Web Building 
SQL Injection Attempt -- page.asp art_id UPDATE", "ET WEB_SPECIFIC_APPS ClickTech 
Click Gallery SQL Injection Attempt -- gallery.asp orderby INSERT", "ET 
WEB_SPECIFIC_APPS evision cms addnewsletter.php module parameter Local File 
Inclusion", "ET WEB_SPECIFIC_APPS Fixit iDMS Pro Image Gallery SQL Injection Attempt 
-- filelist.asp show_id UPDATE", "ET WEB_SERVER ImageMagick CVE-2016-3715 File 
Deletion Inbound (ephermeral:+ mvg)", "ET WEB_SPECIFIC_APPS WordPress Tune 



Library Plugin letter parameter UPDATE SET SQL Injection Attempt", "ET 
WEB_SPECIFIC_APPS Woltlab Burning Board (wBB) SQL Injection Attempt -- search.php 
board SELECT", "ET WEB_SPECIFIC_APPS Francisco Burzi PHP-Nuke SQL Injection 
Attempt -- index.php ad_code UNION SELECT", "ET WEB_SPECIFIC_APPS Rialto SQL 
Injection Attempt -- listmain.asp cat DELETE", "ET WEB_SPECIFIC_APPS FireStats 
window-add-excluded-ip.php Cross Site Scripting Attempt", "ET WEB_SPECIFIC_APPS 
Possible Apache Tomcat Host Manager Cross Site Scripting Attempt", "ET ACTIVEX 
Gesytec ElonFmt ActiveX Component GetItem1 member Buffer Overflow Attempt", "ET 
WEB_SPECIFIC_APPS DMXReady Secure Login Manager SQL Injection Attempt -- 
content.asp sent UNION SELECT", "ET WEB_SPECIFIC_APPS Easyedit CMS news.php 
intPageID parameter sql injection", "ET WEB_SPECIFIC_APPS PunBB profile_send.php 
pun_user language Parameter Local File Inclusion", "ET WEB_SPECIFIC_APPS Enthusiast 
SQL Injection Attempt -- show_owned.php cat SELECT", "ET WEB_SPECIFIC_APPS 
Simple Web Content Management System SQL Injection Attempt -- page.php id 
DELETE", "ET WEB_SPECIFIC_APPS Rialto SQL Injection Attempt -- searchkey.asp 
Keyword UNION SELECT", "ET WEB_SPECIFIC_APPS WordPress Relocate Upload plugin 
abspath parameter Remote File Inclusion Attempt", "ET WEB_SPECIFIC_APPS Xtreme 
ASP Photo Gallery SQL Injection Attempt -- displaypic.asp sortorder DELETE", "ET 
WEB_CLIENT Generic Webshell Accessed on External Compromised Server", "ET 
WEB_SPECIFIC_APPS phpx SQL Injection Attempt -- forums.php post_id ASCII", "ET 
WEB_SPECIFIC_APPS WordPress SQL Injection Attempt -- wp-trackback.php SELECT", 
"ET WEB_SPECIFIC_APPS Woltlab Burning Board (wBB) Lite SQL Injection Attempt -- 
pms.php pmid SELECT", "ET WEB_SPECIFIC_APPS Amateur Photographer Image Gallery 
file parameter Local File Inclusion Attempt", "ET WEB_SPECIFIC_APPS PHP-Update SQL 
Injection Attempt -- guestadd.php newmessage INSERT", "ET WEB_SPECIFIC_APPS 
Immophp annonce parameter DELETE FROM SQL Injection Attempt", "ET 
WEB_SPECIFIC_APPS DirectNews menu_layers.php Remote File inclusion Attempt", "ET 
WEB_SPECIFIC_APPS Zindizayn Okul Web Sistemi SQL Injection Attempt -- 
ogretmenkontrol.asp pass SELECT", "ET WEB_SPECIFIC_APPS Fuzzylime Forum SQL 
Injection Attempt -- low.php topic SELECT", "ET WEB_SPECIFIC_APPS Virtuemart SQL 
Injection Attempt -- virtuemart_parser.php Itemid DELETE", "ET WEB_SPECIFIC_APPS 
Absolute Image Gallery SQL Injection Attempt -- gallery.asp categoryid SELECT", "ET 
WEB_SPECIFIC_APPS BtitTracker SQL Injection Attempt -- torrents.php by DELETE", "ET 
WEB_SPECIFIC_APPS LiveCMS SQL Injection Attempt -- categoria.php cid ASCII", "ET 
WEB_SPECIFIC_APPS PHP-Update SQL Injection Attempt -- guestadd.php newname 
DELETE", "ET WEB_SPECIFIC_APPS AJ Auction SQL Injection Attempt -- subcat.php 
cate_id ASCII", "ET WEB_SPECIFIC_APPS Outfront Spooky Login SQL Injection Attempt -- 
a_register.asp INSERT", "ET WEB_SPECIFIC_APPS Aktueldownload Haber script SQL 
Injection Attempt -- HaberDetay.asp id UPDATE", "ET WEB_SPECIFIC_APPS Joomla 
com_job Component id_job Parameter UNION SELECT SQL Injection Attempt", "ET 
WEB_SPECIFIC_APPS phptraverse mp3_id.php GLOBALS Parameter Remote File 
Inclusion Attempt", "ET WEB_SPECIFIC_APPS Fullaspsite Asp Hosting Sitesi SQL 
Injection Attempt -- windows.asp kategori_id DELETE", "ET WEB_SPECIFIC_APPS KLF-
DESIGN (aka Kim L. Fraser) KLF-REALTY SQL Injection Attempt -- detail.asp property_id 
UNION SELECT", "ET WEB_SPECIFIC_APPS I-Escorts Directory country_id parameter 
INSERT INTO SQL Injection Attempt", "ET WEB_SPECIFIC_APPS Francisco Burzi PHP-
Nuke SQL Injection Attempt -- modules.php active UPDATE", "ET WEB_SPECIFIC_APPS 
Rialto SQL Injection Attempt -- searchkey.asp Keyword DELETE", "ET 
WEB_SPECIFIC_APPS Virtuemart SQL Injection Attempt -- virtuemart_parser.php 
product_id UNION SELECT", "ET WEB_SPECIFIC_APPS rgboard _footer.php skin_path 
parameter local file inclusion", "ET WEB_SPECIFIC_APPS HIOX Star Rating System Script 
(HSRS) SQL Injection Attempt -- addrating.php ipadd ASCII", "ET WEB_SPECIFIC_APPS 
PowerPHPBoard footer.inc.php settings Parameter Local File Inclusion", "ET 
WEB_SPECIFIC_APPS ClickTech Click Gallery SQL Injection Attempt -- view_gallery.asp 
currentpage DELETE", "ET ACTIVEX ChilkatHttp ActiveX 2.3 Arbitrary Files Overwrite", 
"ET WEB_SPECIFIC_APPS eGroupware loaddetails.php script SELECT FROM SQL 
Injection Attempt", "ET WEB_SPECIFIC_APPS Doug Luxem Liberum Help Desk SQL 



Injection Attempt -- forgotpass.asp id INSERT", "ET WEB_SPECIFIC_APPS Joomla 
com_videogallery controller parameter Local File Inclusion Attempt", "ET 
WEB_SPECIFIC_APPS MGinternet Property Site Manager SQL Injection Attempt -- 
listings.asp l SELECT", "ET WEB_SPECIFIC_APPS Joomla com_zoomportfolio component 
SELECT FROM SQL Injection Attempt", "ET WEB_SPECIFIC_APPS Joomla morfeoshow 
morfeoshow.html.php Remote File Inclusion Attempt", "ET WEB_SPECIFIC_APPS aFAQ 
SQL Injection Attempt -- faqDsp.asp catcode UNION SELECT", "ET WEB_SPECIFIC_APPS 
NetVIOS Portal SQL Injection Attempt -- page.asp NewsID INSERT", "ET 
WEB_SPECIFIC_APPS Simple Web Content Management System SQL Injection Attempt -
- page.php id ASCII", "ET WEB_SPECIFIC_APPS Efkan Forum SQL Injection Attempt -- 
admin.asp id DELETE", "ET WEB_SPECIFIC_APPS Doug Luxem Liberum Help Desk SQL 
Injection Attempt -- update.asp uid ASCII", "ET WEB_SPECIFIC_APPS ASPMForum SQL 
Injection Attempt -- mesajkutum.asp mesajno ASCII", "ET WEB_SPECIFIC_APPS phpx 
SQL Injection Attempt -- gallery.php cat_id SELECT", "ET WEB_SPECIFIC_APPS 
Neocrome Land Down Under (LDU) SQL Injection Attempt -- polls.php id INSERT", "ET 
WEB_SPECIFIC_APPS webSPELL SQL Injection Attempt -- gallery.php picID UNION 
SELECT", "ET WEB_SPECIFIC_APPS xNews SQL Injection Attempt -- xNews.php id 
DELETE", "ET WEB_SPECIFIC_APPS uniForum SQL Injection Attempt -- wbsearch.aspx 
UPDATE", "ET WEB_SPECIFIC_APPS Joomla Seyret Video com_seyret Component Blind 
SQL Injection Attempt", "ET WEB_SPECIFIC_APPS Doug Luxem Liberum Help Desk SQL 
Injection Attempt -- update.asp id SELECT", "ET WEB_SPECIFIC_APPS Pranian Group 
e107 page Parameter Cross Site Scripting Vulnerability Attempt", "ET WEB_SERVER 
Possible HP OpenView Network Node Manager ovalarm.exe CGI Buffer Overflow 
Attempt", "ET WEB_SPECIFIC_APPS AJDating SQL Injection Attempt -- view_profile.php 
user_id UNION SELECT", "ET WEB_CLIENT Generic Mailer Check Accessed on External 
Server", "ET WEB_SPECIFIC_APPS JCE Joomla Extension", "ET WEB_SERVER Suspected 
Webshell systeminfo Command (Inbound)", "ET WEB_SPECIFIC_APPS Rialto SQL 
Injection Attempt -- listmain.asp cat SELECT", "ET WEB_SPECIFIC_APPS Burak Yylmaz 
Download Portal SQL Injection Attempt -- down.asp id INSERT", "ET 
WEB_SPECIFIC_APPS ShopStoreNow E-commerce Shopping Cart SQL Injection Attempt 
-- orange.asp CatID INSERT", "ET WEB_SPECIFIC_APPS Simple PHP Forum SQL Injection 
Attempt -- logon_user.php username SELECT", "ET WEB_SPECIFIC_APPS impressCMS 
dhtmltextarea root_path Parameter Remote File inclusion Attempt", "ET 
WEB_SPECIFIC_APPS WordPress Copperleaf Photolog postid Parameter UNION SELECT 
SQL Injection Attempt", "ET EXPLOIT Joomla RCE M3 (Serialized PHP in XFF)", "ET 
WEB_SPECIFIC_APPS Fullaspsite GeometriX Download Portal SQL Injection Attempt -- 
down_indir.asp id ASCII", "ET WEB_SPECIFIC_APPS Softwebs Nepal Ananda Real Estate 
SQL Injection Attempt -- list.asp agent UNION SELECT", "ET WEB_SPECIFIC_APPS 
vSupport Integrated Ticket System SQL Injection Attempt -- vBSupport.php ticketid 
UPDATE", "ET WEB_SPECIFIC_APPS The Address Book SQL Injection Attempt -- user.php 
passwordOld INSERT", "ET ACTIVEX Softek Barcode Reader Toolkit ActiveX Control 
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navigacija.php IDMeniGlavni UNION SELECT", "ET WEB_SPECIFIC_APPS Eric GUILLAUME 
uploader&downloader SQL Injection Attempt -- administre2.php id_user DELETE", "ET 
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WEB_SPECIFIC_APPS Woltlab Burning Board katid Parameter UNION SELECT SQL 
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wallpaper.php wallpaperid INSERT", "ET WEB_SPECIFIC_APPS Sourdough neededFiles 
Parameter Remote File Inclusion", "ET WEB_SPECIFIC_APPS webSPELL SQL Injection 
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Attempt -- search.asp SELECT", "ET WEB_SPECIFIC_APPS Joomla! SQL Injection Attempt 
-- contacts.php text DELETE", "ET WEB_SPECIFIC_APPS DevelopItEasy News And Article 
aid parameter SQL Injection", "ET WEB_SPECIFIC_APPS Fork-CMS js.php module 
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SQL Injection Attempt -- account_change.php style INSERT", "ET WEB_SPECIFIC_APPS 
Apache Archive networkProxies script Cross Site Scripting Attempt", "ET 
WEB_SPECIFIC_APPS Web Wiz Forums SQL Injection Attempt -- 
pop_up_member_search.asp name ASCII", "ET WEB_SPECIFIC_APPS Grayscale Blog SQL 
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cart.inc.php UPDATE", "ET WEB_SERVER possible SAP Crystal Report Server 2008 path 
parameter Directory Traversal vulnerability", "ET WEB_SPECIFIC_APPS Unclassified 
NewsBoard forum.php __tplCollection Parameter Local File Inclusion", "ET 
WEB_SPECIFIC_APPS Savas Guestbook SQL Injection Attempt -- add2.php message 
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index.php clickurl UPDATE", "ET WEB_SPECIFIC_APPS Easebay Resources Login 



Manager SQL Injection Attempt -- memberlist.php init_row ASCII", "ET 
WEB_SPECIFIC_APPS eNdonesia SQL Injection Attempt -- mod.php did SELECT", "ET 
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WEB_SPECIFIC_APPS The Address Book SQL Injection Attempt -- search.php search 
INSERT", "ET WEB_SPECIFIC_APPS Virtuemart SQL Injection Attempt -- 
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- detail.asp iFile DELETE", "ET WEB_SPECIFIC_APPS NetClassifieds Premium Edition SQL 
Injection Attempt -- ViewCat.php s_user_id UPDATE", "ET WEB_SPECIFIC_APPS 
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Manager SQL Injection Attempt -- content.asp sent INSERT", "ET WEB_SPECIFIC_APPS 
Neuron Blog SQL Injection Attempt -- addcomment2.php commentname UPDATE", "ET 
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com_jbook (Itemid) Blind SQL Injection Attempt", "ET EXPLOIT Possible CVE-2014-3704 
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wordpress plugin SQL Injection Attempt -- massedit_album.php gall_id SELECT", "ET 
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Inclusion Attempt", "ET WEB_SPECIFIC_APPS AJ Forum SQL Injection Attempt -- 
topic_title.php td_id SELECT", "ET WEB_SPECIFIC_APPS Hubscript PHPInfo Attempt", 
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Injection Attempt -- view_gallery.asp gallery_id SELECT", "ET WEB_SPECIFIC_APPS YaPig 
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iScripts MultiCart orderid Parameter UPDATE SET SQL Injection Attempt", "ET 
WEB_SPECIFIC_APPS PHP-Update SQL Injection Attempt -- guestadd.php newmessage 
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Book SQL Injection Attempt -- user.php passwordOld ASCII", "ET WEB_SPECIFIC_APPS 
Doug Luxem Liberum Help Desk SQL Injection Attempt -- status.asp uid SELECT", "ET 
WEB_SPECIFIC_APPS webSPELL SQL Injection Attempt -- gallery.php id ASCII", "ET 
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WEB_SPECIFIC_APPS Novell ZENworks Patch Management (ZPM) SQL Injection Attempt 
-- downloadreport.asp pass DELETE", "ET WEB_SPECIFIC_APPS Kisisel Site 2007 SQL 
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Attempt -- searchoption.asp acreage1 INSERT", "ET WEB_SPECIFIC_APPS 
Messageriescripthp SQL Injection Attempt -- lire-avis.php aa DELETE", "ET 
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SELECT", "ET WEB_SPECIFIC_APPS Enthrallweb eHomes SQL Injection Attempt -- 
homeDetail.asp AD_ID UNION SELECT", "ET WEB_SPECIFIC_APPS Ezboxx Portal System 
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webSPELL SQL Injection Attempt -- gallery.php picID DELETE", "ET WEB_SPECIFIC_APPS 
phpPollScript include_class Parameter Remote File Inclusion Attempt", "ET 
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WSO 4.2.6 Webshell Accessed on Internal Compromised Server", "ET 
WEB_SPECIFIC_APPS PHP-fusion Team Structure Infusion team_id Parameter UPDATE 
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id INSERT", "ET WEB_SPECIFIC_APPS Guo Xu Guos Posting System (GPS) SQL Injection 
Attempt -- print.asp id UPDATE", "ET WEB_SPECIFIC_APPS Possible Achievo userid= 
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qid INSERT", "ET WEB_SPECIFIC_APPS WordPress Leaflet plugin(leaflet_marker) id 
parameter Cross-Site Scripting Attempt"  

Попытки получения 
привилегий 
администратора 

"ET NETBIOS Microsoft Windows NETAPI Stack Overflow Inbound - MS08-067 (24)", "ET 
EXPLOIT Supermicro BMC Password Disclosure 2", "ET EXPLOIT NetGear WNR2000v5 
Buffer Overflow Attempt Inbound (CVE-2017-6862)", "ET EXPLOIT ysoserial Payload in 
HTTP URI (Jdk7u21) M3", "ET EXPLOIT Apache log4j RCE Attempt - Nested upper (tcp) 
(Outbound) (CVE-2021-44228)", "ET EXPLOIT Possible CVE-2017-8759 Soap File DL", 
"GPL FTP SITE NEWER overflow attempt", "ET EXPLOIT TP-LINK DNS Change GET 
Request (DNSChanger EK)", "ET EXPLOIT Microsoft Exchange Server Exploitation 
Inbound (CVE-2020-17132)", "ET EXPLOIT UDP Technology Firmware (IP Cam) - Possible 
Stack Buffer Overflow Attempt Outbound (Multiple CVE IDs)", "GPL NETBIOS SMB-DS 
CoGetInstanceFromFile overflow attempt", "GPL NETBIOS SMB NDdeSetTrustedShareW 
unicode overflow attempt", "ET EXPLOIT Trenda Router AC11 RCE Outbound (CVE-
2021-31755)", "ET EXPLOIT Possible Apache log4j RCE Attempt (udp corba) (Outbound) 
(CVE-2021-44228)", "ET EXPLOIT Likely Struts S2-053-CVE-2017-12611 Exploit Attempt 
M2", "ET EXPLOIT 3Com Office Connect Remote Code Execution (Outbound)", "ET 
EXPLOIT UDP Technology Firmware (IP Cam) - Possible Stack Buffer Overflow Attempt 
Inbound (Multiple CVE IDs)", "ET NETBIOS Microsoft Windows NETAPI Stack Overflow 
Inbound - MS08-067 (5)", "ET EXPLOIT Mikrotik Winbox RCE Attempt (CVE-2018-
14847)", "ET EXPLOIT Apache log4j RCE Attempt (udp ldaps) (CVE-2021-44228)", "ET 
WEB_SERVER Access to /phppath/php Possible Plesk 0-day Exploit June 05 2013", "ET 
EXPLOIT ysoserial Payload in HTTP URI 
(Hibernate1/Hibernate2/JSON1/Myfaces1/ROME/URLDNS) M3", "ET EXPLOIT HiSilicon 
DVR - Buffer Overflow in Builtin Web Server", "ET EXPLOIT Possible Oracle Identity 
Manager Attempt to Logon with default account", "ET EXPLOIT Apache Solr RCE via 
Velocity Template M2 (CVE-2019-17558)", "ET EXPLOIT ysoserial Payload in HTTP URI 
(JavassistWeld1) M3", "ET EXPLOIT Possible Apache log4j RCE Attempt (tcp nds) 
(Outbound) (CVE-2021-44228)", "GPL NETBIOS SMB-DS NDdeSetTrustedShareW 
unicode little endian andx overflow attempt", "ET EXPLOIT Possible Internet Explorer 
VBscript failure to handle error case information disclosure CVE-2014-6332 Common 
Construct M2", "ET EXPLOIT CreateService via SMB to Reset-
ComputerMachinePassword - Observed Post Zerologon Activity", "ET EXPLOIT Possible 
JNBridge Java Deserialization Attempt M2", "ET EXPLOIT Microsoft Edge Chakra - 
InjectJsBuiltInLibraryCode Use-After-Free Inbound (CVE-2019-0568)", "ET EXPLOIT 
Apache2 Memory Corruption Inbound (CVE-2020-9490)", "ET MALWARE Possible 
Linux.Mirai Login Attempt (service)", "ET EXPLOIT HTTP POST Request With ysoserial In 
Request Body (Groovy1) M1", "ET EXPLOIT Sophos Firewall Authentication Bypass (CVE-
2022-1040)", "ET EXPLOIT .NET Framework Remote Code Execution Injection (CVE-
2020-0646)", "ET EXPLOIT Possible Postfix CVE-2014-6271 attempt", "ET EXPLOIT 
ysoserial Payload in HTTP Header (Jdk7u21) M3", "ET EXPLOIT Possible Microsoft 
Exchange ProxyLogon Activity - OABVirtualDirectory SetObject (CVE-2021-27065)", "ET 
EXPLOIT TerraMaster TOS Unauthenticated Command Injection Inbound M1 (CVE-



2022-24989)", "ET MALWARE AllaKore RAT ID Command Observed", "ET WEB_SERVER 
BlackSquid JSP Webshell Outbound", "ET WEB_SPECIFIC_APPS Oracle WebLogic 
Deserialization  (CVE-2018-2893)", "ET EXPLOIT ysoserial Payload in HTTP URI 
(CommonsCollections5/MozillaRhino1/Vaadin) M2", "ET EXPLOIT Possible VMware 
Workspace ONE Access RCE via Server-Side Template Injection Inbound (CVE-2022-
22954)", "ET EXPLOIT ysoserial Payload in HTTP Header 
(BeanShell1/Click1/CommonsCollections1/CommonsCollections4) M1", "ET EXPLOIT 
Possible ManageEngine ADAudit Plus XXE (CVE-2022-28219)", "ET EXPLOIT Microsoft 
Exchange Pre-Auth Path Confusion M1 (CVE-2021-31207)", "ET EXPLOIT Linksys 
WRT54G Version 3.1 Command Injection Attempt", "ET EXPLOIT Possible Symantec 
Malicious MIME Doc Name Overflow (EICAR) toclient M3", "GPL MISC rsh root", "ET 
NETBIOS Microsoft Windows NETAPI Stack Overflow Inbound - MS08-067 (29)", "ET 
NETBIOS Microsoft Windows NETAPI Stack Overflow Inbound - MS08-067 (12)", "ET 
HUNTING Suspicious PHP Code in HTTP POST (Inbound)", "ET EXPLOIT UDP Technology 
Firmware (IP Cam) - tmpapp.cgi RCE via Command Injection Attempt Inbound (CVE-
2021-33544)", "ET EXPLOIT ysoserial Payload in HTTP URI (JavassistWeld1) M2", "ET 
EXPLOIT Possible Zimbra Arbitrary File Upload (CVE-2022-41352) M4", "ET EXPLOIT 
Microsoft Exchange SUID Disclosure via SSRF Inbound M2 (CVE-2021-31207)", "ET 
EXPLOIT Possible Zimbra Arbitrary File Upload (CVE-2022-41352) M8", "GPL MISC rsh 
froot", "ET WEB_SERVER Babydraco WebShell Activity", "ET EXPLOIT Sonicwall 
Unauthenticated Stack-Based Buffer Overflow (CVE-2021-20038)", "ET EXPLOIT Possible 
Atlassian Confluence Pre-Authorization Arbitrary File Read Attempt (web.xml) (CVE-
2021-26085)", "ET EXPLOIT DynoRoot DHCP - Client Command Injection", "ET EXPLOIT 
MVPower DVR Shell UCE MSF Check", "ET EXPLOIT ARG-W4 ASDL Router DNS Changer 
Exploit Attempt M2", "ET EXPLOIT Samba Arbitrary Module Loading Vulnerability M2 
(NT Create AndX .so) (CVE-2017-7494)", "ET EXPLOIT Laravel Remote Code Execution 
(CVE-2021-3129) Outbound - Attempt to clear logs", "ET EXPLOIT Possible Engineers 
Online Portal System Access Control Bypass (CVE-2021-42671)", "ET EXPLOIT TOTOLINK 
Realtek SDK RCE (CVE-2019-19824)", "ET EXPLOIT Cisco Data Center Network Manager 
Directory Traversal Inbound (CVE-2019-15980)", "ET EXPLOIT Linear eMerge E3 
Unauthenticated Command Injection Inbound (CVE-2019-7256)", "ET EXPLOIT ysoserial 
Payload in HTTP Header (CommonsCollections7) M3", "ET EXPLOIT ASUS RT N56U 
Router DNS Change GET Request 1", "ET EXPLOIT Apache Solr RCE via Velocity Template 
M1 (CVE-2019-17558)", "ET EXPLOIT Possible NGINX Reference LDAP Query Injection 
Attack", "ET WEB_SPECIFIC_APPS Possible Joomla SQLi Attempt (CVE-2015-7297 CVE-
2015-7857 CVE-2015-7858)", "ET EXPLOIT Technicolor TD5130.2 - Remote Command 
Execution", "ET EXPLOIT ysoserial Payload in HTTP Header 
(CommonsCollections5/MozillaRhino1/Vaadin) M2", "ET EXPLOIT Possible SolarWinds 
Orion RCE Inbound (CVE-2021-31474)", "ET EXPLOIT Secutech Router DNS Changer 
Exploit Attempt", "ET EXPLOIT Online Scheduling System 1.0 - Authentication Bypass 
Attempt", "GPL NETBIOS SMB OpenKey unicode andx overflow attempt", "ET 
MALWARE AllaKore RAT Set Keep-Alive Observed", "ET EXPLOIT Possible Apache log4j 
RCE Attempt - 2021/12/12 Obfuscation Observed M2 (udp) (CVE-2021-44228)", "ET 
EXPLOIT ysoserial Payload in HTTP URI (CommonsCollections7) M3", "ET EXPLOIT TP-
LINK TL-WR340G Router DNS Change GET Request", "GPL NETBIOS SMB-DS 
NDdeSetTrustedShareW little endian overflow attempt", "ET EXPLOIT ysoserial Payload 
in HTTP Header (Hibernate1/Hibernate2/JSON1/Myfaces1/ROME/URLDNS) M2", "ET 
EXPLOIT Apache log4j RCE Attempt - lower/upper UDP Bypass M2 (Outbound) (CVE-
2021-44228)", "ET EXPLOIT Fastweb Fastgate 0.00.81 - Remote Code Execution", "ET 
EXPLOIT Possible Cacti Unauthenticated RCE Inbound M1 (CVE-2022-46169)", "ET 
EXPLOIT Possible Apache log4j RCE Attempt - Base64 jndi (udp) (CVE-2021-44228)", "ET 
EXPLOIT Possible Zimbra Arbitrary File Upload (CVE-2022-41352) M7", "ET EXPLOIT 
Possible MySQL cnf overwrite CVE-2016-6662 Attempt", "ET EXPLOIT Possible Citrix 
Application Delivery Controller Arbitrary Code Execution Attempt (CVE-2019-19781) 
M4", "ET EXPLOIT MetInfo 7.0 SQL Injection (CVE-2019-16997)", "ET EXPLOIT Possible 
Mirai Infection Attempt via OS Command Injection Outbound (CVE-2021-32305)", "ET 
EXPLOIT Apache log4j RCE Attempt (udp dns) (CVE-2021-44228)", "ET EXPLOIT Laravel 



Remote Code Execution (CVE-2021-3129) Outbound - Payload Execution Attempt", 
"GPL NETBIOS SMB-DS llsrconnect unicode little endian andx overflow attempt", "ET 
EXPLOIT Attempted Schneider Electric SpaceLogic C-Bus Home Controller 5200WHC2 
Remote Code Execution (CVE-2022-34753)", "ET EXPLOIT Multiple Router RCE 
Routersploit", "ET EXPLOIT Genexis PLATINUM 4410 Command Injection Inbound (CVE-
2021-29003)", "ET NETBIOS Microsoft Windows NETAPI Stack Overflow Inbound - 
MS08-067 (3)", "ET NETBIOS Microsoft Windows NETAPI Stack Overflow Inbound - 
MS08-067 - Known Exploit Instance (2)", "ET EXPLOIT ysoserial Payload in HTTP URI 
(CommonsCollections7) M2", "ET INFO Suspicious POST to Axis OS (smtptest.cgi)", "ET 
EXPLOIT Apache log4j RCE Attempt (udp ldaps) (Outbound) (CVE-2021-44228)", "GPL 
NETBIOS SMB Session Setup AndX request username overflow attempt", "ET EXPLOIT 
Multiple DrayTek Products Pre-authentication Remote RCE Outbound (CVE-2020-8515) 
M1", "ET EXPLOIT Zyxel Command Injection RCE (CVE-2017-6884)", "ET EXPLOIT Linksys 
Auth Bypass override.cgi", "GPL NETBIOS SMB OpenKey overflow attempt", "GPL RPC 
snmpXdmi overflow attempt TCP", "ET EXPLOIT Possible SolarWinds Serv-U SSH RCE 
Inbound M2 (CVE-2021-35211)", "ET EXPLOIT Possible Symantec Malicious MIME Doc 
Name Overflow (EICAR) toserver M3", "ET EXPLOIT 3Com Office Connect Remote Code 
Execution (Inbound)", "ET EXPLOIT Zoho ManageEngine Desktop Central RCE Inbound 
(CVE-2020-10189)", "ET EXPLOIT ysoserial Payload in HTTP Header (Jdk7u21) M1", "ET 
EXPLOIT F5 TMUI RCE vulnerability CVE-2020-5902 Attempt M2", "ET WEB_SERVER 
Possible attempt to enumerate MS SQL Server version", "ET WEB_SERVER Possible DD-
WRT Metacharacter Injection Command Execution Attempt", "ET EXPLOIT D-Link DIR-
825 R1 Web Interface RCE (CVE-2020-29557)", "ET EXPLOIT Apache log4j RCE Attempt - 
lower/upper TCP Bypass M2 (CVE-2021-44228)", "GPL FTP CWD overflow attempt", "ET 
MALWARE ftpchk3.php upload attempted", "ET EXPLOIT PCMan FTP Server 2.0.7 
Remote Command Execution", "GPL POP3 APOP overflow attempt", "ET EXPLOIT HTTP 
POST Request With ysoserial In Request Body (CommonsCollections7) M2", "ET 
EXPLOIT Possible Symantec Malicious MIME Doc Name Overflow (EICAR) toclient M1", 
"ET EXPLOIT Possible Apache log4j RCE Attempt (udp nis) (CVE-2021-44228)", "GPL 
NETBIOS SMB OpenKey unicode overflow attempt", "ET INFO Common JSP WebShell 
String Observed in HTTP Header M2", "ET EXPLOIT ysoserial Payload in HTTP URI 
(CommonsCollections7) M1", "ET EXPLOIT VMware vCenter SSRF Inbound", "ET 
EXPLOIT HTTP POST Request With ysoserial In Request Body 
(CommonsCollections1/CommonsCollections3) M2", "ET WEB_SERVER Possible 
SUPERMICRO IPMI url_redirect.cgi Directory Traversal Attempt", "ET EXPLOIT ysoserial 
Payload in HTTP Header (Spring1/Spring2) M3", "ET EXPLOIT Possible Apache log4j RCE 
Attempt - 2021/12/13 Obfuscation Observed (tcp) (Outbound) (CVE-2021-44228)", "ET 
EXPLOIT Intel AMT Login Attempt Detected (CVE 2017-5689)", "ET EXPLOIT 
MiCasaVerde VeraLite - Remote Code Execution Inbound (CVE-2016-6255)", "ET 
EXPLOIT ysoserial Payload in HTTP URI (Jdk7u21) M2", "ET EXPLOIT Apache Struts 
memberAccess and getWriter inbound OGNL injection remote code execution 
attempt", "ET SNMP Attempted UDP Access Attempt to Cisco IOS 12.1 Hidden 
Read/Write Community String cable-docsis", "ET EXPLOIT Apache HTTP Server 2.4.49 - 
Path Traversal Attempt (CVE-2021-41773) M2", "ET WEB_SPECIFIC_APPS Jetty WEB-INF 
Information Leak Attempt Inbound (CVE-2021-34429)", "ET EXPLOIT ForgeRock Access 
Manager RCE (CVE-2021-35464)", "ET EXPLOIT Linear eMerge E3 Unauthenticated 
Command Injection Outbound (CVE-2019-7256)", "ET MALWARE Possible Linux.Mirai 
Login Attempt (dreambox)", "ET EXPLOIT Totolink - Command Injection Attempt 
Inbound (CVE-2022-26186)", "ET EXPLOIT InoERP 0.7.2 Unauthenticated Remote Code 
Execution (Inbound)", "ET EXPLOIT Possible Apache log4j RCE Attempt - HTTP URI 
Obfuscation (CVE-2021-44228) (Inbound)", "ET EXPLOIT Apache log4j RCE Attempt - 
Nested upper (udp) (CVE-2021-44228)", "ET EXPLOIT Apache log4j RCE Attempt (tcp 
ldaps) (CVE-2021-44228)", "ET EXPLOIT Possible Pulse Secure VPN RCE Chain Stage 3 
Inbound - Execute Mal Config Trigger (CVE-2020-8260)", "ET EXPLOIT ysoserial Payload 
in HTTP URI (JBossInterceptors1) M1", "ET EXPLOIT HTTP POST Request With ysoserial 
In Request Body (CommonsCollections6) M1", "GPL NETBIOS SMB-DS DCERPC Remote 
Activation bind attempt", "ET EXPLOIT ysoserial Payload in HTTP URI (Clojure1) M3", 



"ET EXPLOIT ZBL EPON ONU Broadband Router Remote Privilege Escalation Inbound 
M2", "ET EXPLOIT Bonitasoft Authorization Bypass M1 (CVE-2022-25237)", "ET EXPLOIT 
Netlink GPON Remote Code Execution Attempt (Inbound)", "ET WEB_SERVER Possible 
SQL Injection Attempt char() Danmec related", "ET EXPLOIT Possible Apache log4j RCE 
Attempt (udp nis) (Outbound) (CVE-2021-44228)", "ET EXPLOIT HTTP POST Request 
With ysoserial In Request Body (JRMPClient) M1", "ET EXPLOIT D-Link DI-804HV DNS 
Changer Exploit Attempt", "GPL NETBIOS SMB-DS OpenKey little endian andx overflow 
attempt", "ET EXPLOIT ysoserial Payload in HTTP URI (Clojure1) M1", "ET EXPLOIT 
Possible Apache log4j Uncontrolled Recursion Lookup (CVE-2021-45105)", "ET EXPLOIT 
Supermicro BMC Password Disclosure 3", "ET WEB_SERVER Possible SQL Injection 
(exec)", "GPL NETBIOS SMB-DS NDdeSetTrustedShareW overflow attempt", "ET 
EXPLOIT ZBL EPON ONU Broadband Router Remote Privilege Escalation - Responding 
with Superuser Credentials", "ET EXPLOIT Metasploit 2013-3346", "ET 
WEB_SPECIFIC_APPS rConfig ajaxArchiveFiles.php Command Injection Inbound (CVE-
2019-19509)", "ET EXPLOIT VMware Spring Cloud Gateway Code Injection (CVE-2022-
22947) (set)", "GPL POP3 XTND overflow attempt", "ET EXPLOIT Actiontec C1000A 
backdoor account M1", "ET NETBIOS Microsoft Windows NETAPI Stack Overflow 
Inbound - MS08-067 (10)", "ET EXPLOIT QNAP Shellshock CVE-2014-6271", "ET EXPLOIT 
ysoserial Payload in HTTP Header (Groovy1) M3", "ET EXPLOIT ACTi ASOC 2200 Web 
Configurators versions <2.6 RCE (Inbound)", "ET EXPLOIT Prestashop Supercheckout 
Module Arbitrary File Upload", "ET NETBIOS Microsoft Windows NETAPI Stack Overflow 
Inbound - MS08-067 (23)", "ET EXPLOIT Attempted IDSVSE IP Camera RCE", "ET EXPLOIT 
D-Link DWR Command Injection Inbound (CVE-2018-10823)", "ET EXPLOIT Adobe 
ColdFusion 11 - LDAP Java Object Deserialization RCE (POST) CVE-2018-15957", "ET 
EXPLOIT Adobe ColdFusion 11 - LDAP Java Object Deserialization RCE (GET) CVE-2018-
15957", "ET EXPLOIT Jenkins Plugin Script RCE Exploit Attempt (CVE-2019-1003001)", 
"ET WEB_SPECIFIC_APPS Possible Oracle WebLogic RCE Inbound M3 (CVE-2020-
14882)", "ET EXPLOIT Possible MySQL CVE-2016-6662 Attempt", "ET 
WEB_SPECIFIC_APPS Apache Struts memberAccess inbound OGNL injection remote 
code execution attempt", "ET EXPLOIT Possible NSDP (Netgear) Write Command Buffer 
Overflow Attempt - 0x0005 (CVE-2020-35225)", "ET EXPLOIT SonicWall SMA Stack-
Based Buffer Overflow CVE-2021-20038 M1", "ET EXPLOIT Multiple DrayTek Products 
Pre-authentication Remote RCE Outbound (CVE-2020-8515) M2", "ET EXPLOIT Oracle BI 
Publisher Authentication Bypass (CVE-2019-2616)", "ET EXPLOIT Possible SolarWinds 
Serv-U SSH RCE Inbound M1 (CVE-2021-35211)", "ET EXPLOIT UDP Technology 
Firmware (IP Cam) - Auth Bypass Attempt Outbound (CVE-2021-33543)", "ET 
WEB_SERVER CURL Command Specifying Output in HTTP Headers", "ET EXPLOIT 
ysoserial Payload in HTTP Header (JRMPClient) M2", "ET NETBIOS Microsoft Windows 
NETAPI Stack Overflow Inbound - MS08-067 (1)", "ET EXPLOIT .NET Framework Remote 
Code Execution Injection (CVE-2020-1147)", "ET EXPLOIT Apache log4j RCE Attempt - 
lower/upper UDP Bypass M1 (CVE-2021-44228)", "ET EXPLOIT Possible WordPress 
Plugin BBPress 2.5 - Unauthenticated Priv Esc Attempt (CVE-2020-13693)", "ET EXPLOIT 
vBulletin 5.x Unauthenticated Remote Code Execution (CVE-2019-16759) M1", "ET 
ATTACK_RESPONSE PHP script in OptimizePress Upload Directory Possible WebShell 
Access", "ET EXPLOIT NUUO OS Command Injection", "GPL NETBIOS SMB-DS 
CoGetInstanceFromFile unicode andx overflow attempt", "ET EXPLOIT CVE-2016-1287 
Public Exploit ShellCode", "ET EXPLOIT D-Link HNAP SOAPAction Command Injection 
(CVE-2015-2051)", "ET EXPLOIT Zerologon Phase 3/3 - Malicious 
NetrServerPasswordSet2 (CVE-2020-1472)", "ET EXPLOIT Linksys Auth Bypass 
fw_sys_up.cgi", "ET EXPLOIT HTTP POST Request With ysoserial In Request Body 
(JBossInterceptors1) M2", "GPL NETBIOS SMB-DS NDdeSetTrustedShareW andx 
overflow attempt", "ET EXPLOIT iRZ Mobile Router RCE Inbound M1 (CVE-2022-
27226)", "ET EXPLOIT Possible Gitlab CE/EE Image Parser RCE Inbound (CVE-2021-
22205)", "ET EXPLOIT CVE-2016-3210 Exploit Observed ITW M1 Nov 30", "ET EXPLOIT 
HTTP POST Request With ysoserial In Request Body (Jdk7u21) M2", "ET EXPLOIT 
Equation Group ExtraBacon Cisco ASA PMCHECK Disable", "ET EXPLOIT Possible NSDP 
(Netgear) Unauthenticated Buffer Overflow (CVE-2020-35232)", "ET WEB_SERVER 



SLIGHTPULSE WebShell Access Inbound M1", "ET EXPLOIT NETGEAR R7000/R6400 - 
Command Injection Outbound (CVE-2019-6277)", "ET EXPLOIT Microsoft Exchange Pre-
Auth Path Confusion M2 (CVE-2021-31207)", "ET EXPLOIT Scriptcase 9.7 Arbitrary File 
Upload Attempt", "ET EXPLOIT TikiWiki CMS Authentication Bypass (Forced Blank 
Admin Pass) Attempt Inbound (CVE-2020-15906)", "ET WEB_CLIENT Apple Quicktime 
RTSP Overflow (2)", "ET EXPLOIT Hootoo TripMate Attempted Remote Command 
Injection Outbound", "ET EXPLOIT Belkin Wemo Enabled Crock-Pot Unauthenticated 
Command Injection Inbound (CVE-2019-12780)", "ET EXPLOIT Possible OpenDreamBox 
Attempted Remote Command Injection Outbound", "ET EXPLOIT ysoserial Payload in 
HTTP Header (Groovy1) M2", "ET EXPLOIT Zoho ManagedEngine Desktop Central 
Authentication Bypass - Administrator Password Reset Attempt (CVE-2021-44515)", "ET 
EXPLOIT Apache log4j RCE Attempt (tcp rmi) (CVE-2021-44228)", "ET EXPLOIT Possible 
Sar2HTML plotting tool for Linux servers v3.2.1 (Inbound)", "GPL NETBIOS SMB 
CoGetInstanceFromFile little endian overflow attempt", "ET EXPLOIT NETGEAR 
WNR2000v5 hidden_lang_avi Stack Overflow (CVE-2016-10174)", "GPL SMTP RCPT TO 
overflow", "ET EXPLOIT Discourse SNS Webhook RCE Inbound (CVE-2021-41163)", "ET 
EXPLOIT Extreme Networks ExtremeWireless Aerohive HiveOS and IQ Engine (Log 
Poisoning) (CVE-2020-16152) M1", "ET EXPLOIT Possible Malicious NAT-PMP Response 
Successful TCP Map to External Network", "ET WEB_SPECIFIC_APPS Bonitasoft Default 
User Login Attempt M2 (Possible Staging for CVE-2022-25237)", "ET EXPLOIT Yealink 
RCE Attempt (CVE-2021-27561)", "ET EXPLOIT Mitsubishi Electric smartRTU RCE 
Inbound (CVE-2019-14931)", "ET EXPLOIT Quanta LTE Router RDE Exploit Attempt 2 
(traceroute)", "ET EXPLOIT ysoserial Payload in HTTP Header (CommonsCollections7) 
M1", "ET EXPLOIT Xfinity Gateway - Remote Code Execution", "ET EXPLOIT LG SuperSign 
EZ CMS 2.5 Remote Code Execution CVE-2018-17173", "ET EXPLOIT Possible Zimbra 
Autodiscover Servlet XXE (CVE-2019-9670)", "ET EXPLOIT Shenzhen TVT DVR/NVR/IPC 
Stack Overflow in Base64 Authorization Mechanism M1", "ET EXPLOIT HTTP POST 
Request With ysoserial In Request Body (CommonsCollections7) M3", "ET EXPLOIT 
Telesquare SDT-CW3B1 1.1.0 - OS Command Injection (CVE-2021-46422)", "ET EXPLOIT 
MetInfo 7.0 SQL Injection (CVE-2019-17418)", "ET SCAN Tomcat admin-admin login 
credentials", "ET EXPLOIT Apache log4j RCE Attempt (udp rmi) (Outbound) (CVE-2021-
44228)", "ET EXPLOIT Confluence Server Path Traversal Vulnerability (CVE-2019-3398)", 
"ET EXPLOIT ysoserial Payload in HTTP Header (CommonsCollections6) M1", "ET 
EXPLOIT Barracuda Spam Firewall 3.3.x RCE 2006-4000 (Outbound)", "ET EXPLOIT 
Possible Apache Text4shell RCE Attempt JEXL Path (CVE-2022-42889) (Outbound)", "ET 
EXPLOIT Possible EXIM DoS (CVE-2019-16928)", "ET EXPLOIT VMWare Server-side 
Template Injection RCE (CVE-2022-22954)", "ET EXPLOIT Potentially Malicious .cab 
Inbound (CVE-2020-1300)", "ET EXPLOIT UDP Technology Firmware (IP Cam) - 
language.cgi RCE via Command Injection Attempt Inbound (CVE-2021-33544)", "ET 
EXPLOIT Possible Sar2HTML plotting tool for Linux servers v3.2.1 (Outbound)", "ET 
EXPLOIT ZBL EPON ONU Broadband Router Remote Privilege Escalation Inbound M1", 
"ET EXPLOIT Possible TerraMaster TOS RCE Inbound (CVE-2020-28188 CVE-2020-
35665)", "ET EXPLOIT Possible Zimbra Arbitrary File Upload (CVE-2022-41352) M2", "ET 
EXPLOIT Apache CouchDB JSON Remote Privesc Attempt (CVE-2017-12636)", "ET SCAN 
LibSSH Based Frequent SSH Connections Likely BruteForce Attack", "ET EXPLOIT Apache 
log4j RCE Attempt (http ldaps) (Outbound) (CVE-2021-44228)", "ET EXPLOIT Firefox 0-
day used against TOR browser Nov 29 2016 M1", "ET NETBIOS Microsoft Windows 
NETAPI Stack Overflow Inbound - MS08-067 (28)", "ET EXPLOIT ysoserial Payload in 
HTTP Header (BeanShell1/Click1/CommonsCollections1/CommonsCollections4) M3", 
"ET EXPLOIT UPnP UUID Password Change Exploit Attempt Inbound - R6700V3 PoC 
Gadgets (CVE-2021-34991)", "ET WEB_SPECIFIC_APPS Liferay Unauthenticated RCE via 
JSONWS Inbound (CVE-2020-7961)", "ET EXPLOIT Attempted VMware Authentication 
Bypass (CVE-2022-31656)", "ET EXPLOIT Likely Struts S2-053-CVE-2017-12611 Exploit 
Attempt M1", "ET EXPLOIT VMware Spring Cloud Directory Traversal (CVE-2020-5410)", 
"ET EXPLOIT Possible Atlassian Confluence Pre-Authorization Arbitrary File Read 
Attempt (seraph-config.xml) (CVE-2021-26085)", "GPL NETBIOS SMB 
NDdeSetTrustedShareW andx overflow attempt", "ET EXPLOIT Laravel Remote Code 



Execution (CVE-2021-3129) Inbound - Payload Execution Attempt", "ET EXPLOIT 
Netgear DGN1000/DGN2200 Unauthenticated Command Execution Outbound", "ET 
WEB_SERVER CVE-2014-6271 Attempt In HTTP Headers Line Continuation Evasion LF", 
"ET EXPLOIT VMware vCenter RCE Exploitation Attempt M2 (CVE-2021-22005)", "ET 
WEB_SPECIFIC_APPS e107 CMS backdoor access admin-access cookie and HTTP POST", 
"ET EXPLOIT WordPress Plugin video-synchro-pdf 1.7.4 - Local File Inclusion", "ET 
EXPLOIT MVPower DVR Shell UCE", "GPL NETBIOS SMB llsrconnect unicode andx 
overflow attempt", "ET EXPLOIT dotCMS Arbitrary File Upload Attempt (CVE-2022-
26352) M1", "ET WEB_SPECIFIC_APPS Drupalgeddon2 <8.3.9 <8.4.6 <8.5.1 RCE Through 
Registration Form (CVE-2018-7600)", "ET EXPLOIT SonicWall SMA Stack-Based Buffer 
Overflow CVE-2021-20038 M2", "ET EXPLOIT SEOWON INTECH SLC-130/SLR-120S RCE 
Inbound M1 (CVE-2020-17456)", "ET EXPLOIT Apache Struts getWriter and 
opensymphony inbound OGNL injection remote code execution attempt", "ET EXPLOIT 
D-link DI604 Known Malicious Router DNS Change GET Request", "ET EXPLOIT Apache 
Ambari Default Credentials Attempt", "ET EXPLOIT Zhone ZNID GPON 2426A < S3.0.501 
RCE (CVE-2014-9118) M2", "ET EXPLOIT ysoserial Payload in HTTP Header 
(MozillaRhino2) M3", "ET EXPLOIT Redis RCE Attempt (CVE-2022-0543) M1", "ET 
EXPLOIT ysoserial Payload in HTTP Header (MozillaRhino2) M2", "ET 
WEB_SPECIFIC_APPS Possible Oracle WebLogic RCE Inbound M2 (CVE-2020-14882)", 
"ET EXPLOIT ysoserial Payload in HTTP URI (JBossInterceptors1) M3", "ET EXPLOIT 
Possible Apache Text4shell RCE Attempt URL Prefix (CVE-2022-42889) (Inbound)", "GPL 
FTP XMKD overflow attempt", "ET EXPLOIT ASUS RT-N56U/RT-AC66U Remote Code 
Execution", "ET HUNTING Possible Apache log4j RCE Attempt - Any Protocol (lower UDP 
Bypass) (CVE-2021-44228)", "GPL NETBIOS SMB-DS CoGetInstanceFromFile little endian 
andx overflow attempt", "ET EXPLOIT Microsoft Exchange Delete User Configuration - 
xbit set 1 (CVE-2021-42321)", "ET WEB_SPECIFIC_APPS Nette Command Injection 
Attempt Inbound (CVE-2020-15227)", "ET MALWARE Possible Linux.Mirai Login 
Attempt (zlxx)", "ET EXPLOIT ysoserial Payload in HTTP Header (JRMPClient) M3", "ET 
EXPLOIT Possible Zimbra Arbitrary File Upload (CVE-2022-41352) M6", "ET EXPLOIT 
Furukawa Electric ConsciusMAP 2.8.1 Java Deserialization Remote Code Execution 
(CVE-2020-12133)", "ET EXPLOIT ysoserial Payload in HTTP Header 
(CommonsCollections7) M2", "ET EXPLOIT HTTP POST Request With ysoserial In 
Request Body (CommonsCollections1/CommonsCollections3) M3", "ET EXPLOIT 
Fortinet FortiWeb OS Command Injection Inbound M1 (CVE-2021-22123)", "ET EXPLOIT 
D-Link and TRENDnet ncc2 Service Vulnerability (ping.ccp) 2015-1187", "ET EXPLOIT 
[NCC GROUP] Possible Bluekeep Inbound RDP Exploitation Attempt (CVE-2019-0708)", 
"ET HUNTING Possible Apache Airflow Experimental API Authentication Bypass Attempt 
(CVE-2020-13927)", "ET SCAN Tomato Router Default Credentials (root:admin)", "ET 
EXPLOIT Apache log4j RCE Attempt - AWS Access Key Disclosure (Outbound) (CVE-2021-
44228)", "ET EXPLOIT Zerologon Phase 2/3 - NetrServerAuthenticate2 Request with 
0x00 Client Challenge and Sign and Seal Disabled (CVE-2020-1472) M1", "ET EXPLOIT 
Possible Saltstack Authentication Bypass CVE-2020-11651 M1", "ET EXPLOIT HTTP POST 
Request With ysoserial In Request Body (CommonsCollections5/MozillaRhino1/Vaadin) 
M2", "ET EXPLOIT Outbound GPON Authentication Bypass Attempt (CVE-2018-10561)", 
"ET EXPLOIT Dataprobe iBoot-PDU Pre-Auth Remote Code Execution Attempt via git-
update.php (CVE-2022-3184) M1", "ET WEB_SERVER [Cluster25] FortiOS Auth Bypass 
Attempt (CVE-2022-40684)", "ET EXPLOIT HTTP POST Request With ysoserial In Request 
Body (MozillaRhino2) M3", "ET EXPLOIT Enigma Network Management Systems v65.0.0 
CVE-2019-16072 (Inbound)", "ET HUNTING Suspicious Chmod Usage in URI 
(Outbound)", "ET EXPLOIT Possible OpenDreamBox Attempted Remote Command 
Injection Inbound", "GPL FTP ALLO overflow attempt", "ET WEB_SPECIFIC_APPS 
Possible Oracle WebLogic RCE Inbound M1 (CVE-2020-14882)", "ET EXPLOIT Equation 
Group EGREGIOUSBLUNDER Fortigate Exploit Attempt", "ET EXPLOIT Apache log4j RCE 
Attempt - Nested lower (tcp) (CVE-2021-44228)", "ET NETBIOS Microsoft Windows 
Server 2003 Active Directory Pre-Auth BROWSER ELECTION Heap Overflow Attempt", 
"ET WEB_SPECIFIC_APPS Apache Struts inbound .getClass OGNL injection remote code 
execution attempt", "GPL NETBIOS SMB OpenKey unicode little endian overflow 



attempt", "ET EXPLOIT FritzBox RCE GET Request", "ET EXPLOIT Possible Moxa MxView 
RCE Attempt (CVE-2021-38454)", "ET EXPLOIT SMB Null Pointer Dereference PoC 
Inbound (CVE-2018-0833)", "ET EXPLOIT Zyxel NWA-1100-NH Command Injection 
Attempt (CVE-2021-4039)", "ET EXPLOIT TP-LINK TL-WR841N Router DNS Change GET 
Request", "ET SNMP Attempted TCP Access Attempt to Cisco IOS 12.1 Hidden 
Read/Write Community String cable-docsis", "ET EXPLOIT Possible Apache log4j RCE 
Attempt - 2021/12/13 Obfuscation Observed (CVE-2021-44228)", "ET NETBIOS 
Microsoft Windows NETAPI Stack Overflow Inbound - MS08-067 (22)", "ET EXPLOIT 
Possible SpringCore RCE/Spring4Shell Stage 4 Prefix Set Inbound (CVE-2022-22965)", 
"ET EXPLOIT Mi TV Integration Remote Code Execution CVE-2018???16130", "ET INFO 
Netlink GPON Login Attempt (GET)", "ET EXPLOIT Apache log4j RCE Attempt (http ldap) 
(CVE-2021-44228)", "ET EXPLOIT Technicolor TD5130v2/TD5336 Router RCE CVE-2019-
118396/CVE-2017-14127 (Inbound)", "ET MALWARE Possible Linux.Mirai Login Attempt 
(meinsm)", "ET EXPLOIT Zyxel NAS RCE Attempt Inbound (CVE-2020-9054) M2", "ET 
EXPLOIT ysoserial Payload in HTTP URI (Spring1/Spring2) M3", "ET EXPLOIT Cisco ASA 
and Firepower Path Traversal Vulnerability M1 (CVE-2020-3452)", "ET EXPLOIT HP 
Printer Attempted Path Traversal via PJL", "ET INFO imPcRemote Download", "ET 
EXPLOIT HP Enterprise VAN SDN Controller Root Command Injection (Unix)", "ET INFO 
Possible NOP Sled Observed in Large DNS over TCP Packet M1", "ET 
WEB_SPECIFIC_APPS Metabase Local File Inclusion Inbound (CVE-2021-41277)", "ET 
EXPLOIT Apache Cocoon <= 2.1.x LFI (CVE-2020-11991)", "ET WEB_SERVER lolzilla 
WebSkimmer - Remote Code Execution Attempt M5", "ET EXPLOIT Possible Apache 
log4j RCE Attempt (udp corba) (CVE-2021-44228)", "GPL POP3 APOP USER overflow 
attempt", "ET EXPLOIT Possible Apache log4j RCE Attempt - 2021/12/12 Obfuscation 
Observed M2 (udp) (Outbound) (CVE-2021-44228)", "ET EXPLOIT Possible Zimbra 
Arbitrary File Upload (CVE-2022-30333) M1", "ET EXPLOIT Possible ImageMagick 
Malformed SVG Upload Leading to RCE", "ET EXPLOIT Netgear Multiple Router Auth 
Bypass", "ET EXPLOIT UDP Technology Firmware (IP Cam) - testcmd.cgi RCE via 
Command Injection Attempt Outbound (CVE-2021-33544)", "ET EXPLOIT Cisco 
RV320/RV325 Debug Dump Disclosure Attempt Inbound (CVE-2019-1653)", "ET 
EXPLOIT Nagios XI OS Command Injection (CVE-2021-25297 & CVE-2021-25298)", "ET 
EXPLOIT QNAP Photo Station Path Traversal Attempt Inbound (CVE-2019-7195)", "ET 
EXPLOIT Nexus Repository Manager EL Injection to RCE Inbound (CVE-2020-10204)", 
"ET EXPLOIT Razer Sila Router - Command Injection Attempt Inbound (No CVE)", "GPL 
NETBIOS SMB-DS CoGetInstanceFromFile little endian overflow attempt", "ET EXPLOIT 
HTTP POST Request With ysoserial In Request Body (JRMPClient) M3", "ET 
WEB_SPECIFIC_APPS Apache Kylin REST API DiagnosisService Command Injection 
Inbound (CVE-2020-13925)", "ET MALWARE Possible Linux.Mirai Login Attempt 
(Zte521)", "ET EXPLOIT Possible Spectre PoC Download In Progress", "ET EXPLOIT IBM 
Data Risk Manager Arbitrary File Download (CVE-2020-4430)", "GPL POP3 x86 SCO 
overflow", "ET EXPLOIT Enigma Network Management Systems v65.0.0 CVE-2019-
16072 (Outbound)", "ET EXPLOIT Belkin Wemo Enabled Crock-Pot Unauthenticated 
Command Injection Outbound (CVE-2019-12780)", "ET EXPLOIT Possible 
EyesOfNetwork Remote File Upload with PHP WebShell Inbound (CVE-2021-27513)", 
"GPL SMTP EXPN overflow attempt", "ET EXPLOIT D-Link Related Command Injection 
Attempt Inbound (CVE-2013-7471)", "ET WEB_SPECIFIC_APPS PHP-Fusion 
Downloads.php Command Injection (CVE-2020-24949)", "ET EXPLOIT Linksys WRT54GL 
Router DNS Change POST Request", "ET EXPLOIT Possible JNBridge Java Deserialization 
Attempt (Wide) M3", "ET EXPLOIT Apache log4j RCE Attempt (tcp ldaps) (Outbound) 
(CVE-2021-44228)", "ET EXPLOIT Inbound VMware vCenter RCE Attempt M4 (CVE-2021-
21972)", "ET EXPLOIT ysoserial Payload in HTTP Header (JBossInterceptors1) M3", "ET 
EXPLOIT BlogEngine 3.3 - syndication.axd XXE Injection Attempt", "ET EXPLOIT ysoserial 
Payload in HTTP Header (CommonsCollections1/CommonsCollections3) M1", "ET 
EXPLOIT ysoserial Payload in HTTP Header (Clojure1) M3", "ET EXPLOIT TP-LINK TL-
WR840N RCE Inbound (CVE-2022-25064)", "ET EXPLOIT ysoserial Payload in HTTP URI 
(CommonsCollections5/MozillaRhino1/Vaadin) M3", "ET EXPLOIT Possible GoldenPac 
Priv Esc in-use", "ET EXPLOIT HTTP POST Request With ysoserial In Request Body 



(CommonsCollections5/MozillaRhino1/Vaadin) M3", "ET EXPLOIT GL iNet MTN300n 
Command Injection Attempt Inbound (CVE-2022-31898)", "GPL NETBIOS SMB-DS 
OpenKey unicode andx overflow attempt", "ET EXPLOIT FortiOS SSL VPN - Improper 
Authorization Vulnerability (CVE-2018-13382)", "ET WEB_SPECIFIC_APPS PeopleSoft 
Portal Command with Default Creds", "ET EXPLOIT Exim receive_msg Integer Overflow 
Attempt Inbound M1 (CVE-2020-28020)", "ET EXPLOIT Kramer VIAware Remote Code 
Execution (CVE-2021-35064 CVE-2021-36356)", "ET HUNTING Possible Apache log4j 
RCE Attempt - Any Protocol (lower TCP Bypass) (CVE-2021-44228)", "ET EXPLOIT 
Possible Zavio IP Camera OS Command Injection Attempt Inbound (CVE-2013-2568)", 
"ET EXPLOIT Apache log4j RCE Attempt (udp ldap) (CVE-2021-44228)", "ET EXPLOIT 
Totolink - Command Injection Attempt Inbound (CVE-2022-26210)", "ET EXPLOIT 
ysoserial Payload in HTTP URI (Jdk7u21) M1", "ET WEB_SPECIFIC_APPS Apache Struts 
java.lang inbound OGNL injection remote code execution attempt", "ET EXPLOIT 
Possible OpenSSL Punycode Email Address Buffer Overflow Attempt Inbound (CVE-
2022-3602)", "GPL NETBIOS SMB NDdeSetTrustedShareW little endian overflow 
attempt", "ET EXPLOIT OpenMRS Deserialization Vulnerability CVE-2018-19276 M2", 
"ET EXPLOIT ysoserial Payload in HTTP Header 
(CommonsCollections5/MozillaRhino1/Vaadin) M3", "GPL NETBIOS SMB-DS 
CoGetInstanceFromFile andx overflow attempt", "ET WEB_SERVER Suspected 
SUPERNOVA Webshell Command (External)", "ET EXPLOIT Apache HTTP Server - Path 
Traversal Attempt (CVE-2021-42013) M1", "ET WEB_SPECIFIC_APPS Joolma Simple File 
Upload Plugin Remote Code Execution (CVE-2011-5148)", "ET EXPLOIT Quanta LTE 
Router Information Disclosure Exploit Attempt", "ET SCAN Mirai Variant User-Agent 
(Inbound)", "GPL FTP NLST overflow attempt", "ET EXPLOIT Possible Cisco Jabber RCE 
Inbound (CVE-2020-3495)", "ET EXPLOIT Possible Vacron NVR Remote Command 
Execution M2", "ET EXPLOIT Jira Server/Data Center 8.4.0 Remote File Read Attempt 
(CVE-2021-26086) M2", "ET WEB_SPECIFIC_APPS Possible Apache Struts OGNL Remote 
Code Execution Inbound (CVE-2020-17530)", "ET EXPLOIT SEOWON INTECH SLC-130 
RCE Inbound (No CVE)", "ET EXPLOIT Possible Citrix Application Delivery Controller 
Arbitrary Code Execution Attempt (CVE-2019-19781) M2", "ET EXPLOIT Possible Apache 
Airflow DAG Example RCE Attempt - Create DAG (CVE-2020-11978)", "ET EXPLOIT 
Actiontec C1000A backdoor account M2", "ET EXPLOIT Possible Oracle WebLogic CVE-
2020-2551 Scanning", "ET EXPLOIT [PwnedPiper] Exploitation Attempt - Large 
Malformed Translogic Packet (CVE-2021-37164)", "ET INFO Possible GoCD 
Authentication Bypass URI Path - cruise_config", "ET EXPLOIT Apache log4j RCE Attempt 
- lower/upper TCP Bypass M1 (CVE-2021-44228)", "ET EXPLOIT Possible Cisco Data 
Center Network Manager - Unauthenticated File Upload (CVE-2019-1620)", "ET 
EXPLOIT ACTi ASOC 2200 Web Configurators versions <2.6 RCE (Outbound)", "ET 
EXPLOIT Citrix Application Delivery Controller Arbitrary Code Execution Attempt 
Scanner Attempt - Server Response (CVE-2019-19781)", "ET WEB_SERVER Possible CVE-
2014-6271 Attempt in Client Body 3", "ET MALWARE Possible Linux.Mirai Login Attempt 
(ubnt)", "ET EXPLOIT Exim/Dovecot Possible MAIL FROM Command Execution", "ET 
EXPLOIT Microsoft Exchange Remote Code Execution Attempt (CVE-2022-41040, CVE-
2022-41082)", "ET EXPLOIT HiSilicon DVR - Application Credential Disclosure (CVE-2018-
9995)", "ET SCAN ELF/Mirai User-Agent Observed (Inbound)", "ET EXPLOIT 
ManageEngine AdSelfService Plus - Authentication Bypass Attempt (CVE-2021-40539)", 
"GPL FTP CMD overflow attempt", "ET EXPLOIT ysoserial Payload in HTTP Header 
(Clojure1) M1", "ET SCAN Possible WordPress xmlrpc.php wp.getUsersBlogs Flowbit 
Set", "ET EXPLOIT Possible Cisco Data Center Network Manager - Authenticated File 
Upload (CVE-2019-1620)", "ET EXPLOIT Apache log4j RCE Attempt (http dns) (CVE-2021-
44228)", "ET EXPLOIT Yachtcontrol Webservers RCE CVE-2019-17270 (Inbound)", "ET 
MALWARE Possible Linux.Mirai Login Attempt (vizxv)", "ET EXPLOIT Possible Symantec 
Malicious MIME Doc Name Overflow (EICAR) toclient M4", "ET EXPLOIT ysoserial 
Payload in HTTP URI (Spring1/Spring2) M2", "ET TELNET busybox ECCHI hackers - 
Possible Brute Force Attack", "GPL NETBIOS SMB NDdeSetTrustedShareW unicode andx 
overflow attempt", "ET EXPLOIT ysoserial Payload in HTTP URI 
(Hibernate1/Hibernate2/JSON1/Myfaces1/ROME/URLDNS) M2", "ET EXPLOIT Possible 



NSDP (Netgear) Unauthenticated Write Access to DHCP Config (CVE-2020-35226)", "ET 
EXPLOIT NETGEAR R7000/R6400 - Command Injection Inbound (CVE-2019-6277)", "ET 
MALWARE 404 Response with an EXE Attached - Likely Malware Drop", "GPL FTP RNTO 
overflow attempt", "ET EXPLOIT HTTP POST Request With ysoserial In Request Body 
(JavassistWeld1) M3", "ET NETBIOS Microsoft Windows NETAPI Stack Overflow Inbound 
- MS08-067 (14)", "ET EXPLOIT ysoserial Payload in HTTP URI 
(CommonsCollections1/CommonsCollections3) M2", "ET WEB_SPECIFIC_APPS KLOG 
Server RCE Public POC Inbound - Possible Scanning (CVE-2020-35729)", "ET EXPLOIT 
Possible Microsoft Exchange Mailbox Enumeration Inbound (CVE-2021-34473)", "ET 
EXPLOIT Quanta LTE Router RDE Exploit Attempt 1 (ping)", "ET HUNTING Possible 
Apache log4j RCE Attempt - Any Protocol (upper TCP Bypass) (CVE-2021-44228)", "ET 
EXPLOIT Possible Zimbra Arbitrary File Upload (CVE-2022-41352) M1", "ET EXPLOIT 
Bonitasoft Authorization Bypass M2 (CVE-2022-25237)", "ET EXPLOIT Possible 
Zerologon Phase 1/3 - NetrServerReqChallenge with 0x00 Client Challenge (CVE-2020-
1472)", "ET NETBIOS Microsoft Windows NETAPI Stack Overflow Inbound - MS08-067 
(30)", "ET EXPLOIT ysoserial Payload in HTTP Header (Groovy1) M1", "GPL FTP SITE 
ZIPCHK overflow attempt", "GPL FTP DELE overflow attempt", "ET EXPLOIT Thomson 
Reuters Velocity Analytics Vhayu Analytic Servers 6.94 build 2995 CVE-2013-5912 
(Inbound)", "ET EXPLOIT Zyxel NAS RCE Attempt Inbound (CVE-2020-9054) M1", "ET 
EXPLOIT Known Malicious Router DNS Change GET Request", "ET EXPLOIT Possible 
WatchGuard CVE-2022-26318 RCE Attempt M3", "ET EXPLOIT Possible SAP ICM MPI 
Desynchronization Scanning Activity (CVE-2022-22536) M2", "ET EXPLOIT IE MSHTML 
Out-of-Bounds Write Inbound (CVE-2021-33742)", "ET EXPLOIT RUIJIE NBR/RGNBR 
Command Injection Attempt Inbound M1", "ET EXPLOIT Ruckus vRIoT Authentication 
Bypass Attempt Inbound (CVE-2020-26879)", "ET EXPLOIT Netgear Seventh Inferno 
Vulnerability (post-auth shell injection)", "ET EXPLOIT SonicWall SMA Authenticated 
Command Injection Attempt CVE-2021-20039", "ET WEB_SPECIFIC_APPS Citrix 
XenMobile Server Directory Traversal Attempt Inbound (CVE-2020-8209)", "ET 
WEB_SERVER Possible SQL Injection (varchar2)", "ET EXPLOIT Citrix NetScaler SD-WAN 
9.1.2.26.561201 Devices CVE-2017-6316 (Inbound)", "ET SCAN Tomato Router Default 
Credentials (admin:admin)", "ET EXPLOIT Possible Symantec Malicious MIME Doc Name 
Overflow (EICAR) toclient M2", "ET EXPLOIT Dell KACE Attempted Remote Command 
Injection Outbound", "ET EXPLOIT Possible NSDP (Netgear) Remote Authentication 
Bypass with Factory Reset (CVE-2020-35231)", "ET MALWARE AllaKore RAT CnC 
Checkin", "ET EXPLOIT HTTP POST Request With ysoserial In Request Body (Clojure1) 
M1", "GPL NETBIOS SMB CoGetInstanceFromFile unicode little endian andx overflow 
attempt", "ET EXPLOIT Possible Palo Alto SSL VPN sslmgr Format String Vulnerability 
(Inbound) (CVE-2019-1579)", "ET EXPLOIT Silver Peak Unity Orchestrator Exploitation 
Inbound (CVE-2020-12146)", "ET WEB_SPECIFIC_APPS Wordpress OptimizePress 
Arbitratry File Upload", "ET WEB_SPECIFIC_APPS Possible Oracle WebLogic RCE 
Inbound M4 (CVE-2020-14882)", "ET HUNTING Suspicious PHP Code in HTTP POST 
(Outbound)", "ET EXPLOIT TOTOLINK Router DNS Changer Exploit Attempt", "ET TELNET 
External Telnet Attempt To Cisco Device With No Telnet Password Set (Automatically 
Dissalowed Until Password Set)", "ET WEB_CLIENT Possible vBulletin object injection 
vulnerability Attempt", "ET EXPLOIT Possible Citrix Authentication Bypass Attempt 
Inbound (CVE-2020-8193)", "ET EXPLOIT Archeevo 5.0 - Local File Inclusion", "ET 
EXPLOIT UDP Technology Firmware (IP Cam) - certmngr.cgi RCE via Command Injection 
Attempt Inbound (CVE-2021-33544)", "ET NETBIOS Microsoft Windows NETAPI Stack 
Overflow Inbound - MS08-067 (11)", "ET WEB_SPECIFIC_APPS Possible Oracle WebLogic 
RCE Inbound M5 (CVE-2020-14882)", "ET EXPLOIT HP Enterprise VAN SDN Controller 
Upload Backdoor 2", "ET EXPLOIT ysoserial Payload in HTTP URI (CommonsCollections6) 
M3", "ET EXPLOIT Possible Engineers Online Portal System Webshell Upload (CVE-2021-
42669)", "GPL NETBIOS SMB-DS llsrconnect unicode little endian overflow attempt", 
"GPL FTP PASS overflow attempt", "ET EXPLOIT ysoserial Payload in HTTP Header 
(CommonsCollections5/MozillaRhino1/Vaadin) M1", "ET EXPLOIT Cisco RV320/RV325 
RCE (CVE-2019-1653)", "ET EXPLOIT Thomson Reuters Velocity Analytics Vhayu Analytic 
Servers 6.94 build 2995 CVE-2013-5912 (Outbound)", "ET EXPLOIT Inbound Hashicorp 



Consul RCE via Services API", "GPL NETBIOS SMB OpenKey little endian andx overflow 
attempt", "ET SNMP Attempted UDP Access Attempt to Cisco IOS 12.1 Hidden 
Read/Write Community String ILMI", "ET EXPLOIT Atlassian Jira Unauth User 
Enumeration Attempt (CVE-2020-36289)", "ET EXPLOIT HackingTrio UA (Hello, World)", 
"ET EXPLOIT F5 BIG-IP iControl REST Unauthenticated RCE Inbound (CVE-2021-22986)", 
"ET EXPLOIT ysoserial Payload in HTTP Header (JRMPClient) M1", "ET EXPLOIT UDP 
Technology Firmware (IP Cam) - language.cgi RCE via Command Injection Attempt 
Outbound (CVE-2021-33544)", "ET EXPLOIT VMware SD-WAN Orchestrator 
Authentication Bypass (CVE-2020-4001)", "GPL FTP STOU overflow attempt", "ET 
EXPLOIT SEOWON INTECH SLC-130/SLR-120S RCE Inbound M2 (CVE-2020-17456)", "ET 
SNMP Samsung Printer SNMP Hardcode RW Community String", "ET EXPLOIT UDP 
Technology Firmware (IP Cam) - simple_reclistjs.cgi RCE via Command Injection 
Attempt Inbound (CVE-2021-33544)", "ET EXPLOIT Apache log4j RCE Attempt - 
lower/upper TCP Bypass M2 (Outbound) (CVE-2021-44228)", "ET EXPLOIT HTTP POST 
Request With ysoserial In Request Body (CommonsCollections6) M3", "ET EXPLOIT 
Microsoft Exchange SUID Disclosure via SSRF Inbound M1 (CVE-2021-31207)", "ET 
EXPLOIT HTTP POST Request With ysoserial In Request Body (JBossInterceptors1) M3", 
"ET EXPLOIT Possible Cacti Unauthenticated RCE Inbound M2 (CVE-2022-46169)", "ET 
EXPLOIT Paypal Pro < 1.1.65 SQLi (CVE-2020-14092)", "ET EXPLOIT Advantech iView RCE 
Setup via Config Overwrite Inbound (CVE-2021-22652)", "ET EXPLOIT Possible EXIM RCE 
Inbound (CVE-2019-15846) M2", "ET EXPLOIT OctoberCMS Auth Bypass Inbound M1 
trigger_reset (CVE-2021-32648)", "ET WEB_SERVER Suspected China Chopper Variant 
Webshell Command (inbound)", "ET EXPLOIT CCBill Online Payment Systems RCE 
(Outbound)", "ET EXPLOIT WNR2000v4 HTTP POST RCE Attempt Via Timestamp 
Discovery", "ET EXPLOIT Smart Google Code Inserter < 3.5 SQLi (CVE-2018-3811)", "ET 
EXPLOIT MiCasaVerde VeraLite - Remote Code Execution Outbound (CVE-2016-6255)", 
"ET WEB_SPECIFIC_APPS Atlassian JIRA Template Injection RCE (CVE-2019-11581)", "ET 
EXPLOIT Apache log4j RCE Attempt (udp dns) (Outbound) (CVE-2021-44228)", "ET 
EXPLOIT Qualcomm QCMAP Stack-Based Buffer Overflow Attempt Inbound (CVE-2020-
3657)", "ET EXPLOIT Extreme Networks ExtremeWireless Aerohive HiveOS and IQ 
Engine (LFI) (CVE-2020-16152) M2", "ET EXPLOIT Possible Spring Cloud Connector RCE 
Inbound (CVE-2022-22963)", "ET WEB_SPECIFIC_APPS Possible Oracle WebLogic RCE 
Fuzzing Inbound M2", "ET EXPLOIT Belkin N750 Buffer Overflow Attempt", "GPL 
NETBIOS SMB-DS NDdeSetTrustedShareW unicode little endian overflow attempt", "ET 
EXPLOIT eMerge E3 Command Injection Inbound (CVE-2019-7256)", "ET EXPLOIT 
Apache log4j RCE Attempt - Nested upper (udp) (Outbound) (CVE-2021-44228)", "ET 
EXPLOIT Equation Group ExtraBacon Cisco ASA AAAADMINAUTH Disable", "ET EXPLOIT 
Cisco Data Center Network Manager SQL Injection Inbound (CVE-2019-15984)", "ET 
EXPLOIT Possible Redis RCE Attempt - Dynamic Importing of liblua (CVE-2022-0543)", 
"ET EXPLOIT ysoserial Payload in HTTP URI 
(BeanShell1/Click1/CommonsCollections1/CommonsCollections4) M1", "ET EXPLOIT 
Possible vRealize Operations Manager API SSRF Attempt (CVE-2021-21975)", "ET INFO 
Common JSP WebShell String Observed in HTTP Header M1", "ET EXPLOIT Possible 
WebShell JPEG Upload", "ET SCAN Tomcat admin-blank login credentials", "ET EXPLOIT 
Inbound VMware vCenter RCE Attempt M1 (CVE-2021-21972)", "ET EXPLOIT Zerologon 
Phase 2/3 - NetrServerAuthenticate3 Request with 0x00 Client Challenge and Sign and 
Seal Disabled (CVE-2020-1472) M1", "ET EXPLOIT vBulletin 5.6.2 
widget_tabbedContainer_tab_panel Remote Code Execution (Inbound)", "ET EXPLOIT 
Apache log4j RCE Attempt (udp iiop) (CVE-2021-44228)", "ET NETBIOS Microsoft 
Windows NETAPI Stack Overflow Inbound - MS08-067 - Known Exploit Instance", "ET 
WEB_SPECIFIC_APPS Apache ActiveMQ File Upload RCE (CVE-2016-3088)", "ET EXPLOIT 
REDIS Attempted SSH Key Upload", "ET EXPLOIT vBulletin 5.x Unauthenticated Remote 
Code Execution (CVE-2019-16759) M3", "GPL NETBIOS SMB llsrconnect unicode little 
endian overflow attempt", "ET WEB_SERVER CVE-2014-6271 Attempt In HTTP Headers 
Line Continuation Evasion CRLF", "ET EXPLOIT Microsoft Exchange RCE Setup Inbound 
(CVE-2021-28482)", "ET EXPLOIT Possible Apache Text4shell RCE Attempt DNS Prefix 
(CVE-2022-42889) (Inbound)", "ET EXPLOIT Apache log4j RCE Attempt (tcp ldap) 



(Outbound) (CVE-2021-44228)", "ET WEB_SPECIFIC_APPS Kibana Prototype Pollution 
RCE Inbound (CVE-2019-7609)", "ET WEB_SPECIFIC_APPS Possible Oracle WebLogic RCE 
Fuzzing Inbound M1", "ET EXPLOIT D-Link - RCE Attempt Inbound (CVE-2021-45382)", 
"ET EXPLOIT Geutebruck Attempted Remote Command Injection Outbound", "ET 
EXPLOIT ManageEngine AdSelfService Plus - Possible Code Execution via openSSLTool 
(CVE-2021-40539)", "ET EXPLOIT HTTP POST Request With ysoserial In Request Body 
(BeanShell1/Click1/CommonsCollections1/CommonsCollections4) M3", "ET MALWARE 
Possible Linux.Mirai Login Attempt (54321)", "GPL NETBIOS SMB-DS llsrconnect unicode 
andx overflow attempt", "ET EXPLOIT HTTP POST Request With ysoserial In Request 
Body (Hibernate1/Hibernate2/JSON1/Myfaces1/ROME/URLDNS) M2", "GPL FTP MKD 
overflow attempt", "ET EXPLOIT Possible Zend Framework Exploit (CVE-2021-3007)", 
"ET EXPLOIT Possible rConfig 3.9.2 Remote Code Execution PoC M1 (CVE-2019-16662)", 
"ET WEB_SPECIFIC_APPS Possible Apache Unomi MVEL Eval RCE Inbound M1 (CVE-
2020-13942)", "ET EXPLOIT Apache log4j RCE Attempt (http ldaps) (CVE-2021-44228)", 
"ET EXPLOIT Possible Apache ShardingSphere RCE Attempt (CVE-2020-1947) (PoC 
Based)", "ET WEB_SERVER Possible CVE-2014-3120 Elastic Search Remote Code 
Execution Attempt", "ET WEB_SERVER WEBSHELL Linux/Torte Uploaded", "ET NETBIOS 
Microsoft Windows NETAPI Stack Overflow Inbound - MS08-067 (19)", "ET 
WEB_SERVER Possible WebLogic Admin Login With Default Creds", "ET EXPLOIT 
[NCC/FOX-IT] Possible F5 BIG-IP/BIG-IQ iControl REST RCE Attempt (CVE-2021-22986)", 
"ET EXPLOIT Inbound VMware vCenter RCE Attempt M2 (CVE-2021-21972)", "ET 
EXPLOIT D-Link IP Camera Vulnerable HTTP Request (CVE-2013-1600)", "ET EXPLOIT 
Seagate Business NAS Unauthenticated Remote Command Execution", "GPL NETBIOS 
DCERPC Remote Activation bind attempt", "GPL NETBIOS SMB-DS OpenKey andx 
overflow attempt", "ET WEB_SERVER Possible 3Com OfficeConnect Router Default User 
Account Remote Command Execution Attempt", "ET EXPLOIT SonicWall SMA 100 Series 
- Possible Heap-Based Overflow Activity (CVE-2021-20043)", "ET EXPLOIT F5 BIG-IP 
rsync cmi authorized_keys successful exfiltration", "ET EXPLOIT Apache log4j RCE 
Attempt (http rmi) (Outbound) (CVE-2021-44228)", "ET EXPLOIT Possible SaltStack 
Authentication Bypass CVE-2020-11651 M2", "ET TELNET busybox MEMES Hackers - 
Possible Brute Force Attack", "ET WEB_SERVER Possible CVE-2015-1427 Elastic Search 
Sandbox Escape Remote Code Execution Attempt", "GPL NETBIOS SMB DCERPC LSASS 
DsRolerUpgradeDownlevelServer exploit attempt", "ET EXPLOIT Microsoft Edge Chakra 
- InlineArrayPush Type Confusion Inbound M1 (CVE-2018-8617)", "ET EXPLOIT [PT 
Security] Exim <4.90.1 Base64 Overflow RCE (CVE-2018-6789)", "ET 
WEB_SPECIFIC_APPS Possible WHMCS SQLi AES_ENCRYPT at start of value", "ET 
EXPLOIT Image Manager 5.2.4 - RCE Attempt", "GPL NETBIOS SMB-DS llsrconnect 
overflow attempt", "ET EXPLOIT Netgear ProSAFE Plus Possible Integer Overflow 
Attempt Inbound M2 (CVE-2020-35230)", "ET EXPLOIT VMware SD-WAN Orchestrator 
Path Traversal (CVE-2020-4000)", "ET EXPLOIT Qualcomm QCMAP NULL Pointer 
Dereference Attempt Inbound (CVE-2020-25858)", "ET EXPLOIT QNAP PhotoStation 
Authenticated Session Tampering Attempt", "ET MALWARE Possible Linux.Mirai Login 
Attempt (ikwb)", "ET EXPLOIT Amcrest Camera and NVR Buffer Overflow Attempt (CVE-
2020-5735)", "ET EXPLOIT Apache log4j RCE Attempt (tcp rmi) (Outbound) (CVE-2021-
44228)", "ET SCAN Dark Nexus IoT Variant User-Agent (Inbound)", "ET EXPLOIT Possible 
Oracle Database Text Component ctxsys.drvxtabc.create_tables Remote SQL Injection 
Attempt", "ET EXPLOIT Xiongmai/HiSilicon DVR - RTSP Buffer Overflow Attempt - CVE-
2022-26259", "ET EXPLOIT EyesOfNetwork Autodiscover Command Injection (CVE-
2020-8654)", "ET EXPLOIT DBltek GoIP GoIP-1 GSM Gateway - Local File Inclusion", "ET 
EXPLOIT 401TRG Liferay RCE (CVE-2020-7961)", "ET EXPLOIT Tenda OS Command 
Injection (CVE-2020-10987) (GET)", "ET EXPLOIT OptiLink ONT1GEW GPON RCE 
Outbound", "ET MALWARE Unattributed WebShell Access - File Upload", "ET EXPLOIT 
Possible Apache log4j RCE Attempt - HTTP URI Obfuscation (CVE-2021-44228) 
(Outbound)", "ET EXPLOIT [PwnedPiper] Exploitation Attempt - Small Malformed 
Translogic Packet (Multiple CVEs)", "ET EXPLOIT Possible CVE-2014-6271 exploit 
attempt via malicious DHCP ACK", "ET EXPLOIT vCenter Server RCE Chain Final Stage 
Inbound (CVE-2021-21985)", "ET EXPLOIT WatchGuard CVE-2022-26318 RCE Attempt 



M2", "ET EXPLOIT Possible FatPipe Unrestricted File Upload", "ET EXPLOIT Cisco IP 
Phones Web Server Vulnerability (CVE-2020-3161)", "ET EXPLOIT Redis RCE Attempt 
(CVE-2022-0543) M2", "ET EXPLOIT Cisco Data Center Network Manager Authentication 
Bypass Inbound (CVE-2019-15976)", "ET EXPLOIT CloudMe Sync Buffer Overflow", "ET 
EXPLOIT Cisco Security Manager Path Traversal - athena (CVE-2020-27130)", "GPL FTP 
REST overflow attempt", "ET EXPLOIT Possible WePresent WIPG1000 OS Command 
Injection", "ET EXPLOIT Edimax Technology EW-7438RPn-v3 Mini 1.27 - Remote Code 
Execution", "ET EXPLOIT Apache log4j RCE Attempt (tcp ldap) (CVE-2021-44228)", "GPL 
NETBIOS SMB CoGetInstanceFromFile unicode little endian overflow attempt", "ET 
EXPLOIT Possible VMware Cloud Director RCE Attempt (CVE-2020-3956)", "ET EXPLOIT 
FortiOS SSL VPN - Information Disclosure (CVE-2018-13379)", "ET SCAN ELF/Mirai 
Variant User-Agent (Inbound)", "ET HUNTING Possible Apache log4j RCE Attempt - Any 
Protocol (upper UDP Bypass) (CVE-2021-44228)", "GPL NETBIOS SMB 
CoGetInstanceFromFile little endian andx overflow attempt", "ET WEB_SERVER Possible 
CVE-2014-6271 Attempt in Headers", "ET MALWARE Possibly SLIGHTPULSE Related - 
Suspicious POST to Specific URI Path", "ET EXPLOIT ysoserial Payload in HTTP URI 
(JavassistWeld1) M1", "ET EXPLOIT Possible CVE-2014-6271 exploit attempt via 
malicious DNS", "ET EXPLOIT F5 BIG-IP rsync cmi authorized_keys access attempt", "ET 
EXPLOIT Possible OpenSSL Punycode Email Address Buffer Overflow Attempt Outbound 
(CVE-2022-3602)", "ET EXPLOIT Possible Windows DNS Integer Overflow Attempt M2 
(CVE-2020-1350)", "ET EXPLOIT Unknown Vulnerability Exploit Attempt (Possible Mirai 
Activity)", "ET EXPLOIT Possible Microsoft Exchange RCE Inbound M1 (CVE-2021-
34473)", "ET EXPLOIT HTTP POST Request With ysoserial In Request Body 
(CommonsCollections7) M1", "ET EXPLOIT Apache log4j RCE Attempt (tcp dns) 
(Outbound) (CVE-2021-44228)", "ET EXPLOIT Apache log4j RCE Attempt (tcp iiop) (CVE-
2021-44228)", "ET EXPLOIT Possible Symantec Malicious MIME Doc Name Overflow 
(EICAR) toserver M4", "ET EXPLOIT Pulse Secure Post-Auth OS Command Injection (CVE-
2019-11539)", "ET EXPLOIT Zhone ZNID GPON 2426A < S3.0.501 RCE (CVE-2014-9118) 
M1", "GPL POP3 AUTH overflow attempt", "ET EXPLOIT ysoserial Payload in HTTP 
Header (JBossInterceptors1) M1", "ET EXPLOIT ysoserial Payload in HTTP Header 
(Spring1/Spring2) M2", "ET EXPLOIT HTTP POST Request With ysoserial In Request Body 
(JavassistWeld1) M2", "ET EXPLOIT CyberArk Enterprise Password Vault XXE Injection 
Attempt", "GPL NETBIOS SMB-DS llsrconnect little endian overflow attempt", "ET 
MALWARE Possible Linux.Mirai Login Attempt (888888)", "ET EXPLOIT UPnP UUID 
Password Change Exploit Attempt Inbound - XR300 PoC Gadgets (CVE-2021-34991)", 
"GPL NETBIOS SMB OpenKey unicode little endian andx overflow attempt", "ET 
WEB_SPECIFIC_APPS Possible KLOG Server RCE Inbound (CVE-2020-35729)", "ET 
EXPLOIT Microsoft Exchange - Successful msExchEcpCanary Disclosure (CVE-2021-
33766)", "ET EXPLOIT Possible F5 BIG-IP Infoleak and Out-of-Bounds Write Inbound 
(CVE-2021-22991)", "ET EXPLOIT Grafana 8.x Path Traversal (CVE-2021-43798)", "ET 
EXPLOIT FortiOS SSL VPN - Remote Code Execution (CVE-2018-13383)", "ET EXPLOIT 
Laravel Remote Code Execution (CVE-2021-3129) Inbound - Attempt to clear logs", "ET 
EXPLOIT Microsoft Exchange Remote Code Execution Attempt - OWASSRF (CVE-2022-
41040, CVE-2022-41082)", "ET EXPLOIT Possible Citrix Information Disclosure Attempt 
Inbound (CVE-2020-8195)", "ET EXPLOIT Sophos Firewall Authentication Bypass (CVE-
2022-1040) Server Response M1", "ET EXPLOIT Possible Mida eFramework RCE Attempt 
Inbound (CVE-2020-15922)", "ET EXPLOIT [401TRG] GhostCat LFI Attempt Inbound 
(CVE-2020-1938)", "ET EXPLOIT Possible Apache Text4shell RCE Attempt Script Prefix 
(CVE-2022-42889) (Outbound)", "ET EXPLOIT Possible WebShell GIF Upload", "GPL 
NETBIOS SMB-DS NDdeSetTrustedShareW little endian andx overflow attempt", "ET 
EXPLOIT HTTP POST Request With ysoserial In Request Body (JBossInterceptors1) M1", 
"ET EXPLOIT Linksys WRT54GL DNS Change GET Request", "GPL NETBIOS SMB-DS 
NDdeSetTrustedShareW unicode andx overflow attempt", "ET EXPLOIT Oracle 
WebLogic Unrestricted File Upload (CVE-2018-2894)", "GPL NETBIOS SMB-DS OpenKey 
unicode little endian overflow attempt", "ET EXPLOIT HTTP POST Request With 
ysoserial In Request Body 
(BeanShell1/Click1/CommonsCollections1/CommonsCollections4) M1", "ET EXPLOIT 



HTTP POST Request With ysoserial In Request Body 
(Hibernate1/Hibernate2/JSON1/Myfaces1/ROME/URLDNS) M3", "ET 
WEB_SPECIFIC_APPS [eSentire] Drupalgeddon2 <8.3.9 <8.4.6 <8.5.1 RCE Through 
Registration Form (CVE-2018-7600)", "ET EXPLOIT Possible Zimbra Arbitrary File Upload 
(CVE-2022-41352) M3", "ET WEB_SPECIFIC_APPS LifterLMS Arbitrary File Write Attempt 
Inbound (CVE-2020-6008)", "ET EXPLOIT HTTP POST Request With ysoserial In Request 
Body (CommonsCollections1/CommonsCollections3) M1", "GPL NETBIOS SMB 
llsrconnect unicode overflow attempt", "ET EXPLOIT Possible SAP NetWeaver SQL 
Injection Attempt Inbound (CVE-2016-2386)", "ET NETBIOS Microsoft Windows NETAPI 
Stack Overflow Inbound - MS08-067 (15)", "ET HUNTING Suspicious Chmod Usage in 
URI (Inbound)", "ET MALWARE Possible Linux.Mirai Login Attempt (1111111)", "ET 
EXPLOIT Apache CouchDB JSON Remote Privesc Attempt (CVE-2017-12635)", "ET 
EXPLOIT Possible Malicious NAT-PMP Response Successful UDP Map to External 
Network", "ET EXPLOIT ysoserial Payload in HTTP URI (CommonsCollections6) M1", "ET 
EXPLOIT PAN-OS OS Command Injecton Attempt Inbound (CVE-2020-2038)", "ET 
WEB_SPECIFIC_APPS DNN DNNPersonalization Cookie RCE Attempt (CVE-2017-9822)", 
"ET MALWARE Suspected PULSECHECK Webshell Access Inbound", "ET EXPLOIT 
ysoserial Payload in HTTP Header (MozillaRhino2) M1", "ET EXPLOIT VMware VeloCloud 
Authorization Bypass (CVE-2019-5533)", "ET EXPLOIT TP-Link TL-WR840N EU v5 RCE 
Attempt (CVE-2021-41653)", "GPL EXPLOIT rsh froot", "ET EXPLOIT Cisco Data Center 
Network Manager Information Disclosure Inbound", "ET EXPLOIT VMware Spring Cloud 
Gateway Code Injection (CVE-2022-22947)", "ET EXPLOIT ysoserial Payload in HTTP 
Header (BeanShell1/Click1/CommonsCollections1/CommonsCollections4) M2", "GPL 
FTP RNFR overflow attempt", "ET EXPLOIT HTTP POST Request With ysoserial In 
Request Body (MozillaRhino2) M2", "ET EXPLOIT ysoserial Payload in HTTP Header 
(JavassistWeld1) M1", "ET EXPLOIT Pulse Secure VPN RCE Chain Stage 3 Inbound - 
Execute Mal Config Trigger, PoC Based (CVE-2020-8260)", "ET EXPLOIT Multiple 
DrayTek Products Pre-authentication Remote RCE Inbound (CVE-2020-8515) M2", "GPL 
NETBIOS SMB trans2open buffer overflow attempt", "ET EXPLOIT Cisco RV320/RV325 
Config Disclosure Attempt Inbound (CVE-2019-1653)", "GPL RPC CMSD TCP 
CMSD_CREATE buffer overflow attempt", "ET EXPLOIT Extensis Portfolio Unrestricted 
File Upload (CVE-2022-24252)", "ET EXPLOIT Possible ZyXELs ZynOS Configuration 
Download Attempt (Contains Passwords)", "GPL RPC CMSD UDP CMSD_CREATE buffer 
overflow attempt", "ET EXPLOIT AjaxPro RCE Attempt (CVE-2021-23758)", "ET EXPLOIT 
Netis E1+ 1.2.32533 - Unauthenticated WiFi Password Leak", "GPL NETBIOS SMB 
llsrconnect andx overflow attempt", "ET EXPLOIT Possible MeltDown PoC Download In 
Progress", "ET EXPLOIT SolarWinds Web Help Desk Hard Coded Credentials Request 
(CVE-2021-35232)", "ET EXPLOIT Linksys E-Series Device RCE Attempt", "ET EXPLOIT 
HTTP POST Request With ysoserial In Request Body (Spring1/Spring2) M3", "ET EXPLOIT 
Linksys Failed Upgrade BackDoor Access (Server Response)", "ET NETBIOS Microsoft 
Windows NETAPI Stack Overflow Inbound - MS08-067 (25)", "ET EXPLOIT Possible 
Authenticated Command Injection Inbound - Comtrend VR-3033 (CVE-2020-10173)", 
"ET ATTACK_RESPONSE Possible WebShell Upload Attempt via Directory Traversal M1", 
"ET EXPLOIT UDP Technology Firmware (IP Cam) - simple_reclistjs.cgi RCE via Command 
Injection Attempt Outbound (CVE-2021-33544)", "ET EXPLOIT ASUS RT N56U Router 
DNS Change GET Request 2", "ET EXPLOIT ysoserial Payload in HTTP URI 
(CommonsCollections5/MozillaRhino1/Vaadin) M1", "ET EXPLOIT Eir D1000 Remote 
Command Injection Attempt Outbound", "ET EXPLOIT Authenticated QuickBox CE 
2.5.5/Pro 2.1.8 RCE Attempt Inbound M2 (CVE-2020-13448)", "GPL NETBIOS SMB-DS 
llsrconnect little endian andx overflow attempt", "GPL POP3 LIST overflow attempt", 
"ET EXPLOIT Possible PYKEK Priv Esc in-use", "ET EXPLOIT Geutebruck Attempted 
Remote Command Injection Inbound", "ET EXPLOIT Centreon 20.04 Authenticated RCE 
(CVE-2020-12688)", "ET EXPLOIT ysoserial Payload in HTTP Header (JavassistWeld1) 
M3", "ET EXPLOIT Zerologon Phase 2/3 - NetrServerAuthenticate3 Request with 0x00 
Client Challenge and Sign and Seal Disabled (CVE-2020-1472) M2", "ET EXPLOIT Exim4 
UAF Attempt (BDAT with non-printable chars)", "ET EXPLOIT Cisco HyperFlex HX RCE 
Inbound (CVE-2021-1498)", "ET EXPLOIT Suspicious SVCCTL CreateService Command via 



SMB - Observed Zerologon Post Compromise Activity", "ET WEB_CLIENT Possible 
Confluence SSTI Exploitation Attempt - Leads to RCE/LFI (CVE-2019-3396)", "ET EXPLOIT 
Trenda Router AC11 RCE Inbound (CVE-2021-31755)", "ET EXPLOIT Shenzhen TVT 
DVR/NVR/IPC Hardcoded WebUI Login Attempt M1", "ET EXPLOIT Possible SAP 
NetWeaver CVE-2020-6287 Exploit Success", "ET EXPLOIT Successful Cisco 
RV320/RV325 Config Disclosure (CVE-2019-1653)", "ET EXPLOIT Azure Automation 
Authentication Bypass", "GPL NETBIOS SMB llsrconnect overflow attempt", "ET POLICY 
PPTP Requester is not authorized to establish a command channel", "ET EXPLOIT F5 
BIG-IP rsync cmi authorized_keys successful upload", "ET WEB_SERVER lolzilla 
WebSkimmer - Remote Code Execution Attempt M1", "ET EXPLOIT QNAP PhotoStation 
Privilege Escalation Attempt M2 (plaintext token)", "ET EXPLOIT PiHole Web Interface 
Regex Escape Leading to RCE Inbound M1 (CVE-2021-32706)", "ET EXPLOIT Possible 
Apache Shiro 1.2.4 Cookie RememberME Deserial RCE (CVE-2016-4437)", "ET EXPLOIT 
Guangzhou 1GE ONU OS Command Execution (CVE-2020-8958)", "GPL NETBIOS SMB-
DS DCERPC Messenger Service buffer overflow attempt", "ET EXPLOIT Apache log4j RCE 
Attempt - lower/upper UDP Bypass M1 (Outbound) (CVE-2021-44228)", "ET EXPLOIT 
Possible CVE-2017-8759 Soap File DL Over FTP", "ET EXPLOIT Fuel CMS 1.4.1 RCE (CVE-
2018-16763)", "ET NETBIOS Microsoft Windows NETAPI Stack Overflow Inbound - 
MS08-067 (17)", "ET EXPLOIT Possible Microsoft RDP Client for Mac RCE", "ET EXPLOIT 
FCM-MB40 Attempted Remote Command Execution as Root", "ET EXPLOIT TP-LINK 
Known Malicious Router DNS Change GET Request", "ET EXPLOIT Attempted Mitel 
MiVoice Connect Data Validation RCE Inbound (CVE-2022-29499)", "ET MALWARE 
Possible Linux.Mirai DaHua Default Credentials Login", "ET EXPLOIT Mongo-Express RCE 
Inbound (CVE-2019-10758)", "ET NETBIOS Microsoft Windows NETAPI Stack Overflow 
Inbound - MS08-067 (4)", "ET EXPLOIT [401TRG] HPDM Backdoor Login", "ET EXPLOIT 
Dell KACE Attempted Remote Command Injection Inbound", "ET EXPLOIT Possible 
Atlassian Confluence Pre-Authorization Arbitrary File Read Attempt (pom.properties) 
(CVE-2021-26085)", "ET EXPLOIT Apache log4j RCE Attempt (udp iiop) (Outbound) (CVE-
2021-44228)", "ET WEB_SPECIFIC_APPS Apache Struts ognl inbound OGNL injection 
remote code execution attempt", "ET EXPLOIT Linksys WAP54G debug.cgi Shell Access 
as Gemtek", "ET EXPLOIT Attempted Remote Command Injection Inbound (CVE-2018-
7841)", "ET EXPLOIT Linksys E-Series Device RCE Attempt Outbound", "ET WEB_CLIENT 
Metasploit Browser Autopwn Aug1 2016", "ET EXPLOIT Microsoft Exchange - 
Information Disclosure flowbit set (CVE-2021-33766)", "ET EXPLOIT Apache log4j RCE 
Attempt - Nested upper (tcp) (CVE-2021-44228)", "ET EXPLOIT Quanta LTE Router UDP 
Backdoor Activation Attempt", "ET EXPLOIT QNAP PhotoStation Pre-Auth Local File 
Disclosure Attempt", "ET EXPLOIT dotCMS Arbitrary File Upload Attempt (CVE-2022-
26352) M2", "GPL RPC STATD TCP stat mon_name format string exploit attempt", "ET 
EXPLOIT Successful Cisco RV320/RV325 Debug Dump Disclosure (CVE-2019-1653)", "ET 
EXPLOIT File Sharing Wizard 1.5.0 - SEH Overflow Inbound (CVE-2019-16724)", "ET 
EXPLOIT HTTP POST Request With ysoserial In Request Body (Spring1/Spring2) M1", "ET 
EXPLOIT Possible Successful VMware Cloud Director RCE Attempt (CVE-2020-3956)", 
"GPL FTP RETR overflow attempt", "ET EXPLOIT Possible Apache log4j RCE Attempt (udp 
nds) (CVE-2021-44228)", "ET EXPLOIT Possible Cisco REST API Container for Cisco IOS XE 
Software Authentication Bypass Attempt (CVE-2019-12643)", "ET EXPLOIT ASUS RT 
N56U Router DNS Change GET Request 3", "GPL FTP STAT overflow attempt", "ET 
EXPLOIT Possible Edgewater Networks Edgemarc Blind Command Injection Attempt 
(CVE-2017-6079)", "ET EXPLOIT Hootoo TripMate Attempted Remote Command 
Injection Inbound", "ET EXPLOIT JCK Editor 6.4.4 SQLi Attempt (CVE-2018-17254)", "ET 
EXPLOIT Inbound VMware vCenter RCE Attempt with Untrusted SSH Key Upload (CVE-
2021-21972)", "ET EXPLOIT D-Link IP Camera Vulnerable HTTP Request (CVE-2013-
1601)", "ET EXPLOIT Belkin Wireless G Router DNS Change POST Request", "ET 
WEB_SERVER Possible CVE-2014-6271 Attempt in Client Body", "ET WEB_SERVER 
Possible CVE-2014-6271 Attempt in URI", "ET EXPLOIT Oracle Coherence Deserialization 
RCE (CVE-2020-2555)", "ET EXPLOIT Supermicro BMC Password Disclosure 4", "ET 
EXPLOIT Citrix App Delivery Controller and Citrix Gateway M1 (CVE-2019-19781)", "ET 
TELNET busybox MIRAI hackers - Possible Brute Force Attack", "ET WEB_SPECIFIC_APPS 



Pandora FMS SQLi", "GPL NETBIOS SMB NDdeSetTrustedShareW unicode little endian 
overflow attempt", "ET EXPLOIT Monitorr 1.7.6m RCE Exploit Attempt", "ET EXPLOIT 
ysoserial Payload in HTTP URI (JBossInterceptors1) M2", "ET EXPLOIT Microsoft OMI 
RCE Exploit Attempt (CVE-2021-38647) M1", "ET EXPLOIT Apache log4j RCE Attempt 
(tcp dns) (CVE-2021-44228)", "ET EXPLOIT [CISA AA21-336A] Zoho ManageEngine 
ServiceDesk Possible Exploitation Activity (CVE-2021-44077)", "ET EXPLOIT Vulnerable 
Microsoft Exchange Server Response (CVE-2021-31207)", "ET EXPLOIT Wireless IP 
Camera (P2) WIFICAM Remote Code Execution", "ET WEB_SERVER Possible CVE-2014-
6271 Attempt", "ET EXPLOIT vBulletin 5.x Unauthenticated Remote Code Execution 
(CVE-2019-16759) M2", "ET EXPLOIT Possible Pulse Secure VPN RCE Chain Stage 2 
Inbound - Upload Malicious Config (CVE-2020-8260)", "ET WEB_SPECIFIC_APPS Jetty 
WEB-INF Information Leak Successful Exploitation (CVE-2021-34429)", "ET EXPLOIT Klog 
Server Command Injection Inbound (CVE-2021-3317)", "ET WEB_SPECIFIC_APPS 
Apache SkyWalking GraphQL SQL Injection Inbound (CVE-2020-13921)", "ET 
WEB_SERVER Possible CVE-2014-6271 Attempt in HTTP Cookie", "ET EXPLOIT Possible 
Pulse Secure VPN RCE Inbound (CVE-2020-8218)", "GPL POP3 STAT overflow attempt", 
"ET WEB_SERVER Possible SQL Injection (varchar)", "ET WEB_SPECIFIC_APPS Possible 
CVE-2013-2618 Attempt (PHP Weathermap Persistent XSS)", "ET EXPLOIT SonicWall 
SMA 100 Series - Unauthenticated File Upload Path Traversal (CVE-2021-20040)", "ET 
EXPLOIT Cisco Security Manager Path Traversal - cwhp (CVE-2020-27130)", "ET EXPLOIT 
Realtek eCos RSDK/MSDK Stack-based Buffer Overflow Attempt Inbound (CVE-2022-
27255)", "ET EXPLOIT VMWare View Planner RCE (CVE-2021-21978) Attempt M2", "ET 
WEB_SERVER SQLi - SELECT and sysobject", "ET EXPLOIT CCBill Online Payment Systems 
RCE (Inbound)", "ET MALWARE Possible Linux.Mirai Login Attempt (fucker)", "ET 
WEB_SPECIFIC_APPS Possible SharePoint RCE Attempt (CVE-2019-0604)", "ET SCAN 
SQLNinja Attempt To Recreate xp_cmdshell Using sp_configure", "ET WEB_SERVER 
DEWMODE Webshell Observed Outbound", "ET EXPLOIT TP-LINK Archer C5 v4 (CVE-
2019-7405)", "ET EXPLOIT Samba Arbitrary Module Loading Vulnerability (NT Create 
AndX .so) (CVE-2017-7494)", "ET EXPLOIT Possible Apache log4j RCE Attempt - Base64 
jndi (udp) (Outbound) (CVE-2021-44228)", "ET EXPLOIT PiHole Web Interface Regex 
Escape Leading to RCE Inbound M2 (CVE-2021-32706)", "ET EXPLOIT FatPipe 
Unrestricted File Upload", "ET EXPLOIT Possible ManageEngine ADAudit Plus Directory 
Traversal Leading to Deserialization", "ET EXPLOIT DSLink 260E Router DNS Changer 
Exploit Attempt", "ET WEB_CLIENT Attempted WordPress GDPR Plugin Privilege 
Escalation M2 (Set as Administrator)", "ET EXPLOIT Possible Malicious NAT-PMP 
Response to External Network", "ET EXPLOIT Possible Zimbra Arbitrary File Upload 
(CVE-2022-30333) M2", "ET EXPLOIT Possible Microsoft Exchange RCE Inbound M3 
(CVE-2021-34473)", "ET WEB_CLIENT Attempted WordPress GDPR Plugin Privilege 
Escalation M1 (Enable Registration)", "ET WEB_SERVER Possible Oracle SQL Injection 
utl_inaddr call in URI", "ET NETBIOS Microsoft Windows NETAPI Stack Overflow 
Inbound - MS08-067 (8)", "ET WEB_SPECIFIC_APPS MediaWiki thumb.php RCE", "ET 
EXPLOIT Apache Spark RPC - Unauthenticated RegisterApplication Request - RCE 
Attempt (CVE-2020-9480)", "ET EXPLOIT Apache log4j RCE Attempt - Nested lower 
(udp) (CVE-2021-44228)", "ET EXPLOIT Possible NSDP (Netgear) Write Command Buffer 
Overflow Attempt - 0x0003 (CVE-2020-35225)", "ET EXPLOIT Possible AVCON6 Video 
Conferencing System RCE (Inbound)", "ET EXPLOIT NetGain Enterprise Manager 7.2.562 
Ping Command Injection", "ET EXPLOIT Possible Oracle Access Manager RCE Attempt 
(CVE-2021-35587)", "ET INFO Common JSP WebShell String Observed in HTTP Header 
M3", "ET EXPLOIT Sunhillo SureLine Unauthenticated OS Command Injection Inbound 
(CVE-2021-36380)", "ET EXPLOIT Possible JNBridge Java Deserialization Attempt (Wide) 
M1", "ET SCAN SQLNinja Attempt To Create xp_cmdshell Session", "ET WEB_SERVER 
Webmin RCE CVE-2019-15107", "ET EXPLOIT VMware vCenter Unauthorized File Read 
Inbound", "ET WEB_SERVER ThinkPHP RCE Exploitation Attempt", "GPL NETBIOS SMB 
NDdeSetTrustedShareW unicode little endian andx overflow attempt", "ET 
WEB_SPECIFIC_APPS Modx Revolution RCE (CVE-2018-1000207)", "ET EXPLOIT Razer 
Sila Router - LFI Attempt Inbound (No CVE)", "GPL NETBIOS SMB OpenKey little endian 
overflow attempt", "ET EXPLOIT Dameware DMRC Buffer Overflow Attempt (CVE-2016-



2345)", "ET WEB_SPECIFIC_APPS Possible Attempted Microsoft Exchange RCE (CVE-
2020-0688)", "ET EXPLOIT HTTP POST Request With ysoserial In Request Body 
(Clojure1) M2", "ET EXPLOIT Dataprobe iBoot-PDU Pre-Auth Remote Code Execution 
Attempt via git-update.php (CVE-2022-3184) M2", "ET EXPLOIT Possible SpringCore 
RCE/Spring4Shell Stage 3 Directory Set Inbound (CVE-2022-22965)", "GPL FTP APPE 
overflow attempt", "GPL NETBIOS SMB-DS OpenKey unicode overflow attempt", "ET 
EXPLOIT JBOSS Deserialization Attempt Inbound (CVE-2017-7504)", "ET EXPLOIT UDP 
Technology Firmware (IP Cam) - certmngr.cgi RCE via Command Injection Attempt 
Outbound (CVE-2021-33544)", "ET EXPLOIT ManageEngine AdSelfService Plus - 
Arbritrary File Upload Attempt (CVE-2021-40539)", "ET EXPLOIT TeamViewer .tvs 
iFrame Observed (CVE-2020-13699)", "GPL NETBIOS SMB llsrconnect unicode little 
endian andx overflow attempt", "ET WEB_SPECIFIC_APPS vBulletin RCE Inbound (CVE-
2019-16759 Bypass)", "ET EXPLOIT HTTP POST Request With ysoserial In Request Body 
(JRMPClient) M2", "ET EXPLOIT Shenzhen TVT DVR/NVR/IPC Hardcoded WebUI Login 
Attempt M2", "ET EXPLOIT QNAP PhotoStation Privilege Escalation Attempt M1 
(encrypted token)", "ET EXPLOIT Possible NSDP (Netgear) Write Command Buffer 
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PHISHING Mailbox Phishing Landing 2018-01-29", "ET PHISHING Caixa Phishing 
Landing", "ET PHISHING Suntrust Captcha Phishing Landing", "ET PHISHING Generic 
Custom Logo Phishing Landing", "ET PHISHING Navy Federal Credit Union Phishing 
Landing 2016-01-30", "ET PHISHING Paypal Phishing Landing Feb 24 2017", "ET 
WEB_CLIENT Tech Support Phone Scam Landing M5 Jun 3", "ET PHISHING Office 365 
Phishing Landing 2018-01-25", "ET PHISHING Mailgun Phishing Landing", "ET PHISHING 
Observed Phish Domain in DNS Lookup (emsclikoil .com) 2022-12-05", "ET PHISHING 
Possible HMRC Phishing Domain 2016-06-08", "ET PHISHING Common Form POST - 
Linkedin Phishing Landing 2020-06-11", "ET PHISHING Google Drive Phishing Landing 
Nov 6 2015 M2", "ET PHISHING Microsoft Office Phishing Landing 2016-12-18", "ET 
PHISHING Possible YapiKredi Bank (TR) Phishing Landing - Title over non SSL", "ET 
PHISHING ASB Bank Phishing Landing 2018-02-09 M1", "ET PHISHING Sparkasse 
Phishing Landing 2018-02-15", "ET PHISHING Paypal Phishing Landing", "ET PHISHING 
Common Form POST - Chase Phishing Landing 2020-06-11", "ET PHISHING Generic 
Email Login Phishing Landing 2016-06-02", "ET PHISHING Outlook Phishing Landing 
2020-10-23", "ET PHISHING Cloned Microsoft Office Apps Page - Possible Phishing 
Landing", "ET PHISHING Paypal Phishing Landing 2018-01-18 M1", "ET WEB_CLIENT 
Fake AV Phone Scam Landing July 20 2015 M2", "ET PHISHING Anonisma Phishing CSS 
2015-12-01", "ET PHISHING Potential Data URI Phishing Oct 02 2015", "ET PHISHING 
[eSentire] DHL Phish Landing July 24 2018", "ET PHISHING Microsoft Account Phishing 
Landing", "ET PHISHING [eSentire] Adobe Phishing Landing 2018-07-04", "ET PHISHING 
PHOEN!X Apple Phish Landing Page 2015-12-29", "ET PHISHING Bank of America 



Phishing Landing Aug 19 2015", "ET PHISHING Common Form POST - Cox Phishing 
Landing 2020-06-11", "ET PHISHING Mailbox Renewal Phish Landing Nov 13", "ET 
PHISHING Possible Cartasi Phishing Domain Nov 08 2016", "ET PHISHING Microsoft 
Onedrive Phishing Landing 2018-01-29", "ET PHISHING Cloned Instagram Page - 
Possible Phishing Landing M2", "ET PHISHING DHL Phishing Landing 2016-08-31", "ET 
PHISHING Cloned IRS Page - Possible Phishing Landing", "ET PHISHING DHL Phish 
Landing 2015-11-14", "ET PHISHING Phishing Landing via Webeden.co.uk (set) 2016-01-
22", "ET PHISHING Suspicious Byethost Phishing Redirect 2016-10-04", "ET PHISHING 
Fake World Health Organization COVID-19 Portal 2020-03-20", "ET PHISHING Suspicious 
HTML Hex Obfuscated Title - Possible Phishing Landing Jun 28 2017", "ET PHISHING 
Suspicious TikTok Domain Request - Possible Phishing or Scam", "ET PHISHING Office 
365 Phishing Landing", "ET PHISHING Generic Hidden Text - Possible Phishing Landing", 
"ET PHISHING Successful Generic Phish Observed", "ET PHISHING Possible Phishing 
Blockchain title over non SSL Jul 10 2017", "ET PHISHING Phishing Landing via 
Weebly.com M4 2016-02-02", "ET PHISHING Successful Credential Phish M1 2022-09-
23", "ET PHISHING Chrome Extension Phishing HTTP Request", "ET PHISHING Possible 
Tsukuba Banker Edwards Packed proxy.pac", "ET PHISHING Observed Phish Domain in 
DNS Lookup (diligencefinconsultants .com) 2022-12-05", "ET HUNTING Suspicious 
Netlify Hosted GET Request - Possible Phishing Landing", "ET PHISHING Phishing 
Landing via Tripod.com M1 2016-03-31", "ET PHISHING LCL Banque et Assurance (FR) 
Phishing Landing 2018-01-23", "ET MALWARE Javascript Displays malicious download 
page", "ET PHISHING Spox Phishkit HTTP POST Observed", "ET PHISHING Mailbox 
Upgrade Phishing Landing 2018-02-05", "ET PHISHING WeTransfer Phishing Landing 
2018-08-30", "ET PHISHING Observed Phish Domain in DNS Lookup (nowmcopetroleum 
.com) 2022-12-05", "ET PHISHING Observed Phish Domain in DNS Lookup 
(gulfcoastoilngas-ae .com) 2022-12-05", "ET PHISHING Observed Phish Domain in DNS 
Lookup (hpschooluae .com) 2022-12-05", "ET PHISHING [TW] Robin Banks HTTP GET 
Struct", "ET PHISHING Observed Phish Domain in DNS Lookup (emspgenerahospae 
.com) 2022-12-05", "ET PHISHING Possible Instagram Phishing Domain", "ET PHISHING 
Observed Phish Domain in DNS Lookup (dibfinancialservice-uae .com) 2022-12-05", "ET 
PHISHING Phishing Landing via Weebly.com M2 2016-02-02", "ET PHISHING Observed 
Phish Domain in DNS Lookup (contract-snoc .com) 2022-12-05", "ET PHISHING Wells 
Fargo Phishing Landing 2018-02-12", "ET PHISHING Possible Protonmail Phishing 
Domain in DNS Query", "ET PHISHING Base64 HTTP URL Refresh - Common Phish 
Landing Obfuscation 2016-01-01", "ET PHISHING Facebook Phishing Landing 2016-09-
02", "ET PHISHING LinkedIn Phishing Landing 2018-02-09 M1", "ET PHISHING Possible 
OWA Mail Phishing Landing - Title over non SSL", "ET PHISHING Observed Phish Domain 
in DNS Lookup (snoc-projectuae .com) 2022-12-05", "ET PHISHING MyADP Phishing 
Landing 2018-04-19", "ET PHISHING Wells Fargo Phishing Landing 2018-02-09", "ET 
PHISHING Apple AES Phishing Landing 2018-08-30", "ET HUNTING Suspicious Netlify 
Hosted TLS SNI Request - Possible Phishing Landing", "ET PHISHING Paypal Phishing 
Landing 2018-05-09", "ET PHISHING Possible barclays .co. uk Phishing Domain 2016-06-
22", "ET PHISHING OneDrive Phishing Landing 2020-04-10", "ET PHISHING Blocked 
Email Account Phishing Landing 2016-08-23", "ET PHISHING OneDrive Phishing Landing 
2018-05-01", "ET PHISHING Possible TSB Bank Phishing Landing 2018-05-07", "ET 
PHISHING Adobe Phishing Landing", "ET PHISHING Observed Phish Domain in DNS 
Lookup (tenders-adio .com) 2022-12-05", "ET PHISHING Observed Phish Domain in DNS 
Lookup (snocproject-ae .com) 2022-12-05", "ET PHISHING TSB Bank / Lloyds Bank 
Phishing Landing 2018-02-01", "ET PHISHING Possible BMO Bank of Montreal Phishing 
Landing - Title over non SSL", "ET PHISHING Observed Phish Domain in DNS Lookup 
(registrations-adnoc .com) 2022-12-05", "ET PHISHING Spox Phishkit Landing Page 
Inbound", "ET PHISHING Facebook Upgrade Payment Phishing Landing 2018-02-05", 
"ET PHISHING Linkedin Phishing Landing on Appspot Hosting", "ET PHISHING Generic 
PhishKit Author Comment M7 2018-08-30", "ET PHISHING Docusign Phishing Landing 
Hosted via Weebly", "ET PHISHING Possible Bank of America Phishing Domain Aug 15 
2016", "ET PHISHING Observed Phish Domain in DNS Lookup (zirvaenergy .com) 2022-
12-05", "ET PHISHING Possible Fedex Phishing Landing 2015-07-28", "ET PHISHING 



Observed Phish Domain in DNS Lookup (gulfmarineoilservices .com) 2022-12-05", "ET 
WEB_CLIENT Fake AV Phone Scam Landing Feb 12", "ET PHISHING iTunes Connect 
Phishing Landing", "ET PHISHING Observed Phish Domain in DNS Lookup 
(dahilalcapitalinvest .com) 2022-12-05", "ET PHISHING Hellion Postmaster Phishing 
Landing 2018-01-31", "ET PHISHING LinkedIn Phishing Landing 2018-02-13", "ET 
PHISHING Possible Discover Phishing Domain Feb 02 2017", "ET PHISHING L33bo 
Phishing Landing 2016-03-29", "ET PHISHING Spotify Phishing Landing 2020-04-14", "ET 
PHISHING Wells Fargo Phishing Landing 2018-02-02 M4", "ET PHISHING Observed OWA 
Phishing Landing Page 2021-08-20", "ET PHISHING Generic Phishing Kit Landing", "ET 
PHISHING Account Update Phishing Landing 2016-09-06", "ET PHISHING Docusign 
Phishing Landing Mar 08 2017", "ET PHISHING Facebook Phishing Landing 2018-02-12", 
"ET PHISHING Observed Phishing Domain in DNS Lookup (infollnes-r-us .co .uk)", "ET 
PHISHING Mail Verification Phishing Landing 2018-04-18", "ET PHISHING Chase Phishing 
Landing 2018-02-07", "ET PHISHING Apple Suspended Account Phishing Landing Aug 09 
2016", "ET PHISHING Cloned Bank of America Page - Possible Phishing Landing M2", "ET 
PHISHING Observed Phish Domain in DNS Lookup (biding-enoc .com) 2022-12-05", "ET 
WEB_CLIENT Tech Support Scam Landing M2 2019-04-15", "ET PHISHING Observed 
Phish Domain in DNS Lookup (toursolutions4u .com) 2022-12-05", "ET PHISHING 
Possible Halkbank (TK) Phishing Landing - Title over non SSL", "ET PHISHING Generic 
Paypal Phish Kit Landing", "ET PHISHING LinkedIn Phishing Landing 2017-07-20", "ET 
PHISHING Observed Possible Phishing Landing Page 2021-06-22", "ET PHISHING Wells 
Fargo Phishing Landing 2018-04-09", "ET PHISHING Possible Google Drive/Dropbox 
Phishing Landing Jul 10 2015", "ET PHISHING Office 365 Credential Harvesting Domain 
(rightofcourse .com) in TLS SNI", "ET PHISHING Office 365 Credential Harvesting 
Domain (rightofcourse .com) in DNS Lookup", "ET PHISHING Possible CIBC Phishing 
Landing - Title over non SSL", "ET WEB_CLIENT Fake AV Phone Scam Landing Apr 4", "ET 
PHISHING Possible USAA Phishing Domain Mar 14 2016", "ET PHISHING Adobe Online 
Document Phishing Landing M1 2016-04-25", "ET PHISHING Adobe Online Document 
Phishing Landing M2 2016-04-25", "ET PHISHING Observed Phish Domain in DNS 
Lookup (globalhospae .com) 2022-12-05", "ET WEB_CLIENT Tech Support Phone Scam 
Landing (err.mp3) 2016-08-12", "ET PHISHING Facebook Phishing Landing 2018-02-13 
M2", "ET WEB_CLIENT Tech Support Scam Landing 2020-08-19", "ET PHISHING 
Suspicious Credential POST to FormBuddy.com - Possible Phishing Aug 10 2016", "ET 
PHISHING Microsoft Account Phishing Landing on Appspot Hosting", "ET PHISHING 
Cloned Itscom Page - Possible Phishing Landing", "ET PHISHING Observed Phish Domain 
in DNS Lookup (mohregov-ae .com) 2022-12-05", "ET PHISHING Possible Phishing 
Landing Hosted on CodeSandbox.io M5", "ET WEB_CLIENT Tech Support Phone Scam 
Landing Feb 09 2017", "ET PHISHING Cloned EWE Telecom Page - Possible Phishing 
Landing", "ET PHISHING Covid19 Stimulus Payment Phish Inbound M2 (2021-10-21)", 
"ET PHISHING Observed Phish Domain in DNS Lookup (siemenoilandgas .com) 2022-12-
05", "ET PHISHING Observed Phish Domain in DNS Lookup (quickcitytravel .com) 2022-
12-05", "ET WEB_CLIENT Generic Fake Support Phone Scam Mar 9 M3", "ET PHISHING 
Cloned RBC Royal Bank Page - Possible Phishing Landing", "ET PHISHING Apple Phishing 
Landing M2 Sep 14 2017", "ET PHISHING Microsoft Account Phishing Landing M2 2018-
04-19", "ET PHISHING Observed Phish Domain in DNS Lookup (bid-taqa .com) 2022-12-
05", "ET PHISHING Am3Refh Obfuscated Phishing Landing 2016-02-23", "ET PHISHING 
Observed Phish Domain in DNS Lookup (alhmodzinoilfildservices .com) 2022-12-05", 
"ET PHISHING Team IPwned Phishing Landing 2016-08-24", "ET WEB_CLIENT Fake Virus 
Phone Scam Landing Mar 9 M2", "ET PHISHING Possible Generic Antibots Phishing 
Landing 2018-02-05", "ET INFO Suspected Phishing Simulation Service Domain in DNS 
Lookup (employees-portal .com)", "ET INFO Suspected Phishing Simulation Service 
Activity", "ET HUNTING Suspicious Netlify Hosted DNS Request - Possible Phishing 
Landing", "ET PHISHING Observed Phish Domain in DNS Lookup (builds-emaar .com) 
2022-12-05", "ET PHISHING Observed Phish Domain in DNS Lookup (biddings-enoc 
.com) 2022-12-05", "ET PHISHING Facebook Phishing Landing", "ET PHISHING Possible 
Phishing Redirect Feb 09 2016", "ET PHISHING Microsoft Account Login Hosted on 
Firebasestorage", "ET WEB_CLIENT Tech Support Phone Scam Landing M2 Oct 16 



2016", "ET PHISHING Possible Phishing Landing - Data URI Inline Javascript 2016-02-09", 
"ET PHISHING Observed Phish Domain in DNS Lookup (contractor-enoc .com) 2022-12-
05", "ET WEB_CLIENT Generic Fake Support Phone Scam Mar 8", "ET PHISHING Bank of 
America Phishing Landing 2018-08-30", "ET PHISHING Blocked Incoming Emails Phishing 
Landing 2018-01-23", "ET PHISHING Possible Free Mobile Phishing Landing - Title over 
non SSL", "ET PHISHING Instagram Phishing Landing 2020-04-10", "ET PHISHING 
Possible Generic Phishing Landing Jul 28 2015", "ET PHISHING Cloned Spotify Page - 
Possible Phishing Landing", "ET PHISHING Observed Phish Domain in DNS Lookup 
(rambolloil .com) 2022-12-05", "ET WEB_CLIENT Tech Support Phone Scam Landing M1 
Jun 29 2016", "ET PHISHING Cloned Discover Page - Possible Phishing Landing", "ET 
WEB_CLIENT Tech Support Phone Scam Landing Dec 30 M1", "ET PHISHING Apple 
Phishing Landing 2015-07-27", "ET PHISHING Generic Financial Phone Support 
Scam/Phishing Landing M1", "ET MALWARE Domen SocEng Redirect - Landing Page 
Observed", "ET PHISHING Possible Phishing Landing via MoonFruit.com M2 2016-01-
22", "ET PHISHING Generic Personalized Google Firebase Hosted Phishing Landing", "ET 
PHISHING [TW] EvilProxy AiTM Microsoft HTTP HOST M4", "ET PHISHING Facebook 
Phishing Landing 2018-02-13 M1", "ET PHISHING Cloned Google Tools Page - Possible 
Phishing Landing", "ET PHISHING Chase Phishing Landing 2018-01-18", "ET WEB_CLIENT 
Fake AV Phone Scam Landing June 16 2015 M4", "ET PHISHING DNS Query to Generic 
107 Phishing Domain", "ET PHISHING s0m3 Phishing Landing 2018-04-09", "ET 
PHISHING Successful Credential Phish M2 2022-09-23", "ET PHISHING Paypal Phishing 
Landing Jan 09 2017", "ET PHISHING Phishing Fake Document Loading Error 2015-10-
01", "ET PHISHING Observed Phish Domain in DNS Lookup (registration-adnoc .com) 
2022-12-05", "ET PHISHING Observed Phish Domain in DNS Lookup (proposals-ae-enoc 
.com) 2022-12-05", "ET PHISHING Observed Phish Domain in DNS Lookup (tenders-
adnoc .com) 2022-12-05", "ET PHISHING Possible Paypal Phishing Domain (IT) Oct 10 
2017", "ET PHISHING [TW] Robin Banks HTTP HOST M2", "ET PHISHING Email Server 
Mobile Security Settings Phishing Landing 2018-01-22", "ET PHISHING Possible Chase 
Phishing Landing - Title over non SSL", "ET PHISHING Craigslist Phishing Landing 2018-
02-26", "ET PHISHING Possible Office 365 Phishing Landing 2016-08-24", "ET PHISHING 
Observed Phish Domain in DNS Lookup (aiischools .com) 2022-12-05", "ET PHISHING 
Possible Phishing Landing Hosted on CodeSandbox.io M3", "ET PHISHING Possible 
Yahoo Phishing Landing - Title over non SSL", "ET PHISHING Suspicious Browser Plugin 
Detect - Observed in Phish Landings", "ET PHISHING Microsoft Live External Link 
Phishing Landing M2 Feb 14 2017", "ET PHISHING Universal Webmail Phishing Landing 
2016-08-19", "ET PHISHING Possible iTunes Phishing Landing - Title over non SSL", "ET 
PHISHING Apple Phishing Landing 2016-03-01 M2", "ET PHISHING Possible Phishing 
Landing via MoonFruit.com M3 2016-01-22", "ET PHISHING Phishing Landing via 
Webeden.net 2016-10-13", "ET PHISHING Cloned Yahoo Page - Possible Phishing 
Landing", "ET PHISHING Observed Phish Domain in DNS Lookup (easternbaytravels 
.com) 2022-12-05", "ET PHISHING Lucy Security Phishing Landing Page M1", "ET 
PHISHING Observed Phish Domain in DNS Lookup (registrations-enoc .com) 2022-12-
05", "ET WEB_CLIENT Tech Support Phone Scam Landing 2017-07-26", "ET PHISHING 
Amazon Phishing Landing 2020-10-13", "ET PHISHING Fedex Javascript Phishing Landing 
2016-09-08", "ET PHISHING Observed Phish Domain in DNS Lookup 
(abbrossgeneralhospital .com) 2022-12-05", "ET WEB_CLIENT Fake AV Phone Scam 
Domain M1 Mar 3", "ET PHISHING Observed Phish Domain in DNS Lookup (tender-
adnoc .com) 2022-12-05", "ET PHISHING Adobe PDF Phishing Landing 2018-08-30", "ET 
PHISHING Cloned Fidelity Page - Possible Phishing Landing", "ET PHISHING Apple ID 
Phishing Landing 2015-08-19", "ET PHISHING Tech Support/Refund Scam Landing 
Inbound 2022/04/25", "ET HUNTING Suspicious Glitch Hosted DNS Request - Possible 
Phishing Landing", "ET PHISHING Generic Phishing Landing Hosted via Weebly", "ET 
PHISHING Observed Phish Domain in DNS Lookup (duramtravelagency .com) 2022-12-
05", "ET PHISHING Phishing Landing via Weebly.com M1 2016-02-02", "ET PHISHING 
Cloned Ziggo NL Page - Possible Phishing Landing", "ET PHISHING Possible Instagram 
Phishing or Scam Landing Page", "ET PHISHING [TW] EvilProxy AiTM Microsoft HTTP 
HOST M8", "ET PHISHING Facebook Phishing Landing 2018-02-14", "ET PHISHING 



Possible Alibaba Phishing Landing - Title over non SSL", "ET PHISHING Anonisma Paypal 
Phishing Loading Page 2015-12-29", "ET PHISHING Observed Phishing Domain in DNS 
Lookup (circle-ci .com)", "ET PHISHING Possible Paypal Phishing Landing - Title over non 
SSL", "ET PHISHING Phishing Landing via Tripod.com (set) 2016-03-31", "ET PHISHING 
Webmail Account Upgrade Phishing Landing 2016-07-15", "ET PHISHING Observed 
Phish Domain in DNS Lookup (consultant-ae-enoc .com) 2022-12-05", "ET PHISHING 
Cloned Instagram Page - Possible Phishing Landing M1", "ET WEB_CLIENT Fake AV 
Phone Scam Landing June 26 2015 M5", "ET PHISHING Generic Goth Phishing Landing", 
"ET PHISHING Possible DHL Phishing Landing - Title over non SSL", "ET PHISHING Paypal 
Phishing Landing 2018-01-03", "ET PHISHING Generic NewInjection Phishing Landing 
2021-03-10", "ET PHISHING Possible Phishing Landing - Data URI Inline Javascript Mar 
07 2016", "ET WEB_CLIENT Fake Video Player Update Scam Oct 30", "ET PHISHING 
Google Drive Phishing Landing 2015-11-06", "ET PHISHING Generic T.Goe Phishing 
Landing", "ET PHISHING Cloned CIBC Bank Page - Possible Phishing Landing M1", "ET 
PHISHING Fake Webmail Account Phishing Landing 2015-09-10", "ET WEB_CLIENT Tech 
Support Scam 2019-11-14", "ET PHISHING Adobe Phishing Landing 2018-08-07", "ET 
PHISHING Outlook Webapp Phishing Landing on Appspot Hosting", "ET PHISHING 
Assurance Maladie Phishing Landing", "ET PHISHING Upgrade Email Account Phishing 
Landing 2018-03-12", "ET PHISHING Cloned Bank of America Page - Possible Phishing 
Landing M1", "ET PHISHING Wire Transfer Phishing Landing 2015-11-19", "ET PHISHING 
Suspicious Google Docs Page - Possible Phishing Landing", "ET PHISHING Cloud Drive 
Phish Landing 2015-08-12", "ET PHISHING Possible Phishing Landing - Zeus365 
Encoding", "ET PHISHING Github Phishing Landing 2018-07-19"  

Попытки выполнить 
системный вызов   

"GPL SHELLCODE sparc setuid 0" 

GeoIP Страны Юго-
Восточной Азии 

"GeoIP Индонезия", "GeoIP Тайланд", "GeoIP Лаос", "GeoIP Бруней Даруссалам", 
"GeoIP Филиппины", "GeoIP Сингапур", "GeoIP Вьетнам", "GeoIP Малайзия", "GeoIP 
Восточный Тимор", "GeoIP Мьянма", "GeoIP Камбоджа" 

GeoIP Страны 
Восточной Европы 

"GeoIP Литва", "GeoIP Словакия", "GeoIP Польша", "GeoIP Эстония", "GeoIP Латвия", 
"GeoIP Украина", "GeoIP Молдова", "GeoIP Румыния", "GeoIP Болгария", "GeoIP 
Чехия", "GeoIP Венгрия" 

Блокирование 
некорректных попыток 
получения привилегий 
пользователя 

"GPL NETBIOS SMB-DS repeated logon failure", "ET SCAN Potential FTP Brute-Force 
attempt response", "GPL NETBIOS SMB repeated logon failure", "GPL RPC rexec 
username too long response", "GPL RPC rlogin login failure", "GPL SQL sa login failed", 
"GPL SQL sa brute force failed login attempt", "GPL POLICY PCAnywhere Failed Login", 
"GPL SQL sa brute force failed login unicode attempt", "GPL MISC Invalid PCAnywhere 
Login" 

Использование DNS 
трафика для 
управления 
вредоносным ПО 

"ET MALWARE BlackMatter CnC Domain in DNS Lookup (paymenthacks .com)", "ET 
MALWARE Observed Malicious SSL Cert (CobInt CnC)", "ET MOBILE_MALWARE Arid 
Viper (fasebcak .co in DNS Lookup)", "ET MOBILE_MALWARE Arid Viper (fasebaok .co in 
DNS Lookup)", "ET MALWARE Observed Malicious SSL Cert (MageCart Staging 
Domain)", "ET MALWARE Observed Malicious SSL Cert (MassLogger)", "ET MALWARE 
ViperSoftX CnC Domain in DNS Lookup (bideo-chat .xyz)", "ET MALWARE DPRK APT 
Related Domain in DNS Lookup (cryptais .com)", "ET MALWARE Observed Malicious SSL 
Cert (StrongPity Domain)", "ET MALWARE Observed Lazarus Maldoc CnC Domain 
(shopweblive .com in TLS SNI)", "ET ATTACK_RESPONSE DNS Query for Observed CVE-
2021-44228 Callback Domain (scannermcscanface-edgescan .com)", "ET MALWARE 
Mustang Panda APT PlugX Related Domain in DNS Lookup (hilifimyanmar .com)", "ET 
MALWARE Observed Gamaredon APT Related Domain (dwn-files .shop in TLS SNI)", "ET 
MALWARE APT-C-23 MICROPSIA Variant CnC Domain in DNS Lookup (marwapetersson 
.info)", "ET MALWARE Observed Malicious SSL Cert (Turla/APT34 CnC Domain)", "ET 
MALWARE Magniber Ransomware CnC Domain in DNS Lookup", "ET 
MOBILE_MALWARE Observed APT-C-23 Related Domain (linda-gaytan .website in TLS 
SNI)", "ET MALWARE Sidewinder APT Related Domain in DNS Lookup (ksew .kpt-gov 
.org)", "ET MOBILE_MALWARE Observed NSO Group CnC Domain in TLS SNI (f15fwd322 
.regularhours .net)", "ET MALWARE PoetRAT CnC Domain in DNS Lookup", "ET 
MALWARE Observed Win32.Raccoon Stealer CnC Domain (number1g .top in TLS SNI)", 



"ET MALWARE Cobalt Strike Related Domain in DNS Lookup (ledikexive .com)", "ET 
MALWARE Chaos Botnet CnC Domain (a .nqb001 .com) in DNS Lookup", "ET 
MOBILE_MALWARE Observed Malicious SSL Cert (Android/FakeAdBlocker CnC)", "ET 
MOBILE_MALWARE Arid Viper (stand-by-97c5c .firebaseio .com in DNS Lookup)", "ET 
MALWARE Observed DarkSide Ransomware Domain (catsdegree .com in TLS SNI)", "ET 
MALWARE Gamaredon CnC Observed in DNS Query", "ET MALWARE Observed 
Malicious SSL/TLS Certificate (Knotweed/SubZero)", "ET MALWARE ViperSoftX CnC 
Domain in DNS Lookup (privatproxy-chat .xyz)", "ET MALWARE Phorpiex CnC Domain in 
DNS Query", "ET MALWARE Qakbot/Cobalt Strike Domain (tevokaxol .com) in DNS 
Lookup", "ET MALWARE ViperSoftX CnC Domain in DNS Lookup (wmail-cdn .xyz)", "ET 
MALWARE Donot APT Related Domain in DNS Lookup (biteupdates .live)", "ET 
MALWARE Observed OSX/GMERA.A CnC Domain (appstockfolio .com in TLS SNI)", "ET 
MALWARE TAG28 Associated CnC Domain in DNS Lookup (samuelblog .website)", "ET 
MALWARE Win32\Cryptbot CnC Domain (suqzpe02 .top) in DNS Lookup", "ET 
MOBILE_MALWARE Observed NSO Group CnC Domain in TLS SNI (flowersarrows 
.com)", "ET MALWARE Win32\Cryptbot CnC Domain (okwnyw02 .top) in DNS Lookup", 
"ET MALWARE CN Based APT Related Domain in DNS Lookup (sign .sanaqsign .org)", 
"ET MALWARE TeamTNT Gattling Gun CnC Domain in DNS Lookup", "ET MALWARE 
Observed Ursnif Domain in TLS SNI", "ET MALWARE Observed BazarLoader Domain 
(doldig .xyz in TLS SNI)", "ET MOBILE_MALWARE Arid Viper (jennifer-marler .pw in DNS 
Lookup)", "ET MALWARE DPRK APT Related Domain in DNS Lookup (tokenais .com)", 
"ET MALWARE Win32\Cryptbot CnC Domain (suqycd05 .top) in DNS Lookup", "ET 
MALWARE Observed Malicious SSL Cert (APT29)", "ET MALWARE ViperSoftX CnC 
Domain in DNS Lookup (fairu-schnellvpn .com)", "ET MOBILE_MALWARE 
Android.Trojan.Rana.A (fullplayersoftware .com in DNS Lookup)", "ET MALWARE 
Observed Malicious SSL Cert (MageCart Group 4 CnC)", "ET MALWARE Observed 
DangerousPassword APT Related Domain (cop .osonlines .co in TLS SNI)", "ET 
MALWARE Observed Malicious SSL Cert (ServHelper CnC)", "ET MALWARE Chaos 
Botnet CnC Domain (ai .nqb001 .com) in DNS Lookup", "ET MALWARE Patchwork 
Staging Domain in DNS Query", "ET MALWARE Candiru Spyware CnC Domain in DNS 
Lookup (msstore .io)", "ET MALWARE TransparentTribe CnC Domain in DNS Lookup", 
"ET MALWARE Magecart CnC Domain in DNS Lookup", "ET MALWARE Observed 
Malicious SSL Cert (SilentLibrarian)", "ET MALWARE ChromeLoader CnC Domain 
(imenttogethe .xyz) in DNS Lookup", "ET MOBILE_MALWARE Arid Viper (wendy-
johnston .pw in DNS Lookup)", "ET MALWARE TAG28 Associated CnC Domain in DNS 
Lookup (samuelblog .info)", "ET MALWARE ViperSoftX CnC Domain in DNS Lookup 
(wmail-endpoint .xyz)", "ET MALWARE Observed CobaltStrike/TEARDROP CnC Domain 
Domain in DNS Query", "ET MALWARE ViperSoftX CnC Domain in DNS Lookup (bideo-
chat .com)", "ET MALWARE Observed DonotGroup CnC in DNS Query", "ET MALWARE 
MINEBRIDGE CnC Domain in DNS Lookup (unicornhub .top)", "ET MALWARE 
FerociousKitten CnC Domain in DNS Lookup (microsoft .microcaft .xyz)", "ET MALWARE 
Observed DNS Query to Ursnif CnC Domain (horulenuke .us)", "ET MALWARE TA444 
Domain in DNS Lookup (gdocshare .one)", "ET MALWARE Cobalt Strike Related Domain 
in DNS Lookup (notixow .com)", "ET MALWARE Observed StrongPity CnC Domain in TLS 
SNI", "ET MALWARE Observed Glupteba CnC Domain (zaoshang .ooo in TLS SNI)", "ET 
MALWARE Qakbot/Cobalt Strike Domain (vopaxafi .com) in DNS Lookup", "ET 
MALWARE Cobalt Strike Related Domain in DNS Lookup (mail .igov-service .net)", "ET 
MALWARE Observed Malicious SSL Cert (IcedID CnC)", "ET MALWARE Cobalt Strike 
Related Domain in DNS Lookup (ellechina .online)", "ET MALWARE ABUSE.CH SSL 
Blacklist Malicious SSL certificate detected (Zeus CnC)", "ET MALWARE Observed 
Malicious SSL Cert (More_eggs CnC)", "ET MALWARE Observed Win32.Raccoon Stealer 
CnC Domain (gimmegimmejimmy .top in TLS SNI)", "ET MOBILE_MALWARE Android 
Banker Octo CnC Domain in DNS Lookup", "ET MALWARE Observed Malicious SSL Cert 
(Malicious Browser Ext CnC)", "ET MALWARE TAG28 Associated CnC Domain in DNS 
Lookup (samuelblog .site)", "ET MALWARE TAG28 Associated CnC Domain in DNS 
Lookup (samuelblog .xyz)", "ET MALWARE Chaos Botnet CnC Domain (abc .cfed .cc) in 
DNS Lookup", "ET MALWARE Chaos Botnet CnC Domain (bb .hash3688 .com) in DNS 



Lookup", "ET MALWARE Win32\Cryptbot CnC Domain (towhfs22 .top) in DNS Lookup", 
"ET MOBILE_MALWARE Arid Viper (fasebcck .com in DNS Lookup)", "ET MALWARE 
Observed DNS Query to Ursnif CnC Domain (vorulenuke. us)", "ET MALWARE Observed 
Glupteba CnC Domain (checkpos .net in TLS SNI)", "ET MALWARE Observed DNS Query 
to ROMCOM RAT Domain (notfiled .com)", "ET MALWARE Donot APT Related Domain 
in DNS Lookup (submitonline .club)", "ET MALWARE ABUSE.CH SSL Blacklist Malicious 
SSL certificate detected (Gozi MITM)", "ET MALWARE RedDelta Poison Ivy Domain in 
DNS Lookup", "ET MALWARE Observed Win32.Raccoon Stealer CnC Domain 
(whatsthescore .top in TLS SNI)", "ET MALWARE Observed Malicious SSL Cert (Ursnif 
Injects)", "ET MALWARE Observed Malicious SSL Cert (MageCart Group 4 Staging 
Domain)", "ET MALWARE APT-C-23 MICROPSIA Variant CnC Domain in DNS Lookup 
(scorerabbate .site)", "ET MALWARE Confucious APT CnC Domain (microsoftonedriver 
.com) in DNS Lookup", "ET MALWARE Observed Malicious SSL Cert (FIN7/GRIFFON 
CnC)", "ET MALWARE Observed Malicious SSL Cert (Possible Godlua CnC)", "ET 
MALWARE TA453 Related CnC Domain in DNS Lookup (0storageatools0 .xyz)", "ET 
MALWARE Observed Malicious SSL Cert (FIN8 ShellTea CnC)", "ET MALWARE 
Turla/Crutch CnC Domain in DNS Lookup (theguardian .webredirect .org)", "ET 
MALWARE Observed Win32.Raccoon Stealer CnC Domain (footballstar .top in TLS SNI)", 
"ET MOBILE_MALWARE Trojan-Spy.AndroidOS.Realrat.c (DNS Lookup) 8", "ET 
MALWARE Inception Group CnC Observed in DNS Query (ms-check-new-update .com)", 
"ET MOBILE_MALWARE Arid Viper (es-last-telegram .firebaseio .com in DNS Lookup)", 
"ET MALWARE APT28/Sofacy Zebrocy CnC DNS Lookup (support-cloud .life)", "ET 
MALWARE Microcin Backdoor Related Domain in DNS Lookup (holdmem .dbhubspi 
.com)", "ET MALWARE WinGo/YT Stealer CnC Domain in DNS Lookup", "ET MALWARE 
APT32/OceanLotus Associated Domain in DNS Lookup (qh2020 .org)", "ET MALWARE 
Observed APT41 Malicious SSL Cert (ColunmTK Campaign)", "ET MALWARE Scarab APT - 
HeaderTip CnC Domain in DNS Lookup (ebook .port25 .biz)", "ET MALWARE Shuckworm 
CnC Domain (leonardis .ru) in DNS Lookup", "ET MALWARE Observed Malicious SSL Cert 
(FIN8 CnC)", "ET MALWARE ChamelGang Related CnC Domain in DNS Lookup 
(newtrendmicro .com)", "ET MALWARE TA444 Related Domain in DNS Lookup (cloud 
.prosec .ink)", "ET ATTACK_RESPONSE DNS Query for Observed CVE-2021-44228 
Callback Domain (log .exposedbotnets .ru)", "ET MALWARE Gamaredon CnC Domain in 
DNS Lookup (lump .semara .ru)", "ET MALWARE Malicious SSL Certificate detected 
(Patchwork CnC)", "ET MALWARE Observed Upatre CnC Domain in TLS SNI", "ET 
MALWARE Maldoc CnC Domain in DNS Lookup", "ET MALWARE SHARPEXT CnC Domain 
in DNS Lookup (gonamod .com)", "ET MALWARE TA444 Related Domain in DNS Lookup 
(meeting .work .gd)", "ET MALWARE Recaptcha Magecart Skimmer Domain in DNS 
Lookup (trustdomains .net)", "ET MALWARE RShell CnC Domain (linux .updatelive-oline 
.com) in DNS Lookup", "ET MALWARE Shuckworm CnC Domain (a0698649 .xsph .ru) in 
DNS Lookup", "ET MALWARE Observed DNS Query to TA444 Domain (mufg .tokyo)", 
"ET MALWARE ErbiumStealer CnC Domain (mamamiya137 .ru) in DNS Lookup", "ET 
MALWARE Win32.Raccoon Stealer CnC Domain in TLS SNI (followmeasap13 .top)", "ET 
MALWARE EvilNum APT Related Domain in DNS Lookup (bookaustriavisit .com)", "ET 
MALWARE Observed BazarLoader Domain (cntrhum .xyz in TLS SNI)", "ET MALWARE 
Observed BLINDINGCAN Domain (www .automercado .co .cr in TLS SNI)", "ET 
MALWARE Win32\Cryptbot CnC Domain (suqyqu10 .top) in DNS Lookup", "ET 
MALWARE Observed PHPs Labyrinth Stage2 CnC Domain in TLS SNI", "ET MALWARE 
Win32.Raccoon Stealer CnC Domain in TLS SNI (thelegendofberia .top)", "ET MALWARE 
Targeted Activity - CnC Domain in SNI", "ET MALWARE Observed Win32.Raccoon 
Stealer Domain (cheapfacechange .top in TLS SNI)", "ET MALWARE Observed DNS 
Query to Buer - DomainInfo Domain", "ET MALWARE Unk/LNKR CnC Domain Observed 
in DNS Query", "ET MALWARE Observed Win32.Raccoon Stealer CnC Domain 
(tapewormorchestra .top in TLS SNI)", "ET MALWARE Transparent Tribe APT Related 
Domain in DNS Lookup", "ET MALWARE FIN7/Carbanak CnC Domain in DNS Lookup 
(dmnadmin .com)", "ET MALWARE Observed Malicious SSL Cert (Unattributed CnC)", 
"ET MALWARE Observed Malicious SSL Cert (MageCart Group 1/2 Staging Domain)", 
"ET MALWARE DPRK APT Related Domain in DNS Lookup (dafom .dev)", "ET MALWARE 



Observed Malicious SSL Cert (OceanLotus APT CnC)", "ET MALWARE APT41 CnC Domain 
(www .vietsovspeedtest .com) in DNS Lookup", "ET MALWARE Observed Malicious SSL 
Cert (AZORult CnC)", "ET MALWARE DNS Query to MINEBRIDGE CnC Domain 
(fatoftheland .top)", "ET MALWARE Chaos Botnet CnC Domain (kivspace .xyz) in DNS 
Lookup", "ET MALWARE Observed Jupyter Stealer CnC Domain (blackl1vesmatter .org 
in TLS SNI)", "ET MALWARE Observed Malicious SSL Cert (Turla CnC)", "ET MALWARE 
Observed Win32.Raccoon Stealer CnC Domain (birdmilk .top in TLS SNI)", "ET 
MALWARE Observed Cobalt Strike CnC Domain (onlineworkercz .com in TLS SNI)", "ET 
MOBILE_MALWARE Arid Viper (tim-jordan .info in DNS Lookup)", "ET MALWARE 
IceXLoader CnC Domain (www .filifilm .com .br) in DNS Lookup", "ET MALWARE 
Thallium  CnC Domain in DNS Lookup", "ET MALWARE Observed Malicious SSL Cert 
(Maldoc/Zloader CnC)", "ET MALWARE Sidewinder APT Related Domain in DNS Lookup 
(bahriafoundation .live)", "ET MALWARE ViperSoftX CnC Domain in DNS Lookup 
(ahoravideo-chat .com)", "ET MALWARE Octopus Energy Themed Trojan CnC Domain 
(docusign-octopus-energy .com) in DNS Lookup", "ET MALWARE APT32/OceanLotus 
CnC Domain in DNS Lookup (mykessef .com)", "ET MALWARE APT10 Related Domain in 
DNS Lookup (08mma .com)", "ET MALWARE SoulSearcher Malware Domain in DNS 
Lookup (community .weblives .net)", "ET MALWARE Win32.Raccoon Stealer CnC 
Domain in TLS SNI (heroofthe .top)", "ET MOBILE_MALWARE Arid Viper (fasebcoki .com 
in DNS Lookup)", "ET MALWARE Donot APT Related Domain in DNS Lookup (soundvista 
.club)", "ET MALWARE DonotGroup APT Related Domain in DNS Lookup (ser 
.dermlogged .xyz)", "ET MALWARE Observed Malicious SSL Cert (TaurusStealer CnC)", 
"ET MALWARE Observed Malicious SSL Cert (Donot Group/APT-C-35 CnC)", "ET 
MALWARE ABUSE.CH SSL Blacklist Malicious SSL certificate detected (TrickBot CnC)", 
"ET MALWARE Gamaredon CnC Domain in DNS Lookup (office360-expert .online)", "ET 
MALWARE Gh0st Variant CnC Domain in DNS Lookup (rninhsss .com)", "ET PHISHING 
Observed DNS Query to Phishing Domain 
(apiujpnkbrhsdn57oi0ns0qmbaj0wcdzjhblj6frlh1tr .eur .lc)", "ET MALWARE NOBELIUM 
(TA421) CEELOADER CnC Domain in DNS Lookup", "ET MALWARE NIGHTSCOUT 
Malware CnC Domain in DNS Lookup (update .boshiamys .com)", "ET MALWARE 
Unknown CN Related APT Domain in DNS Lookup (upportteam .lingrevelat .com)", "ET 
MALWARE Observed Malicious Domain Targeting Minority Groups (tcahf .org in TLS 
SNI)", "ET MALWARE Observed Malicious SSL Cert (MalDoc DL 2020-02-21 3)", "ET 
MALWARE Arid Viper APT Related Domain in DNS Lookup (nicholasuhl .website)", "ET 
MOBILE_MALWARE Arid Viper (kentporter .site in DNS Lookup)", "ET 
ATTACK_RESPONSE DNS Query for Observed CVE-2021-44228 Callback Domain 
(notburpcollaborator .net)", "ET MALWARE Observed Malicious Powershell Payload 
Delivery Domain (onerecovery .click) in TLS SNI", "ET MALWARE Win32\Cryptbot CnC 
Domain (suqzyt03 .top) in DNS Lookup", "ET MOBILE_MALWARE Observed 
Oscorp/UBEL CnC Domain (smoothcbots .xyz in TLS SNI)", "ET MALWARE TA444 Related 
Domain in DNS Lookup (cloudprotect .us .org)", "ET MALWARE DCRat Related CnC 
Domain in DNS Lookup", "ET MALWARE SteamStealer Malicious SSL Certificate 
Detected", "ET MALWARE Windows/OriginLogger CnC Domain (originpro .me) in DNS 
Lookup", "ET MALWARE CHIMNEYSWEEP Backdoor CnC Domain (avira .ltd) in DNS 
Lookup", "ET MALWARE Bitter APT Related Domain in DNS Lookup (signalpremium 
.com)", "ET POLICY dnslog .cn Observed in DNS Query", "ET MALWARE Cobalt Strike 
Related Domain in DNS Lookup (telecomly .info)", "ET MALWARE DonotGroup APT 
Related Domain in DNS Lookup (globalseasurfer .xyz)", "ET MALWARE ROMCOM RAT 
CnC Domain (you-supported .com) in DNS Lookup", "ET MALWARE Stonefly APT 
Related Domain in DNS Lookup (tecnojournals .com)", "ET MALWARE Maldoc Domain 
in DNS Lookup (travelcrimea .info)", "ET MALWARE CHIMNEYSWEEP Backdoor CnC 
Domain (skype .se .net) in DNS Lookup", "ET MALWARE Woody RAT CnC Domain 
(microsoft-ru-data .ru) in DNS Lookup", "ET MALWARE W32/CoinMinerESJ!tr CnC 
Domain (ox .mygoodluck .best) in DNS Lookup", "ET MALWARE Mozart Loader CnC 
Checkin (getid)", "ET MALWARE Observed Malicious SSL Cert (MonetizUs/LNKR)", "ET 
MALWARE Win32.Raccoon Stealer CnC Domain in TLS SNI (pleaseletmesleep .fun)", "ET 
MALWARE ABUSE.CH SSL Blacklist Malicious SSL Certificate Detected (Sinkhole)", "ET 



MALWARE Observed Unk.PowerShell Loader CnC Domain in TLS SNI", "ET MALWARE 
APT-C-27 CnC Domain Observed in DNS Query", "ET MOBILE_MALWARE Trojan-
Spy.AndroidOS.Realrat.c (DNS Lookup) 10", "ET MALWARE Observed Malicious SSL Cert 
(Gozi CnC)", "ET MALWARE Lazarus APT Related Domain in DNS Lookup (ny 
.silvergatehr .com)", "ET MALWARE Observed Malicious SSL Cert (Upatre CnC)", "ET 
MALWARE Observed Glupteba CnC Domain (mastiakele .cyou in TLS SNI)", "ET 
MALWARE W32/CoinMiner.ESJ!tr CnC Domain (aj .0x0x0x0x0 .best) in DNS Lookup", 
"ET MALWARE Observed DNS Query to ROMCOM RAT Domain (gov .mil .ua .aspx .io)", 
"ET MALWARE Suspicious Domain (judgebryantweekes .com) in TLS SNI", "ET 
MALWARE Observed DarkSide Ransomware Domain (temisleyes .com in TLS SNI)", "ET 
MOBILE_MALWARE Arid Viper (margarita-smith .host in DNS Lookup)", "ET MALWARE 
PolyglotDuke Domain Observed", "ET MALWARE Parallax RAT CnC Domain Observed in 
DNS Query", "ET MALWARE Observed Malicious SSL Cert (Blackrota)", "ET MALWARE 
Observed Malicious SSL Cert (DonotGroup FireStarter CnC)", "ET MALWARE Gallium 
APT Related Domain in DNS Lookup (hinitial .com)", "ET MALWARE ELF/FontOnLake 
Related CnC Domain in DNS Lookup (hm2 .yrnykx .com)", "ET MALWARE Malicious SSL 
Cert (Magecart)", "ET MALWARE Observed Malicious SSL Cert (Darkme CnC)", "ET 
MALWARE Lazarus APT Related CnC Domain in DNS Lookup (sharemanage 
.elwoodasset .xyz)", "ET MALWARE ABUSE.CH SSL Blacklist Malicious SSL certificate 
detected (Gootkit CnC)", "ET MALWARE APT41 CnC Domain (c .ymvh8w5 .xyz) in DNS 
Lookup", "ET MALWARE ViperSoftX CnC Domain in DNS Lookup (privatproxy-cdn .xyz)", 
"ET MALWARE Observed Glupteba CnC Domain (cdneurops .pics in TLS SNI)", "ET 
MALWARE Observed DNS Query to TA444 Domain (careersbankofamerica .us)", "ET 
MALWARE Observed Glupteba CnC Domain (limeprime .com in TLS SNI)", "ET 
MALWARE Donot APT Related Domain in DNS Lookup (dataupdates .live)", "ET 
MALWARE Observed Puzzlemaker Remote Shell Domain (media-seoengine .com in TLS 
SNI)", "ET MALWARE Observed Malicious SSL Cert (MageCart CnC)", "ET 
MOBILE_MALWARE Trojan-Spy.AndroidOS.Hawkshaw.a (phoenix-panel .firebaseio 
.com in DNS Lookup)", "ET MALWARE Arid Viper APT Related Domain in DNS Lookup 
(deangelomcnay .news)", "ET MALWARE DNS Query to MINEBRIDGE CnC Domain 
(compilator333 .top)", "ET MALWARE Observed Glupteba CnC Domain (zaoshanghao 
.su in TLS SNI)", "ET MALWARE IcedID CnC Domain in SSL/TLS SNI", "ET MALWARE 
Observed SSV Agent CnC Domain (edgecloudc .com in TLS SNI)", "ET MALWARE 
Observed Glupteba CnC Domain (tmetres .com in TLS SNI)", "ET MALWARE Group 21 
CnC Domain Observed in DNS Query", "ET MALWARE ViperSoftX CnC Domain in DNS 
Lookup (wmail-endpoint .com)", "ET MOBILE_MALWARE Arid Viper (fasebaook .com in 
DNS Lookup)", "ET MALWARE Observed Malicious SSL Cert (Meterpreter Paranoid 
Mode CnC)", "ET MALWARE Observed Malicious SSL Cert (BitRAT CnC)", "ET MALWARE 
Arid Gopher Related Domain in DNS Lookup (grace-fraser .site)", "ET MALWARE 
PHPStudy CnC Domain in DNS Lookup", "ET MALWARE Observed Malicious SSL Cert 
(CryptoMimic Staging CnC)", "ET MOBILE_MALWARE Observed Oscorp/UBEL CnC 
Domain (quantumbots .xyz in TLS SNI)", "ET MALWARE TraderTraitor CnC Domain 
(www .esilet .com) in DNS Lookup", "ET MALWARE Cobalt Strike Related Domain in DNS 
Lookup (fuvataren .com)", "ET MALWARE ViperSoftX CnC Domain in DNS Lookup 
(ahoravideo-schnellvpn .com)", "ET MALWARE Observed TrojanSpy.SH.HADGLIDER.A 
Exfil Domain in DNS Query", "ET MALWARE ABUSE.CH SSL Blacklist Malicious SSL 
certificate detected (Vawtrak CnC)", "ET MOBILE_MALWARE Trojan-
Spy.AndroidOS.Realrat.c (TLS SNI) 10", "ET MALWARE Win32/DuckLogs Malware 
Related Domain in DNS Lookup (ducklogs .com)", "ET MALWARE DTLoader Domain 
(ahgwqrq .xyz in TLS SNI)", "ET MALWARE ABUSE.CH SSL Blacklist Malicious SSL 
certificate detected (Downloader CnC)", "ET MALWARE TA444 Related Domain in DNS 
Lookup (onlinecloud .cloud)", "ET MALWARE Observed DOUBLEBACK CnC Domain 
(bestcake .ca in TLS SNI)", "ET MALWARE Observed Glupteba CnC Domain (cdneurops 
.health in TLS SNI)", "ET MALWARE APT-C-23 MICROPSIA Variant CnC Domain in DNS 
Lookup (overingtonray .info)", "ET MALWARE OWOWA Stealer CnC Domain in DNS 
Lookup", "ET MALWARE Observed Malicious SSL Cert (APT32 JEShell CnC)", "ET 
MALWARE Bitter APT Related Domain in DNS Lookup (emshedulersvc .com)", "ET 



MALWARE NetSupport RAT Domain (tradinghuy .duckdns .org) in DNS Lookup", "ET 
MALWARE DonotGroup APT Related Domain in DNS Lookup (font .backuplogs .xyz)", 
"ET MALWARE Quasar CnC Domain in DNS Lookup (societyf500 .ddns .net)", "ET 
MALWARE Golang/Webbfustator Related Domain in DNS Lookup (xmlschemeformat 
.com)", "ET MALWARE OSX/XCSSET Related Domain in DNS Lookup (gurumades .ru)", 
"ET MALWARE APT32/OceanLotus Associated Domain in DNS Lookup (nhansudaihoi13 
.org)", "ET MALWARE Observed DNS Query to Known Gelsemium CnC", "ET MALWARE 
FIN8 SARDONIC CnC Domain in DNS Lookup (api-cdnw5 .net)", "ET MOBILE_MALWARE 
Observed Malicious SSL Cert (DonotGroup Android CnC)", "ET ATTACK_RESPONSE DNS 
Query for Observed CVE-2021-44228 Callback Domain (rce .ee)", "ET MALWARE 
Observed Malicious SSL Cert (CoreDn/BLINDINGCAN Activity)", "ET MALWARE 
Malicious SSL certificate detected (OSX/Keydnap CnC)", "ET MALWARE TA444 Related 
Domain in DNS Lookup (googlesheet .info)", "ET MALWARE Observed Elysium Stealer 
Domain (phonefix .bar in TLS SNI)", "ET MALWARE Observed Win32.Raccoon Stealer 
CnC Domain (genericalphabet .top in TLS SNI)", "ET MALWARE Observed Malicious SSL 
Cert (Zepakab CnC)", "ET MALWARE Observed CobaltStrike CnC Domain (stg .pesrado 
.com in TLS SNI)", "ET ADWARE_PUP Observed Honeygain Domain (api .honeygain .com 
in TLS SNI)", "ET MALWARE Redline Stealer Related Domain in DNS Lookup (windows-
upgraded .com)", "ET MALWARE DonotGroup APT Related Domain in DNS Lookup 
(doctorstrange .buzz)", "ET MALWARE RShell CnC Domain (time .ntp-server .asia) in 
DNS Lookup", "ET MALWARE Observed DonotGroup Related Domain (furnish 
.spacequery .live in TLS SNI)", "ET MALWARE Observed JS/Skimmer (likely Magecart) 
Domain in TLS SNI (imprintcenter .com)", "ET MALWARE Mekotio Banking Trojan CnC 
Domain (zautoservice .eu) in DNS Lookup", "ET MALWARE Observed Malicious SSL Cert 
(Gozi ISFB)", "ET MALWARE OSX/SHLAYER CnC Domain in DNS Lookup", "ET MALWARE 
Shuckworm CnC Domain (destroy .asierdo .ru) in DNS Lookup", "ET MALWARE 
Win32.Raccoon Stealer CnC Domain in TLS SNI (nameyourcatlikeshedeserved .top)", "ET 
MALWARE FIN7/Carbanak CnC Domain in DNS Lookup (sephardimension .com)", "ET 
MOBILE_MALWARE Trojan-Spy.AndroidOS.Realrat.c (DNS Lookup) 4", "ET MALWARE 
Suspected APT28 Related Domain in DNS Lookup (wordkeyvpload .net)", "ET MALWARE 
ViperSoftX CnC Domain in DNS Lookup (fairu-cdn .xyz)", "ET MALWARE 
OSX/MapperState CnC Domain in DNS Lookup", "ET MALWARE Observed DNS Query to 
Redkeeper Ransomware Domain", "ET MOBILE_MALWARE Android.Trojan.Rana.A 
(whoisdomainpc .com in DNS Lookup)", "ET MALWARE ELF/Rekoobe CnC Observed in 
DNS Query", "ET MALWARE Gamaredon CnC Domain in DNS Lookup (aconitum .xyz)", 
"ET MALWARE Arid Viper APT Related Domain in DNS Lookup (zakaria-chotzen .info)", 
"ET MALWARE APT/Sidewinder CnC Domain in DNS Lookup (afcat .xyz)", "ET MALWARE 
Lazarus APT Related CnC Domain in DNS Lookup (signverydn .sharebusiness .xyz)", "ET 
MALWARE Observed Malicious SSL Cert (WastedLoader CnC)", "ET MALWARE Cobalt 
Strike Related Domain in DNS Lookup (syriahr .eu)", "ET MALWARE Win32.Raccoon 
Stealer CnC Domain in TLS SNI (return2monkey .fun)", "ET MALWARE Observed Cobalt 
Strike CnC Domain (windowsupdatesc .com in TLS SNI)", "ET ATTACK_RESPONSE DNS 
Query for Observed CVE-2021-44228 Callback Domain (ceye .io)", "ET MALWARE Earth 
Berberoka Domain in DNS Lookup", "ET MALWARE PowerShell/PowHeartBeat CnC 
Domain (central .suhypercloud .org) in DNS Lookup", "ET MALWARE Observed Malware 
Delivery Domain (analyticsnet .top in TLS SNI)", "ET MOBILE_MALWARE APT-C-23 
Related CnC Domain in DNS Lookup (javan-demsky .website)", "ET MOBILE_MALWARE 
Arid Viper (dash-chat-c02b3 .appspot .com in DNS Lookup)", "ET MALWARE Observed 
Malicious SSL Cert (OilRig QUADAGENT CnC)", "ET MALWARE APT/FamousSparrow CnC 
Domain in DNS Lookup (credits.offices-analytics .com)", "ET MOBILE_MALWARE Trojan-
Spy.AndroidOS.Realrat.c (DNS Lookup) 12", "ET MALWARE PHP Skimmer CnC Domain in 
DNS Lookup (secure-authorize .net)", "ET MALWARE ViperSoftX CnC Domain in DNS 
Lookup (ahoravideo-blog .xyz)", "ET MALWARE DNS Query to MINEBRIDGE CnC Domain 
(creatorz123 .top)", "ET MALWARE Observed Malicious SSL Cert (AZORult CnC Server) 
2019-10-01", "ET MALWARE Bitter APT CnC Domain (updnangelgroup .com) in DNS 
Lookup", "ET MALWARE Lazarus APT Related CnC Domain in DNS Lookup (dshellelink 
.gcloud-share .com)", "ET MALWARE Mozart Loader Command Request (getupdates)", 



"ET MALWARE Win32.Raccoon Stealer CnC Domain in TLS SNI 
(shehootastayonwhatshelirned .top)", "ET MALWARE Win32.Raccoon Stealer CnC 
Domain in TLS SNI (mynameisgarfield .top)", "ET MALWARE CHIMNEYSWEEP Backdoor 
CnC Domain (update-real .com) in DNS Lookup", "ET MOBILE_MALWARE Arid Viper 
(hannah-parsons .info in DNS Lookup)", "ET MALWARE Malicious SSL Certificate 
detected (PyXie)", "ET MALWARE Cobalt Strike Related Domain in DNS Lookup (dofixifa 
.co)", "ET MALWARE Observed IcedID CnC Domain in TLS SNI", "ET MOBILE_MALWARE 
Observed Oscorp/UBEL CnC Domain (marcobrando .xyz in TLS SNI)", "ET MALWARE 
Observed DCRat CnC Domain in TLS SNI", "ET MALWARE TA444 Related Domain in DNS 
Lookup (angelbridge .capital)", "ET MALWARE Observed Malicious SSL Cert 
(FIN7/JSSLoader CnC)", "ET MALWARE ViperSoftX CnC Domain in DNS Lookup 
(ahoravideo-blog .com)", "ET MOBILE_MALWARE Android Brunhilda Dropper 
(flowdivison .club in DNS Lookup)", "ET MALWARE ActionLoader CnC Domain in DNS 
Lookup (roskazna .net)", "ET MALWARE MoonBounce Backdoor Related Domain in DNS 
Lookup (kinopoisksu .com)", "ET MALWARE Konni Group CnC Domain in DNS Lookup", 
"ET MALWARE Windows/OriginLogger CnC Domain (originproducts .pw) in DNS 
Lookup", "ET MALWARE ABUSE.CH SSL Fingerprint Blacklist Malicious SSL Certificate 
Detected (Gootkit C2)", "ET MOBILE_MALWARE Android/IRATA CnC Domain 
(rimotgozaran .tk) in DNS Lookup", "ET MALWARE PhantomNet/Smanager Related 
Domain in DNS Lookup", "ET MALWARE Malicious SSL Certificate detected (Cobalt 
Strike CnC)", "ET ATTACK_RESPONSE DNS Query for Observed CVE-2021-44228 Security 
Scanner Domain (log4j. leakix .net)", "ET MALWARE Observed Malicious SSL Cert 
(MalDoc DL 2020-02-21 2)", "ET MALWARE Observed Malicious SSL Cert (FIN8 Staging 
CnC)", "ET MALWARE Cobalt Strike Related Domain in DNS Lookup (news 
.networkslaoupdate .com)", "ET MALWARE Observed DNS Query to ElectronBot 
Domain (11k .online)", "ET MALWARE ActionLoader CnC Domain in DNS Lookup 
(xlssmooth .xyz)", "ET MOBILE_MALWARE Trojan-Spy.AndroidOS.Realrat.c (DNS 
Lookup) 11", "ET MALWARE Observed Malicious SSL Cert (Cobalt Strike)", "ET 
MALWARE DeathStalker/PowerPepper CnC Domain in DNS Lookup (allmedicalpro 
.com)", "ET MALWARE Observed Malicious SSL Cert (Fullz House CC Skimmer)", "ET 
MALWARE TA402/Molerats Related Domain in DNS Lookup", "ET MALWARE Lazarus 
APT Related Domain in DNS Lookup (mktrending .com)", "ET MALWARE ViperSoftX CnC 
Domain in DNS Lookup (fairu-cdn .com)", "ET MALWARE Kimsuky CnC Domain 
Observed in DNS Query", "ET MALWARE IXWARE Stealer Domain in DNS Lookup", "ET 
MALWARE ViperSoftX CnC Domain in DNS Lookup (bideo-endpoint .com)", "ET 
MALWARE Turla/Crutch CnC Domain in DNS Lookup (ethdns .mywire .org)", "ET 
MALWARE Observed Win32.Raccoon Stealer CnC Domain (gopstoporchestra .top in TLS 
SNI)", "ET MALWARE Kimsuky APT CnC Domain in DNS Lookup", "ET MALWARE 
BlackCat Ransomware Related Domain in TLS SNI (updatedaemon .com)", "ET 
MOBILE_MALWARE Android/LoanBee Data Stealer Data Exfiltration Domain (api 
.loanbee .tech) in DNS Lookup", "ET MALWARE Gamaredon CnC Domain in DNS Lookup 
(hierodula .online)", "ET MALWARE Gamaredon CnC Domain (celticso .ru) in DNS 
Lookup", "ET MALWARE CHIMNEYSWEEP Backdoor CnC Domain (pgp .eu .com) in DNS 
Lookup", "ET MALWARE Observed Magecart Domain (webscriptly .com in TLS SNI)", "ET 
MALWARE Observed Glupteba CnC Domain (getyourgift .life in TLS SNI)", "ET 
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MALWARE ViperSoftX CnC Domain in DNS Lookup (privatproxy-schnellvpn .com)", "ET 
MALWARE TA444 Related Domain in DNS Lookup (fclouddown .co)", "ET MALWARE 
ChromeLoader CnC Domain (istakechau .autos) in DNS Lookup", "ET MALWARE 



Observed Cobalt Strike CnC Domain (dimentos .com in TLS SNI)", "ET MALWARE TAG28 
Associated CnC Domain in DNS Lookup (samuelblog .me)", "ET MALWARE BLINDEAGLE 
CnC Domain (upxsystems .com) in DNS Lookup", "ET MOBILE_MALWARE Arid Viper 
(marty-colvard .top in DNS Lookup)", "ET ATTACK_RESPONSE DNS Query for Observed 
CVE-2021-44228 Security Scanner Domain (kryptoslogic-cve-2021-44228 .com)", "ET 
MALWARE Observed Malicious SSL/TLS Certificate (IcedID CnC)", "ET MALWARE APT-C-
23 MICROPSIA Variant CnC Domain in DNS Lookup (norayowell .info)", "ET MALWARE 
Observed DNS Query to Reverse Shell Payload Domain (opentunnel .quest)", "ET 
MALWARE Observed Targeted Attack Malicious SSL Cert (investbooking .de)", "ET 
MALWARE ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex CnC)", "ET 
MALWARE DonotGroup APT Related Domain in DNS Lookup (clipboardgames .xyz)", "ET 
MALWARE Observed Glupteba CnC Domain (cdneurop .cloud in TLS SNI)", "ET 
MALWARE Observed Ursnif CnC Domain (Vloderuniok .website in TLS SNI)", "ET 
MALWARE Observed Win32.Raccoon Stealer CnC Domain (mindbreaker .top in TLS 
SNI)", "ET MALWARE MINEBRIDGE CnC Domain in DNS Lookup (billionaireshore .top)", 
"ET MALWARE OilRig SideTwist CnC Domain in DNS Lookup (sarmsoftware .com)", "ET 
MALWARE ErbiumStealer CnC Domain (ozaron .beget .tech) in DNS Lookup", "ET 
MALWARE OSX/XCSSET Related Domain in DNS Lookup (superdocs .ru)", "ET MALWARE 
CHIMNEYSWEEP Backdoor CnC Domain (uk2privat .com) in DNS Lookup", "ET 
MALWARE SocGholish CnC Domain in DNS Lookup (moments .abledity .com)", "ET 
MALWARE Chaos Botnet CnC Domain (quanquandd .top) in DNS Lookup", "ET 
MALWARE Win32.Raccoon Stealer CnC Domain in TLS SNI (mydrinksare .top)", "ET 
MALWARE Observed Malicious SSL Cert (MalDoc DL 2020-07-29)", "ET MALWARE 
Observed GoLang Dropper Domain (en7dftkjiipor .x .pipedream .net in TLS SNI)", "ET 
MALWARE TraderTraitor CnC Domain (aideck .net) in DNS Lookup", "ET MALWARE 
TA444/Lazarus Related Domain in DNS Lookup (microshare .cloud)", "ET MALWARE 
StrongPity APT Related Domain in DNS Lookup (sessionprotocol .com)", "ET MALWARE 
8220 Gang Related Domain in DNS Lookup (oracleservice .top)", "ET MALWARE 
DonotGroup APT Related Domain in DNS Lookup (worldpro .buzz)", "ET MALWARE 
LazyScripter Related Domain in DNS Lookup (hpsj .firewall-gateway .net)", "ET 
MALWARE DonotGroup APT Related Domain in DNS Lookup (fitnesscheck .xyz)", "ET 
MALWARE Observed Win32.Raccoon Stealer CnC Domain (lomhasnopryiyome .top in 
TLS SNI)", "ET MALWARE DonotGroup Staging Domain Observed in DNS Query", "ET 
MALWARE APT-C-48 Related CnC Domain in DNS Lookup (nitb .pk-gov .org)", "ET 
MALWARE Keyboy CN APT CnC Domain in DNS Lookup", "ET MALWARE Wintervivern 
Related CnC Domain in DNS Lookup (securemanag .com)", "ET MALWARE 
Shuckworm/Gamaredon CnC Domain (motoristo .ru) in DNS Lookup", "ET MALWARE 
Observed Malicious SSL Cert (MosaicRegressor WinHTTP Downloader)", "ET MALWARE 
CN Based APT Related Domain in DNS Lookup (open .zerdeopen .top)", "ET MALWARE 
Observed Malicious SSL Cert (Strongpity CnC)", "ET MALWARE CHIMNEYSWEEP 
Backdoor CnC Domain (windowsupadates .com) in DNS Lookup", "ET MALWARE 
Win32/MysterySnail RAT CnC Domain in DNS Lookup", "ET MALWARE Observed 
Win32/Eternity Stealer Domain (eterprx .net in TLS SNI)", "ET MALWARE Observed 
CloudAtlas APT Related Domain (checklicensekey .com in TLS SNI)", "ET MALWARE 
ViperSoftX CnC Domain in DNS Lookup (wmail-chat .xyz)", "ET MOBILE_MALWARE Arid 
Viper (chad-jessie .info in DNS Lookup)", "ET MALWARE TA444 Related Domain in DNS 
Lookup (microshare .cloud)", "ET MALWARE EvilNum APT Related Domain in DNS 
Lookup (pcamanalytics .com)", "ET MALWARE ActionLoader CnC Domain in DNS Lookup 
(cloud-documents .com)", "ET MALWARE AllcomeClipper CnC Domain 
(dba692117be7b6d3480fe5220fdd58b38bf .xyz) in DNS Lookup", "ET 
MOBILE_MALWARE Android.Trojan.Rana.A (softwareplayertop .com in DNS Lookup)", 
"ET MALWARE PlugX Related Domain in DNS Lookup (wps .daj8 .me)", "ET MALWARE 
Observed Malicious SSL Cert (ServHelper RAT CnC)", "ET MALWARE Cobalt Strike 
Related Domain in DNS Lookup (koltary .com)", "ET MALWARE ViperSoftX CnC Domain 
in DNS Lookup (bideo-blog .com)", "ET MALWARE Turla/Crutch CnC Domain in DNS 
Lookup (hotspot .accesscam .org)", "ET MALWARE NOBELIUM (TA421) Cobalt Strike 
CnC Domain in DNS Lookup", "ET MALWARE Bitter APT Related Domain in DNS Lookup 



(signal-premium-app .org)", "ET MALWARE Observed Malicious SSL Cert (Cobalt 
Group/More_Eggs CnC)", "ET MALWARE PlugX Related Domain in DNS Lookup 
(ntpserver .xyz)", "ET MALWARE Observed DangerousPassword APT Related Domain 
(datacentre .center in TLS SNI)", "ET MALWARE Magecart Related Domain in DNS 
Lookup (cdn-mediahub .com)", "ET MALWARE Lazarus APT Related CnC Domain in DNS 
Lookup (share .devprocloud .com)", "ET MALWARE Woody RAT CnC Domain (fns77 .ru) 
in DNS Lookup", "ET MALWARE Chaos Botnet CnC Domain (skyeda .vip) in DNS 
Lookup", "ET MALWARE CN Based APT Related Domain in DNS Lookup (news 
.wooordhunts .com)", "ET MALWARE 8220 Gang Related Domain in DNS Lookup 
(onlypirate .top)", "ET MALWARE Observed Win32.Raccoon Stealer CnC Domain 
(number2g .top in TLS SNI)", "ET MALWARE Win32\Cryptbot CnC Domain (towspd42 
.top) in DNS Lookup", "ET MALWARE Win32.Raccoon Stealer CnC Domain in TLS SNI 
(gogowormdealer .top)", "ET MALWARE Observed SSL/TLS Cert (Splashtop Remote 
Support)", "ET MALWARE Observed Malicious Mustang Panda APT Related SSL Cert 
(File Transfer Service)", "ET MALWARE ABUSE.CH SSL Blacklist Malicious SSL certificate 
detected (Gootkit MITM)", "ET MALWARE Observed DarkSide Ransomware Domain 
(rumahsia .com in TLS SNI)", "ET MALWARE FIN7/Carbanak CnC Domain in DNS Lookup 
(sendbits .m2stor4ge .xyz)", "ET MALWARE Donot APT Related Domain in DNS Lookup 
(lovingallupdates .life)", "ET MALWARE APT-C-48 Related CnC Domain in DNS Lookup 
(ntc-pk .sytes .net)", "ET MALWARE Observed Malicious SSL Cert (Mirrortheif group)", 
"ET MALWARE Observed Malicious SSL/TLS Certificate (MageCart Payload CnC)", "ET 
MALWARE ViperSoftX CnC Domain in DNS Lookup (ahoravideo-chat .xyz)", "ET 
MALWARE Chaos Botnet CnC Domain (xiaomai233 .f3322 .net) in DNS Lookup", "ET 
MALWARE Observed Elysium Stealer Domain in TLS SNI (get-europe-group .bar)", "ET 
MALWARE Win32/Eternity Stealer CnC Domain in DNS Lookup (eterprx .net)", "ET 
MALWARE ViperSoftX CnC Domain in DNS Lookup (bideo-blog .xyz)", "ET MALWARE 
Recaptcha Magecart Skimmer Domain in DNS Lookup (magento-plugin .com)", "ET 
MALWARE Cobalt Strike Related Domain in DNS Lookup (portal .gfinanzen .net)", "ET 
MALWARE Observed Cobalt Strike CnC Domain in DNS Lookup (nirsoft .me)", "ET 
MALWARE Cobalt Strike Related Domain in DNS Lookup (hojimizeg .com)", "ET 
MALWARE Maldoc CnC Domain in DNS Lookup (r .significantbyte .com)", "ET MALWARE 
Lazarus CnC Domain Observed in DNS Query", "ET MALWARE Cobalt Strike CnC Domain 
in DNS Lookup (a .pwn-t .tk)", "ET MALWARE Observed SSV Agent CnC Domain 
(flushcdn .com in TLS SNI)", "ET MALWARE Observed Win32/Wacapew.A!ml Domain in 
TLS SNI (zytrox .tk)", "ET MALWARE Kimsuky APT Related Domain in DNS Lookup 
(gooeglle .mypressonline .com)", "ET MALWARE TraderTraitor CnC Domain (cryptais 
.com) in DNS Lookup", "ET MALWARE ViperSoftX CnC Domain in DNS Lookup 
(ahoravideo-endpoint .com)", "ET MALWARE Sidewinder APT Related Domain in DNS 
Lookup (mailh .alit .live)", "ET MALWARE DangerousPassword APT Related Domain in 
DNS Lookup (thecloudnet .org)", "ET MALWARE Observed Malicious SSL Cert (AZORult 
Cnc Server) 2019-09-27", "ET MALWARE Observed Malware Delivery Landing Page 
Domain (bigeront .top in TLS SNI)", "ET MALWARE ActionLoader CnC Domain in DNS 
Lookup (ekb .tanzedrom .ru)", "ET MALWARE Observed Malicious SSL Cert 
(POWERSTATS Proxy CnC)", "ET MALWARE APT10 Related Domain in DNS Lookup 
(3mmlq .com)", "ET MALWARE Windows/OriginLogger CnC Domain (originproducts 
.xyz) in DNS Lookup", "ET MALWARE Observed Malicious SSL Cert (DeadlyKiss APT)", 
"ET MALWARE Observed JS/Skimmer (likely Magecart) CnC Domain in DNS Lookup", "ET 
MALWARE Woody RAT CnC Domain (microsoft-telemetry .ru) in DNS Lookup", "ET 
MALWARE sLoad Related CnC Domain in DNS Lookup (angedionisu .eu)", "ET MALWARE 
Observed DCRat CnC Domain (dud-shotline .000webhostapp .com in TLS SNI)", "ET 
MALWARE Gamaredon CnC Domain in DNS Lookup (blattodea .ru)", "ET MALWARE 
TA444 Domain in DNS Lookup (updatezone .org)", "ET MALWARE Observed Cobalt 
Strike CnC Domain (www .msfthelpdesk .com in TLS SNI)", "ET MALWARE 
APT32/OceanLotus Associated Domain in DNS Lookup (tinmoivietnam .com)", "ET 
MOBILE_MALWARE Arid Viper (anna-sanchez .online in DNS Lookup)", "ET MALWARE 
Observed Zingo/GinzoStealer CnC Domain (nominally .ru in TLS SNI)", "ET MALWARE 
Observed DNS Query to XWORM RAT Domain (esteticamarbai .es)", "ET MALWARE 



Observed Malicious SSL Cert (CopperStealer CnC)", "ET MOBILE_MALWARE Arid Viper 
(moggfelicio .info in DNS Lookup)", "ET MALWARE Observed Malicious SSL Cert 
(OSX/Nukesped CnC)", "ET MALWARE Loli Stealer CnC Domain in DNS Lookup 
(webstealer .ru)", "ET MALWARE Donot APT Related Domain in DNS Lookup (packetbite 
.live)", "ET MALWARE Wintervivern Related CnC Domain in DNS Lookup (secure-daddy 
.com)", "ET MALWARE Win32.Raccoon Stealer CnC Domain in TLS SNI (nyqualitypizza 
.top)", "ET MALWARE Win32/Sephora Related Domain in DNS Lookup (sephus .me)", 
"ET MOBILE_MALWARE Arid Viper (log-yoahao .co in DNS Lookup)", "ET MALWARE 
Golang/Webbfustator Related Domain in DNS Lookup (updatesagent .com)", "ET 
MALWARE SocGholish CnC Domain in DNS Lookup (discover .jsfconnections .com)", "ET 
MALWARE Observed Malicious SSL Cert (Bancos Variant CnC)", "ET MOBILE_MALWARE 
NSO Pegasus iOS CnC Domain in DNS Lookup (opposedarrangement .net)", "ET 
MALWARE Observed Malicious SSL Cert (Gelsemium CnC)", "ET MALWARE BIOPASS 
RAT Related Domain in DNS Lookup (0x3s .com)", "ET MALWARE Gallium APT Related 
Domain in DNS Lookup (micfkbeljacob .com)", "ET MALWARE W32/CoinMiner.ESJ!tr 
CnC Domain (ui .0x0x0x0x0 .xyz) in DNS Lookup", "ET MALWARE Observed Malicious 
SSL Cert IRS Credential Phish Domain (jbdelmarket .com)", "ET MALWARE ViperSoftX 
CnC Domain in DNS Lookup (privatproxy-chat .com)", "ET MALWARE Confucious APT 
Related Domain in DNS Lookup (info-updates .ddns .net)", "ET MALWARE 8220 Gang 
Related Domain in DNS Lookup (letmaker .top)", "ET MALWARE ABUSE.CH SSL 
Fingerprint Blacklist Malicious SSL Certificate Detected (Malware C2)", "ET MALWARE 
Windows/OriginLogger CnC Domain (originlogger .com) in DNS Lookup", "ET 
MOBILE_MALWARE Android/RatMilad CnC Domain (api .numrent .shop) in DNS 
Lookup", "ET MALWARE Observed Win32/DecryptStealer Exfil Domain (geroipanel .site 
in TLS SNI)", "ET MALWARE Suspected APT28 Related Domain in DNS Lookup", "ET 
MALWARE Observed Malicious SSL Cert (MSIL/Agent.TRM CnC)", "ET MALWARE Cobalt 
Strike Related Domain in DNS Lookup", "ET MALWARE Kutaki Stealer CnC Domain 
(treysbeatend .com) in DNS Lookup", "ET MALWARE Observed BazarLoader Domain 
(moig .xyz in TLS SNI)", "ET MALWARE APT-C-23 MICROPSIA Variant CnC Domain in DNS 
Lookup (irenewansley .icu)", "ET MALWARE Observed Cobalt Strike CnC Domain (yuxicu 
.com in TLS SNI)", "ET MALWARE Diezen/Sakabota CnC Domain Observed in DNS 
Query", "ET MALWARE APT32/OceanLotus CnC Domain in DNS Lookup (mihannevis 
.com)", "ET MALWARE Lazarus APT Related Domain in DNS Lookup (digiboxes .us)", "ET 
MALWARE Observed TA444/Lazarus Domain (one .microshare .cloud) in TLS SNI", "ET 
MALWARE CN Based APT Related Domain in DNS Lookup (supportteam .lingrevelat 
.com)", "ET MOBILE_MALWARE Arid Viper (stevensmalley .pro in DNS Lookup)", "ET 
MALWARE Observed Malicious SSL Cert (jssLoader CnC)", "ET MALWARE Malicious SSL 
certificate detected (FindPOS)", "ET MALWARE Cobalt Strike Related Domain in DNS 
Lookup (checkauj .com)", "ET MALWARE Observed Malicious SSL Cert (MICROPSIA CnC 
Domain)", "ET MALWARE Observed TA444 Domain (gdocshare .one in TLS SNI)", "ET 
MALWARE DangerousPassword APT Related Domain in DNS Lookup (doc .filesaves 
.cloud)", "ET MALWARE Observed Malicious SSL Cert (AsyncRAT)", "ET MALWARE 
Observed Malicious SSL Cert (Sidewinder APT CnC)", "ET MALWARE Observed Malicious 
SSL/TLS Certificate (APT-C-55/BabyShark Staging Domain)", "ET MALWARE Observed 
Win32.Raccoon Stealer CnC Domain (stockme .top in TLS SNI)", "ET MALWARE Candiru 
Spyware CnC Domain in DNS Lookup (adtracker .link)", "ET PHISHING Observed DNS 
Query to Phishing Domain (igconsulting. pe)", "ET MOBILE_MALWARE 
Android/SharkBot Related Domain in DNS Lookup", "ET MALWARE ALFA Shell APT33 
DNS Lookup (solevisible .com)", "ET MALWARE Win32/SilentBreak Related Domain in 
DNS Lookup (eleed .online)", "ET MOBILE_MALWARE Trojan-Spy.AndroidOS.Realrat.c 
(DNS Lookup) 7", "ET MALWARE APT 41 CnC Domain Observed in DNS Query", "ET 
MALWARE Observed Malicious SSL Cert (MalDoc DL 2020-05-27)", "ET MALWARE 
Observed Malicious SSL Cert (APT34 CnC)", "ET MALWARE Win32.Raccoon Stealer CnC 
Domain in TLS SNI (videomart .top)", "ET MALWARE ViperSoftX CnC Domain in DNS 
Lookup (fairu-chat .com)", "ET MOBILE_MALWARE Trojan-Spy.AndroidOS.Realrat.c 
(DNS Lookup) 6", "ET MALWARE RShell CnC Domain (center .veryssl .org) in DNS 
Lookup", "ET MALWARE APT32/OceanLotus Associated Domain in DNS Lookup 



(facebookdeck .com)", "ET MALWARE Cobalt Strike Related Domain in DNS Lookup 
(extic .icu)", "ET MALWARE Observed Malicious SSL Cert (TinyNuke Variant CnC) 2020-
02-09", "ET MALWARE MINEBRIDGE CnC Domain in DNS Lookup (bloggersglobbers 
.top)", "ET MALWARE Observed Malicious SSL Cert (Cobalt Strike CnC)", "ET MALWARE 
Win32\Cryptbot CnC Domain (suqpvu08 .top) in DNS Lookup", "ET MALWARE 
Win32.Raccoon Stealer CnC Domain in TLS SNI (youaresoslow .top)", "ET MALWARE 
Observed Adwind RAT CnC DNS Query", "ET MALWARE SocGholish CnC Domain in DNS 
Lookup (* .fate .truelance .com)", "ET MALWARE FIN8 SARDONIC CnC Domain in DNS 
Lookup (api-cdn .net)", "ET MALWARE Possible APT38 CnC Domain Observed in DNS 
Query", "ET MALWARE Donot APT Related Domain in DNS Lookup (resolverequest 
.live)", "ET MALWARE Observed Buer Loader Domain (officewestunionbank .com in TLS 
SNI)", "ET MALWARE Nobelium APT Related Domain in DNS Lookup (theskoolieblog 
.com)", "ET MALWARE Gamaredon CnC Domain in DNS Lookup (clank .hazari .ru)", "ET 
MALWARE TA455 Related CnC Domain in DNS Lookup", "ET MALWARE Observed 
Malicious SSL/TLS Certificate (MagnitudeEK Associated)", "ET MALWARE 
OSX/NukeSped Variant CnC Domain in DNS Lookup (woodmate .it)", "ET MALWARE 
Observed StrongPity Domain (autoconfirmations .com in TLS SNI)", "ET MALWARE 
Mozart Loader Command Request (reportupdates)", "ET MALWARE TA453 Related CnC 
Domain in DNS Lookup (0brandaeyes0 .xyz)", "ET MALWARE TA402/Molerats Related 
Malware Domain in DNS Lookup", "ET MALWARE TA444 Related Domain in DNS Lookup 
(inst .shconstmarket .com)", "ET MALWARE Observed DangerousPassword APT Related 
Domain (shopapppro .com in TLS SNI)", "ET MALWARE Buhtrap SourSnack Domain in 
DNS Lookup (widget .forum-pokemon .com)", "ET MALWARE Arid Viper APT Related 
Domain in DNS Lookup (cooperron .me)", "ET MOBILE_MALWARE Arid Viper (fasbcaok 
.com in DNS Lookup)", "ET MALWARE PowerGhost Checkin CnC in DNS Query", "ET 
MALWARE MINEBRIDGE CnC Domain in DNS Lookup (greatersky .top)", "ET MALWARE 
Chaos Botnet CnC Domain (js .wanpay1 .cn) in DNS Lookup", "ET ADWARE_PUP 
Observed PUA SSL/TLS Certificate (HoneyGain)", "ET MALWARE Observed VikroStealer 
CnC Domain in TLS SNI", "ET MALWARE Observed Targeted Attack Malicious Domain in 
TLS SNI (codevexillium .org)", "ET MALWARE AppleJeus - Ants2Whale CnC Domain in 
DNS Lookup (qnalytica .com)", "ET MALWARE Observed Win32/Backdoor Related 
Domain (swordoke .com in TLS SNI)", "ET MALWARE Observed Malicious SSL/TLS 
Certificate (CobaltStrike C2)", "ET MALWARE Observed Malicious SSL Cert 
(BrushaLoader CnC)", "ET MALWARE Observed BazarLoader Domain (sh78bug .xyz in 
TLS SNI)", "ET MALWARE Observed Malicious SSL Cert (MageCart Exfil)", "ET MALWARE 
Observed Malicious SSL Cert (Ursnif Inject Domain)", "ET MALWARE Win32/SilentBreak 
Related Domain in DNS Lookup (eleed .cloud)", "ET MALWARE ViperSoftX CnC Domain 
in DNS Lookup (ahoravideo-endpoint .xyz)", "ET MALWARE Cobalt Strike Related 
Domain in DNS Lookup (dixavokij .com)", "ET MALWARE China Based APT Related 
Domain in DNS Lookup (p1 .offline-microsoft .com)", "ET MALWARE Observed CobInt 
CnC Domain in TLS SNI", "ET MALWARE Win32/SilentBreak Related Domain in DNS 
Lookup", "ET MALWARE NOBELIUM (TA421) CnC Domain in DNS Lookup", "ET 
MALWARE MINEBRIDGE CnC Domain in DNS Lookup (brainassault .top)", "ET 
MALWARE WebMonitor/RevCode RAT CnC Domain in DNS Lookup", "ET MALWARE 
FerociousKitten CnC Domain in DNS Lookup (microsoft .com-view .space)", "ET 
MALWARE Observed AZORult CnC Domain (miscrosoftworrd .000webhostapp .com in 
TLS SNI)", "ET MALWARE Observed SSV Agent CnC Domain (rsnet-devel .com in TLS 
SNI)", "ET MALWARE Observed DangerousPassword Related Domain (www 
.thecloudnet .org in TLS SNI)", "ET MALWARE Chinese Based APT Related Domain in 
DNS Lookup (ramblercloud .com)", "ET MALWARE Sidewinder APT Related Domain in 
DNS Lookup (navy-mil-bd .jmicc .xyz)", "ET MALWARE Kimsuky APT 
BabyShark/SHARPEXT Related Domain in DNS Lookup (worldinfocontact .club)", "ET 
MALWARE Shuckworm/Gamaredon CnC Domain (heato .ru) in DNS Lookup", "ET 
MALWARE DonotGroup Related Domain in DNS Lookup (wordfile .live)", "ET MALWARE 
Win32/Bisonal Backdoor CnC Domain in DNS Lookup", "ET MALWARE Observed 
Glupteba CnC Domain (cdneurops .buzz in TLS SNI)", "ET MALWARE Observed Malicious 
SSL Cert (Bazar Backdoor)", "ET ATTACK_RESPONSE DNS Query for Observed CVE-2021-



44228 Security Scanner Domain (log4shell .huntress .com)", "ET MALWARE Laplas 
Clipper CnC Domain (clipper .guru) in DNS Lookup", "ET MALWARE Malicious SSL 
certificate detected (Possible Sinkhole)", "ET MALWARE Observed Jupyter Stealer CnC 
Domain (gogohid .com in TLS SNI)", "ET MALWARE Observed Win32.Raccoon Stealer 
CnC Domain (newageiscoming .top in TLS SNI)", "ET MALWARE Observed DNS Query for 
APT40 Possible DADSTACHE CnC Domain", "ET MALWARE Win32/Ramsay CnC Domain 
in DNS Query", "ET MALWARE Observed Malicious SSL Cert (SmokeLoader CnC)", "ET 
MOBILE_MALWARE Observed NSO Group CnC Domain in TLS SNI (bananakick .net)", 
"ET MALWARE Observed JSSLoader Domain (essentialsmassageanddayspa .com) in TLS 
SNI", "ET MALWARE Observed SSV Agent CnC Domain (be-government .com in TLS 
SNI)", "ET MALWARE Sidewinder APT Related Domain in DNS Lookup (paf-gov .org)", 
"ET MALWARE Kinsing Botnet Related Domain in DNS Lookup (dragon .lib)", "ET 
MALWARE Magecart Skimmer Domain in DNS Lookup (cdn-jsnode-call .com)", "ET 
MALWARE Observed Malicious SSL Cert (BazaLoader CnC)", "ET MALWARE Observed 
Malicious SSL Cert (CONFUCIOUS_B CnC)", "ET MALWARE Win32/Matanbuchus Loader 
Related Domain in DNS Lookup (telemetrysystemcollection .com)", "ET MALWARE 
Observed Malicious SSL Cert (Acme Co)", "ET MALWARE W32/CoinMiner.ESJ!tr CnC 
Domain (xs .0x0x0x0x0 .club) in DNS Lookup", "ET MALWARE Cobalt Strike Related 
Domain in DNS Lookup (jaxebiridi .com)", "ET MALWARE Observed APT/SideWinder 
CnC Domain in TLS SNI", "ET MALWARE DonotGroup APT Related Domain in DNS 
Lookup (esr .suppservices .xyz)", "ET MALWARE Observed Magecart Skimmer Domain 
(cloudflare-cdnjs .com in TLS SNI)", "ET MALWARE MINEBRIDGE CnC Domain in DNS 
Lookup (corporatelover .top)", "ET MALWARE Win32/Lumma Stealer CnC Domain 
(evetesttech .net) in DNS Lookup", "ET MALWARE TraderTraitor CnC Domain (creaideck 
.com) in DNS Lookup", "ET MALWARE Observed Win32.Raccoon Stealer CnC Domain 
(annafraudy .top in TLS SNI)", "ET MALWARE Maldoc Related Domain in DNS Lookup 
(ms-offices .com)", "ET MALWARE Observed Arid Viper APT Related Domain (zakaria-
chotzen .info in TLS SNI)", "ET MALWARE Win32.Raccoon Stealer CnC Domain in TLS SNI 
(simsimsalabim .top)", "ET MALWARE Arid Gopher Related Domain in DNS Lookup 
(pam-beesly .site)", "ET MALWARE Observed Malicious SSL Cert (AZORult CnC Server) 
2019-10-08", "ET MALWARE Observed Cobalt Strike CnC Domain (securityupdateav 
.com in TLS SNI)", "ET MALWARE Wintervivern Related CnC Domain in DNS Lookup 
(securetourspd .com)", "ET MALWARE Observed Win32.Raccoon Stealer CnC Domain 
(belochkaneprihoditodna .top in TLS SNI)", "ET MALWARE FIN7 Related CnC Domain in 
DNS Lookup (tnskvggujjqfcskwk .com)", "ET MALWARE DonotGroup APT Related 
Domain in DNS Lookup (rus .feedpolicy .xyz)", "ET MOBILE_MALWARE Android Spy 
Hermit CnC Domain in DNS Lookup", "ET MALWARE Kimsuky CnC Domain (jojoa 
.mypressonline .com) Observed in DNS Query", "ET MALWARE Maldoc Related Domain 
in DNS Lookup (template-openxml .com)", "ET MALWARE Observed FIN7 CnC Domain 
(injuryless .com in TLS SNI)", "ET MALWARE DeathStalker/PowerPepper CnC Domain in 
DNS Lookup (gofinancesolutions .com)", "ET MALWARE CASHY200 CnC Domain in DNS 
Lookup", "ET MALWARE Observed Malicious SSL Cert (GRIFFON CnC)", "ET MALWARE 
Chaos Botnet CnC Domain (tf .xiaozhuddos .co) in DNS Lookup", "ET MALWARE 
Observed Card Skimmer CnC Domain in TLS SNI", "ET INFO Ransomware Decryptor 
Domain in  DNS Query (decoder .re)", "ET MALWARE Observed SSV Agent CnC Domain 
(gitcloudcache .com in TLS SNI)", "ET MALWARE Observed BLUELIGHT Payload Domain 
(storage .jquery .services in TLS SNI)", "ET MALWARE Observed Malicious SSL Cert 
(Quasar CnC)", "ET MALWARE Observed Malicious SSL Cert (Lazarus APT MalDoc DL 
2020-05-05)", "ET MALWARE EvilNominatus Ransomware Related Domain in DNS 
Lookup", "ET INFO Ransomware Decryptor Domain in DNS Query (decryptor .top)", "ET 
MALWARE Observed BazarLoader Domain (gut45bg .xyz in TLS SNI)", "ET MALWARE 
Observed Malicious SSL Cert (MalDoc DL) 2019-10-24", "ET MALWARE Observed 
Malicious SSL Cert (DonotGroup CnC)", "ET MALWARE Lemon_Duck CnC Domain in DNS 
Lookup", "ET EXPLOIT_KIT PurpleFox EK Domain in DNS Lookup", "ET MALWARE 
Suspected POLONIUM CnC Domain (consulting-ukraine .tk) in DNS Lookup", "ET 
MALWARE PhantomNet/Smanager CnC Domain in DNS Lookup (office365.blogdns 
.com)", "ET MALWARE Donot APT Related Domain in DNS Lookup (printerupdates 



.online)", "ET MOBILE_MALWARE Trojan-Spy.AndroidOS.Hawkshaw.a (bald-panel 

.firebaseio .com in DNS Lookup)", "ET MALWARE Observed DCRat Related Domain 
(crystalfiles .ru in TLS SNI)", "ET MALWARE APT-C-23 MICROPSIA Variant CnC Domain in 
DNS Lookup (mikkelbourke .pro)", "ET MALWARE Win32\Cryptbot CnC Domain 
(suqyjb01 .top) in DNS Lookup", "ET MALWARE Observed Evil Keitaro TDS Redirection 
Domain (fiberswatch .com in TLS SNI)", "ET MALWARE CosmicStrand Rootkit Related 
Domain in DNS Lookup (update .bokts .com)", "ET MALWARE DonotGroup APT Related 
Domain in DNS Lookup (tobaccosafe .xyz)", "ET MALWARE APT10 Related Domain in 
DNS Lookup (microsofts .top)", "ET MALWARE Observed Malicious SSL Cert (MalDoc DL 
2019-09-17 1)", "ET MALWARE CN Based APT Related Domain in DNS Lookup 
(instructor .giize .com)", "ET MALWARE DangerousPassword APT Related Domain in 
DNS Lookup (shopapptech .com)", "ET MALWARE Observed JS/Magecart Domain in TLS 
SNI (manag .icu)", "ET MALWARE APT32/OceanLotus Associated Domain in DNS Lookup 
(tocaoonline .com)", "ET MALWARE Observed Magecart Skimmer Domain (static-
zdassets .com in TLS SNI)", "ET MALWARE Observed Silver Implant Domain (raspoly .biz 
in TLS SNI)", "ET MALWARE Observed JSSLoader Domain (deprivationant .com in TLS 
SNI)", "ET MALWARE Recaptcha Magecart Skimmer Domain in DNS Lookup (cdn-cgi 
.net)", "ET MALWARE Observed DNS Query to ROMCOM RAT Domain (advanced-ip-
scanners .com)", "ET MALWARE Win32\Cryptbot CnC Domain (okwyeg04 .top) in DNS 
Lookup", "ET MOBILE_MALWARE Android.BankBot.11270 (TLS SNI)", "ET MALWARE 
Observed Malicious SSL Cert (Get2 CnC)", "ET MALWARE OSX/XCSSET Related Domain 
in DNS Lookup (cosmodron .com)", "ET MALWARE Observed Glupteba CnC Domain 
(mastiakele .xyz in TLS SNI)", "ET MALWARE Observed Glupteba CnC Domain (zaoshang 
.moscow in TLS SNI)", "ET MALWARE TraderTraitor CnC Domain (alticgo .com) in DNS 
Lookup", "ET MALWARE Lazarus APT Related CnC Domain in DNS Lookup (gsheet 
.gdocsdown .com)", "ET MALWARE BlackCat Ransomware Related Domain in DNS 
Lookup (updatedaemon .com)", "ET MALWARE Observed Chinese APT Related Domain 
(ramblercloud .com in TLS SNI)", "ET MALWARE Win32/Lumma Stealer CnC Domain 
(765mm .xyz) in DNS Lookup", "ET MALWARE Lazarus APT Related CnC Domain in DNS 
Lookup (dev .sslsharecloud .net)", "ET MALWARE Win32.Raccoon Stealer CnC Domain 
in TLS SNI (perfectscenario .top)", "ET MALWARE Observed Ursnif CnC Domain 
(Gloderuniok .website in TLS SNI)", "ET MALWARE DonotGroup APT Related Domain in 
DNS Lookup (who .worksolution .buzz)", "ET MOBILE_MALWARE Observed 
Oscorp/UBEL CnC Domain (callbinary .xyz in TLS SNI)", "ET MALWARE 
SparklingGoblin/Winnti Group SideWalk Domain in DNS Lookup", "ET MALWARE 
Observed Malicious SSL Cert (MageCart)", "ET MALWARE Win32/FunnyDream 
Backdoor Related Domain in DNS Lookup (www .weekendorg .com)", "ET MALWARE 
PhantomNet/Smanager CnC Domain in DNS Lookup (vgca.homeunix .org)", "ET 
MOBILE_MALWARE Arid Viper (hidden-chat-e58d7 .appspot .com in DNS Lookup)", "ET 
MALWARE ViperSoftX CnC Domain in DNS Lookup (bideo-endpoint .xyz)", "ET 
MALWARE Donot APT Related Domain in DNS Lookup (printersolutions .live)", "ET 
MALWARE FIN7/Carbanak CnC Domain in DNS Lookup (myrric-uses .singlejets .com)", 
"ET MALWARE Turla/Crutch CnC Domain in DNS Lookup (highcolumn .webredirect 
.org)", "ET ATTACK_RESPONSE DNS Query for Observed CVE-2021-44228 Callback 
Domain (oob .li)", "ET WEB_CLIENT Exchange Webshell CnC Domain in DNS Lookup", 
"ET MALWARE Observed Cobalt Stike CnC  Domain (nirsoft .me in TLS SNI)", "ET 
MALWARE TA453 Related Domain in DNS Lookup (universityofmhealth .biz)", "ET 
MALWARE DonotGroup APT Related Domain in DNS Lookup (beetelson .xyz)", "ET 
MALWARE BlackMatter CnC Domain in DNS Lookup (nowautomation .com)", "ET 
MALWARE PinkBot CnC Domain in DNS Lookup (cnc .pinklander .com)", "ET MALWARE 
Win32\Cryptbot CnC Domain (kyrsti44 .top) in DNS Lookup", "ET MALWARE Observed 
Malicious SSL Cert (Baka Skimmer Staging CnC)", "ET MALWARE NIGHTSCOUT Poison 
Ivy Variant CnC Domain in DNS Lookup (cdn. cloudistcdn .com)", "ET MALWARE 
Observed Malicious SSL/TLS Certificate (QakBot)", "ET MOBILE_MALWARE APT-C-23 
Related CnC Domain in DNS Lookup (linda-gaytan .website)", "ET MALWARE Mustang 
Panda APT PlugX Related Domain in DNS Lookup (myanmarnewsonline .org)", "ET 
MALWARE Microcin Backdoor Related Domain in DNS Lookup (m .necemarket .com)", 



"ET MALWARE Win32\Cryptbot CnC Domain (kyrjwt45 .top) in DNS Lookup", "ET 
MALWARE Hisoka CnC Domain Observed in DNS Query", "ET MALWARE ViperSoftX CnC 
Domain in DNS Lookup (ahoravideo-cdn .com)", "ET MALWARE Observed Malicious SSL 
Cert (OSX/AppleJeus Variant CnC)", "ET MALWARE Cobalt Strike Related Domain in DNS 
Lookup (runfs .icu)", "ET MALWARE DonotGroup APT Related Domain in DNS Lookup 
(kotlinn .xyz)", "ET MALWARE Observed BazarLoader Domain (dghns .xyz in TLS SNI)", 
"ET MALWARE Observed Malicious SSL Cert (Magecart/Skimmer CnC)", "ET MALWARE 
Win32.Raccoon Stealer CnC Domain in TLS SNI", "ET MALWARE Bitter APT CnC Domain 
(mobisharestock .com) in DNS Lookup", "ET MOBILE_MALWARE Observed NSO Group 
CnC Domain in TLS SNI (img565vv6 .holdmydoor .com)", "ET MALWARE Observed 
Malicious SSL Cert (PHPs Labyrinth Stage1 CnC)", "ET MALWARE Observed 
TaurusStealer CnC Domain in TLS SNI", "ET MALWARE Malicious Cobalt Strike SSL Cert 
(asurecloud .tech)", "ET MOBILE_MALWARE Android/IRATA CnC Domain (rimot-anitain 
.tk) in DNS Lookup", "ET MALWARE Ghostwriter/UNC1151 Related Domain in DNS 
Lookup (tvasahi .online)", "ET MALWARE ViperSoftX CnC Domain in DNS Lookup (bideo-
cdn .xyz)", "ET MALWARE Observed Malicious SSL Cert (AnubisStealer CnC)", "ET 
MOBILE_MALWARE Android ERMAC Banker (PL) Related Domain in DNS Lookup (bolt-
food .site)", "ET MALWARE Lazarus APT Related Domain in DNS Lookup (lm-career 
.com)", "ET MALWARE Inception/CloudAtlas CnC Domain in DNS Lookup (newmsoffice 
.com)", "ET MALWARE Wintervivern Related CnC Domain in DNS Lookup (centr-security 
.com)", "ET MALWARE TraderTraitor CnC Domain (tokenais .com) in DNS Lookup", "ET 
MALWARE ChamelGang Related CnC Domain in DNS Lookup (centralgoogle .com)", "ET 
MALWARE Observed Malicious SSL Cert (Lazarus APT MalDoc 2020-11-30)", "ET 
MALWARE Observed Malicious SSL Cert (MageCart Group 12)", "ET MALWARE 
MINEBRIDGE CnC Domain in DNS Lookup (realityarchitector .top)", "ET MALWARE 
Cobalt Strike Related Domain in DNS Lookup (zuyonijobo .com)", "ET 
MOBILE_MALWARE Trojan-Spy.AndroidOS.Realrat.c (DNS Lookup) 3", "ET MALWARE 
Cobalt Strike Related Domain in DNS Lookup (pedaily .online)", "ET MALWARE 
Observed CobaltStrike/TEARDROP CnC Domain Domain in TLS SNI (mobilnweb .com)", 
"ET MALWARE ActionLoader CnC Domain in DNS Lookup (mejito .ru)", "ET MALWARE 
Cobalt Strike Related Domain in DNS Lookup (vasepinay .com)", "ET MALWARE 
Observed MSIL/Lightning Stealer Domain (panelss .xyz in TLS SNI)", "ET MALWARE 
Cobalt Strike Related Domain in DNS Lookup (asureupdate .pro)", "ET MALWARE 
Observed Malicious SSL Cert (NHS UK Covid Passport Phish)", "ET ATTACK_RESPONSE 
DNS Query for Observed CVE-2021-44228 Callback Domain (scanworld .net)", "ET 
MOBILE_MALWARE Bahamut Group Fake VPN CnC Domain (ft8hua063okwfdcu21pw 
.de) in DNS Lookup", "ET MALWARE Cobalt Strike Related Domain in DNS Lookup 
(aloyadakmashin .com)", "ET MALWARE Gamaredon APT Related Domain in DNS 
Lookup (admin-dpsu .org)", "ET MALWARE DonotGroup Related Domain in DNS Lookup 
(furnish .spacequery .live)", "ET MALWARE SilentLibrarian Domain in DNS Lookup (login 
.cardiff .acuk .me)", "ET MALWARE Win32/PlugX Related Domain in DNS Lookup", "ET 
MALWARE Observed PoetRAT Domain (slimip .accesscam .org in TLS SNI)", "ET 
MALWARE VileRAT Related Domain in DNS Lookup (hubflash .co)", "ET MALWARE 
Gamaredon CnC Domain (kuckuduk .ru) in DNS Lookup", "ET MALWARE Chaos Botnet 
CnC Domain (linuxddos .net) in DNS Lookup", "ET MALWARE NOBELIUM Cobalt Strike 
CnC Domain in DNS Lookup", "ET MALWARE Observed DarkSide Ransomware Domain 
(baroquetees .com in TLS SNI)", "ET MALWARE Observed Malicious SSL Cert (ReactGet 
Group)", "ET MALWARE Observed Malicious DNS Query (BazarLoader/Team9 Backdoor 
CnC Domain)", "ET MALWARE TA445/Ghostwrite APT Related Domain in DNS Lookup 
(xbeta .online)", "ET MALWARE DNS Query to MINEBRIDGE CnC Domain (conversia91 
.top)", "ET MALWARE CHIMNEYSWEEP Backdoor CnC Domain (server-avira .com) in 
DNS Lookup", "ET MALWARE Observed CobaltStrike CnC Domain (defendersecyrity 
.com in TLS SNI)", "ET MALWARE PurpleFox Backdoor Related Domain in DNS Lookup 
(qq .c1c .ren)", "ET MALWARE SideCopy Related Domain in DNS Lookup (securedesk 
.one)", "ET MALWARE Observed Malicious SSL Cert (MageCart Group 1/2 CnC)", "ET 
MALWARE Observed Glupteba CnC Domain (cdntokiog .studio in TLS SNI)", "ET 
MALWARE Observed Malicious SSL Cert (DCRat)", "ET MALWARE Observed DonotGroup 



Related Domain (orangeholister .buzz in TLS SNI)", "ET MALWARE Observed Cobalt 
Strike CnC Domain (Yuxicu .com in TLS SNI)", "ET MALWARE Observed IcedID CnC 
Domain (nothingtodo .co in TLS SNI)", "ET MALWARE Win32/Lumma Stealer CnC 
Domain (safe-car .ru) in DNS Lookup", "ET MALWARE Win32/FunnyDream Backdoor 
Related Domain in DNS Lookup (www .carelessnessing .com)", "ET MALWARE Observed 
CobaltStrike Loader Domain (cybersecyrity .com in TLS SNI)", "ET MALWARE Observed 
Maldoc CnC Domain (cloud-documents .com in TLS SNI)", "ET MALWARE Arid Viper APT 
Related Domain in DNS Lookup (dorothymambrose .live)", "ET MALWARE TA444 
Related Domain in DNS Lookup (documentworkspace .io)", "ET MOBILE_MALWARE 
Android Brunhilda Dropper (readyqrscanner .club in DNS Lookup)", "ET MALWARE 
AppleJeus - JMT Trading CnC Domain in DNS Lookup (jmttrading .org)", "ET MALWARE 
Kimsuky CnC Domain (okihs .mypressonline .com) Observed in DNS Query", "ET 
MALWARE Suspicious Domain (lawyeryouwant .com) in TLS SNI", "ET MALWARE 
Observed Win32.Raccoon Stealer CnC Domain (blogsolutions .top in TLS SNI)", "ET 
MALWARE Kinsing Botnet Related Domain in DNS Lookup (babaroga .lib)", "ET 
MALWARE SocGholish CnC Domain in DNS Lookup (jobs .registermegod .online)", "ET 
MALWARE Observed DNS Query to ROMCOM RAT Domain (4qzm .com)", "ET 
MALWARE PlugX Related Domain in DNS Lookup (wpsup .daj8 .me)", "ET MALWARE 
DangerousPassword APT Related Domain in DNS Lookup (www .datacentre .center)", 
"ET MALWARE Win32\Cryptbot CnC Domain (pefjfw62 .top) in DNS Lookup", "ET 
MALWARE ViperSoftX CnC Domain in DNS Lookup (privatproxy-endpoint .xyz)", "ET 
MALWARE SocGholish CnC Domain in DNS Lookup", "ET MALWARE Observed Malicious 
SSL Cert (Sidewinder CnC)", "ET MALWARE Observed CobaltStrike CnC Domain 
(gmbfrom .com in TLS SNI)", "ET MOBILE_MALWARE Arid Viper (goerge-amper .website 
in DNS Lookup)", "ET MALWARE EvilNum APT Related Domain in DNS Lookup 
(imageztun .com)", "ET INFO localtunnel Tunneling Domain in DNS Lookup (loca .lt)", 
"ET MALWARE Sidewinder APT Related Domain in DNS Lookup (ptcl-gov .com)", "ET 
MALWARE APT-C-23 MICROPSIA Variant CnC Domain in DNS Lookup (linda-callaghan 
.icu)", "ET MALWARE Observed DNS Query to ROMCOM RAT Domain (www .get .adobe 
.com .aspx .io)", "ET MALWARE Observed Malicious SSL Cert (MirrorThief CnC)", "ET 
MALWARE ViperSoftX CnC Domain in DNS Lookup (privatproxy-blog .xyz)", "ET 
MALWARE Observed DNS Query to DonotGroup Domain (stokpro .buzz)", "ET 
MALWARE APT32/OceanLotus Associated Domain in DNS Lookup (tocaoonline .org)", 
"ET MALWARE Observed Malicious SSL Cert (AZORult CnC Server) in SNI 2019-09-27", 
"ET MALWARE Observed Win32.Raccoon Stealer CnC Domain (stanculinaryblog .top in 
TLS SNI)", "ET MALWARE APT-C-23 MICROPSIA Variant CnC Domain in DNS Lookup 
(belcherjacky .info)", "ET MALWARE ErbiumStealer CnC Domain (a0715952 .xsph .ru) in 
DNS Lookup", "ET MOBILE_MALWARE Trojan-Spy.AndroidOS.Agent.aam CnC Domain in 
DNS Lookup", "ET MALWARE Observed DNS Query to TA444 Domain (azure-protect 
.online)", "ET MALWARE TA452 Related Domain in DNS Lookup", "ET MALWARE 
TeamTNT Related Domain in DNS Lookup (chimaera .cc)", "ET MOBILE_MALWARE 
Trojan-Ransom.AndroidOS.Agent.bi CnC Domain in DNS Lookup", "ET MALWARE DPRK 
APT Related Domain in DNS Lookup (alticgo .com)", "ET MALWARE Observed Malicious 
SSL Cert (SedUploader)", "ET MOBILE_MALWARE Android/Drinik CnC Domain (gia 
.3utilities .com) in DNS Lookup", "ET MOBILE_MALWARE Arid Viper (fasebcak .com in 
DNS Lookup)", "ET MALWARE ABUSE.CH SSL Blacklist Malicious SSL certificate detected 
(Dridex)", "ET MOBILE_MALWARE Arid Viper (vickeryduncan .site in DNS Lookup)", "ET 
MALWARE lu0bot CnC Domain in DNS Lookup", "ET MALWARE Observed 
DangerousPassword APT Related Domain (shopapptech .com in TLS SNI)", "ET 
MALWARE ABUSE.CH SSL Blacklist Malicious SSL certificate detected (TorrentLocker 
CnC)", "ET MALWARE Observed Malicious SSL Cert (CoreBot C2)", "ET MALWARE 
ErbiumStealer CnC Domain (www .f0679086 .xsph .ru) in DNS Lookup", "ET MALWARE 
SSL/TLS Certificate Observed (Link Implant Default)", "ET MALWARE 
W32/CoinMiner.ESJ!tr CnC Domain (rp .oiwcvbnc2e .stream) in DNS Lookup", "ET 
MOBILE_MALWARE Android Brunhilda Dropper (multifuctionscanner .club in DNS 
Lookup)", "ET MALWARE Win32\Cryptbot CnC Domain (suqoyw07 .top) in DNS 
Lookup", "ET MALWARE Arid Gopher Related Domain in DNS Lookup (mozelllittel 



.com)", "ET MALWARE Observed SSV Agent CnC Domain (drmtake .tk in TLS SNI)", "ET 
MALWARE APT36/TransparentTribe CnC Domain (richa-sharma .ddns .net) in DNS 
Lookup", "ET MALWARE Observed BazarLoader Domain (bigjamg .xyz in TLS SNI)", "ET 
MOBILE_MALWARE Arid Viper (fasibauik .co in DNS Lookup)", "ET MALWARE 
Gamaredon CnC Domain Observed in DNS Query", "ET MALWARE ViperSoftX CnC 
Domain in DNS Lookup (privatproxy-blog .com)", "ET MOBILE_MALWARE Trojan-
Spy.AndroidOS.Origami.b / Donot DNS Lookup", "ET MOBILE_MALWARE Trojan-
Dropper.AndroidOS.Guerrilla.h CnC Domain in DNS Lookup", "ET MALWARE 
Win32/Warzone RAT Variant CnC Domain in DNS Lookup (dost .igov-service .net)", "ET 
MALWARE Observed DNS Query to ROMCOM RAT Domain (advanced-ip-scaner .com)", 
"ET MALWARE Observed Glupteba CnC Domain (cdneurops .shop in TLS SNI)", "ET 
MOBILE_MALWARE Arid Viper (richardbeman .info in DNS Lookup)", "ET MALWARE 
FIN8 SARDONIC CnC Domain in DNS Lookup (git-api .com)", "ET MALWARE Observed 
Elysium Stealer Domain in TLS SNI (download-serv-234116 .xyz)", "ET MALWARE 
TraderTraitor CnC Domain (dafom .dev) in DNS Lookup", "ET MALWARE Observed 
Malicious SSL Cert (Silver Implant)", "ET MALWARE Win32.Raccoon Stealer CnC Domain 
in TLS SNI (thereisnoscheme .top)", "ET MOBILE_MALWARE Trojan-
Spy.AndroidOS.Realrat.c (DNS Lookup) 5", "ET MALWARE Observed Malicious SSL Cert 
(ElegyRAT)", "ET MALWARE RustyBuer CnC Domain in SNI", "ET MALWARE Observed 
FIN12 Related Domain (hdhuge .com in TLS SNI)", "ET MALWARE Observed CobaltStrike 
CnC Domain (krinsop .com in TLS SNI)", "ET MALWARE Maldoc Domain (word2022 .c1 
.biz) in DNS Lookup", "ET MALWARE Qakbot/Cobalt Strike Domain (dimingol .com) in 
DNS Lookup", "ET MALWARE AppleJeus - Ants2Whale CnC Domain in DNS Lookup 
(ants2whale .com)", "ET MALWARE ViperSoftX CnC Domain in DNS Lookup 
(privatproxy-endpoint .com)", "ET MALWARE TA444 Related Domain in DNS Lookup 
(prosec .ink)", "ET MALWARE MINEBRIDGE CnC Domain in DNS Lookup (gentlebouncer 
.top)", "ET MALWARE Suspected CloudAtlas Related Domain in DNS Lookup (protocol-
list .com)", "ET MALWARE Observed Win32.Raccoon Stealer CnC Domain 
(msresearchcenter .top in TLS SNI)", "ET MALWARE Confucious APT Related Domain in 
DNS Lookup (viterwin .club)", "ET MALWARE Observed Glupteba CnC Domain 
(zaoshang .ru in TLS SNI)", "ET MALWARE Observed Malicious SSL/TLS Certificate 
(SilentLibrarian)", "ET MALWARE Observed Malicious SSL Cert (DonotGroup Stage 2 
CnC)", "ET MALWARE Observed Malicious SSL Cert (LazarusGroup CnC)", "ET MALWARE 
Observed Malicious SSL Cert (OZH Rat)", "ET ATTACK_RESPONSE DNS Query for 
Observed CVE-2021-44228 Callback Domain (service .exfil .site)", "ET MALWARE 
Gamaredon APT Related Domain in DNS Lookup (bitsbfree .com)", "ET MALWARE 
Win32\Cryptbot CnC Domain (towcqx32 .top) in DNS Lookup", "ET MALWARE 
Suspected POLONIUM CnC Domain (ukrsupport .info) in DNS Lookup", "ET MALWARE 
Shuckworm/Gamaredon CnC Domain (pasamart .ru) in DNS Lookup", "ET MALWARE 
Lazarus APT Related CnC Domain in DNS Lookup (designautocad .org)", "ET MALWARE 
APT41 CnC Domain (www .affice366 .com) in DNS Lookup", "ET MALWARE ViperSoftX 
CnC Domain in DNS Lookup (fairu-endpoint .com)", "ET MALWARE ActionLoader CnC 
Domain in DNS Lookup (kc-3 .ru)", "ET MALWARE JSSLoader CnC Domain 
(essentialsmassageanddayspa .com) in DNS Lookup", "ET MALWARE Observed 
Malicious SSL Cert (Cobalt Strike Malleable C2 Domain)", "ET MALWARE Gamaredon 
APT Related Domain in DNS Lookup (faristo .site)", "ET MOBILE_MALWARE Possible 
Trojan-Banker.AndroidOS.Sharkbot Activity (DNS Lookup)", "ET MALWARE DonotGroup 
CnC Domain in DNS Query", "ET MALWARE ViperSoftX CnC Domain in DNS Lookup 
(fairu-schnellvpn .xyz)", "ET MOBILE_MALWARE Arid Viper (hidden-chat-e58d7 
.firebaseio .com in DNS Lookup)", "ET MALWARE MINEBRIDGE CnC Domain in DNS 
Lookup (vikingsofnorth .top)", "ET MALWARE Stonefly APT Related Domain in DNS 
Lookup (semiconductboard .com)", "ET MALWARE Chaos Botnet CnC Domain (x .xlg360 
.xyz) in DNS Lookup", "ET MALWARE FIN7 Related CnC Domain in DNS Lookup 
(bypassociation .com)", "ET MALWARE Win32.Raccoon Stealer CnC Domain in TLS SNI 
(autopartslarry .top)", "ET MALWARE SHARPEXT CnC Domain in DNS Lookup (siekis 
.com)", "ET MALWARE Observed DNS Query to Malicious Powershell Payload domain 
(onerecovery .click)", "ET MALWARE Suspected APT28 Related Domain in DNS Lookup 



(jimbeam .live)", "ET MALWARE Matanbuchus CnC Domain in DNS Lookup (eonsabode 
.at)", "ET MALWARE PlugX Related Domain in DNS Lookup (cxks8 .com)", "ET MALWARE 
ViperSoftX CnC Domain in DNS Lookup (fairu-blog .com)", "ET MALWARE Observed 
Malicious SSL Cert (Moist Stealer CnC)", "ET MALWARE SManager Backdoor Domain in 
DNS Lookup", "ET MALWARE Observed Malicious SSL Cert 
(W32/TrojanDownloader.Agent.FBF Variant CnC)", "ET MOBILE_MALWARE Arid Viper 
(joe-rumley .pw in DNS Lookup)", "ET MALWARE Observed Win32.Raccoon Stealer CnC 
Domain (realonlinetrend .top in TLS SNI)", "ET MALWARE SocGholish Related Domain in 
DNS Lookup (irsbusinessaudit .net)", "ET MALWARE IcedID CnC Domain in DNS 
Lookup", "ET MALWARE ViperSoftX CnC Domain in DNS Lookup (wmail-blog .com)", "ET 
MOBILE_MALWARE Arid Viper (fasebaok .com in DNS Lookup)", "ET MALWARE 
Observed Win32.Raccoon Stealer CnC Domain (youareperfect2day .top in TLS SNI)", "ET 
MALWARE Win32/CopperStealer CnC Domain (ec083aa56dc0449a .com) in DNS 
Lookup", "ET MALWARE Loki Locker Ransomware CnC Domain in DNS Lookup", "ET 
MALWARE Rovnix CnC Domain in DNS Query", "ET MALWARE Observed Malicious SSL 
Cert (AZORult CnC Server) 2019-10-02", "ET MALWARE ViperSoftX CnC Domain in DNS 
Lookup (wmail-blog .xyz)", "ET MALWARE Metador CnC Domain (networkselfhelp .com) 
in DNS Lookup", "ET MOBILE_MALWARE Trojan-Spy.AndroidOS.Hawkshaw.a 
(hawkshaw-cae48 .firebaseio .com in DNS Lookup)", "ET MALWARE Observed Glupteba 
CnC Domain (zaoshanghaoz .net in TLS SNI)", "ET MALWARE DPRK APT Related Domain 
in DNS Lookup (esilet .com)", "ET MALWARE ViperSoftX CnC Domain in DNS Lookup 
(wmail-schnellvpn .com)", "ET MALWARE Win32.Raccoon Stealer CnC Domain in TLS 
SNI (finalcountdown .top)", "ET MOBILE_MALWARE Arid Viper (kevin-good .top in DNS 
Lookup)", "ET MALWARE CHIMNEYSWEEP Backdoor CnC Domain (update-pgp .com) in 
DNS Lookup", "ET MALWARE DonotGroup Staging Domain in DNS Query", "ET 
MALWARE Observed DNS Query to WHO Themed Malware Delivery Domain", "ET 
MALWARE Donot APT Related Domain in DNS Lookup (biteupdates .site)", "ET 
MALWARE Observed Malicious SSL Cert (MalDoc DL 2020-06-18)", "ET MALWARE 
MoonBounce Backdoor Related Domain in DNS Lookup (glbaitech .com)", "ET 
MOBILE_MALWARE Trojan-Spy.AndroidOS.Hawkshaw.a (spitfirepanel .firebaseio .com 
in DNS Lookup)", "ET MALWARE Gamaredon CnC Domain in DNS Lookup (lovers 
.semara .ru)", "ET MALWARE Observed ZLoader Related Domain (lkjhgfgsdshja .com in 
TLS SNI)", "ET MOBILE_MALWARE Trojan-Spy.AndroidOS.Realrat.c (DNS Lookup) 9", "ET 
MALWARE TA444 Related Domain in DNS Lookup (auto-protection .cloud)", "ET 
MALWARE BLINDEAGLE CnC Domain (laminascol .linkpc .net) in DNS Lookup", "ET 
MALWARE Chaos Botnet CnC Domain (are .nishabig .pro) in DNS Lookup", "ET 
MALWARE GhostWriter APT Related Cobalt Strike Domain in DNS Lookup (hmgo .pw)", 
"ET MALWARE Observed Ttint Update CnC Domain in DNS Query", "ET MALWARE 
Observed Elysium Stealer Variant CnC Domain (all-brain-company .xyz in TLS SNI)", "ET 
MALWARE MagicRAT CnC Domain (gendoraduragonkgp126 .com) in DNS Lookup", "ET 
MALWARE Observed Malicious SSL Cert (APT32 CnC)", "ET MALWARE Observed 
Targeted Attack Malicious SSL Cert (angeldonationblog .com)", "ET MALWARE 
Observed Malicious SSL Cert (Gootkit CnC)", "ET MALWARE Win32\Cryptbot CnC 
Domain (okwerh01 .top) in DNS Lookup", "ET MALWARE TA453 Related CnC Domain in 
DNS Lookup (0standavalue0 .xyz)", "ET MALWARE DangerousPassword APT Related 
Domain in DNS Lookup (shopapppro .com)", "ET MALWARE OSX/XCSSET Related 
Domain in DNS Lookup (melindas .ru)", "ET MALWARE AppleJeus - Kupay Wallet CnC 
Domain in DNS Lookup (levelframeblog .com)", "ET MALWARE Cobalt Strike Related 
Domain in DNS Lookup (bqtconsulting .com)", "ET MALWARE 
PowerShell/PowHeartBeat CnC Domain (airplane .travel-commercials .agency) in DNS 
Lookup", "ET MALWARE Observed Reverse Shell Payload Delivery Domain (opentunnel 
.quest) in TLS SNI", "ET MALWARE ViperSoftX CnC Domain in DNS Lookup (privatproxy-
schnellvpn .xyz)", "ET MALWARE Evilnum APT Related Domain in DNS Lookup (image 
.jamespage .net)", "ET MOBILE_MALWARE Android.Trojan.Rana.A (wherisdomaintv 
.com in DNS Lookup)", "ET MALWARE Observed Malicious SSL Cert (ColdRiver APT 
DNSpionage MITM)", "ET MALWARE SoulSearcher Malware Domain in DNS Lookup 
(gmy .cimadlicks .net)", "ET MALWARE Observed OSX/WizardUpdate Domain in TLS SNI 



( .dlvplayer .com)", "ET MOBILE_MALWARE Arid Viper (lordblackwood .club in DNS 
Lookup)", "ET MALWARE SocGholish CnC Domain in DNS Lookup (internal 
.blessedfoodshalalmeat .com)", "ET MALWARE Observed Win32/DuckLogs Malware 
Domain (ducklogs .com in TLS SNI)", "ET MALWARE Observed Malicious SSL Cert 
(MageCart Group 5 Staging Domain)", "ET MALWARE Observed Malicious SSL Cert 
(Panda Banker Injects)", "ET MALWARE DonotGroup CnC Domain Observed in DNS 
Query", "ET MALWARE Cobalt Strike Related Domain in DNS Lookup (jersydok .com)", 
"ET MOBILE_MALWARE Arid Viper (play-store-51182 .appspot .com in DNS Lookup)", 
"ET MALWARE ActionLoader CnC Domain in DNS Lookup (azure-tech .pro)"  

SSL-сертификаты 
используемые 
вредоносным ПО и 
ботнетами 

"SSL Fingerprint Blacklist: Malicious SSL certificate detected (Qadars C&C)", "SSL 
Fingerprint Blacklist: Malicious SSL certificate detected (Cobalt C&C)", "SSL Fingerprint 
Blacklist: Malicious SSL certificate detected (Malware distribution)", "SSL Fingerprint 
Blacklist: Malicious SSL certificate detected (Geodo MITM)", "SSL Fingerprint Blacklist: 
Malicious SSL certificate detected (Qadars MITM)", "SSL Fingerprint Blacklist: Malicious 
SSL certificate detected (ZLoader C&C)", "SSL Fingerprint Blacklist: Malicious SSL 
certificate detected (Worm.Dorkbot C&C)", "SSL Fingerprint Blacklist: Malicious SSL 
certificate detected (Teslacrypt C&C)", "SSL Fingerprint Blacklist: Malicious SSL 
certificate detected (Android Marcher C&C)", "SSL Fingerprint Blacklist: Malicious SSL 
certificate detected (Dridex)", "SSL Fingerprint Blacklist: Malicious SSL certificate 
detected (PandaZeuS C&C)", "SSL Fingerprint Blacklist: Malicious SSL certificate 
detected (Android Exobot C&C)", "SSL Fingerprint Blacklist: Malicious SSL certificate 
detected (ZeuS C&C)", "SSL Fingerprint Blacklist: Malicious SSL certificate detected 
(Downloder-Bot C&C)", "SSL Fingerprint Blacklist: Malicious SSL certificate detected 
(URLzone C&C)", "SSL Fingerprint Blacklist: Malicious SSL certificate detected (Rovnix 
C&C)", "SSL Fingerprint Blacklist: Malicious SSL certificate detected (TorrentLocker 
C&C)", "SSL Fingerprint Blacklist: Malicious SSL certificate detected (VMZeuS C&C)", 
"SSL Fingerprint Blacklist: Malicious SSL certificate detected (Hancitor C&C)", "SSL 
Fingerprint Blacklist: Malicious SSL certificate detected (AKBuilder C&C)", "SSL 
Fingerprint Blacklist: Malicious SSL certificate detected (ZeuS MITM)", "SSL Fingerprint 
Blacklist: Malicious SSL certificate detected (TrickBot C&C)", "SSL Fingerprint Blacklist: 
Malicious SSL certificate detected (Zloader C&C)", "SSL Fingerprint Blacklist: Malicious 
SSL certificate detected (VMZeuS MITM)", "SSL Fingerprint Blacklist: Malicious SSL 
certificate detected (Ransomware C&C)", "SSL Fingerprint Blacklist: Malicious SSL 
certificate detected (Flokibot C&C)", "SSL Fingerprint Blacklist: Malicious SSL certificate 
detected (PandaBanker C&C)", "SSL Fingerprint Blacklist: Malicious SSL certificate 
detected (Quakbot C&C)", "SSL Fingerprint Blacklist: Malicious SSL certificate detected 
(Chthonic MITM)", "SSL Fingerprint Blacklist: Malicious SSL certificate detected 
(CryptoLocker C&C)", "SSL Fingerprint Blacklist: Malicious SSL certificate detected (Gozi 
MITM)", "SSL Fingerprint Blacklist: Malicious SSL certificate detected (Upatre C&C)", 
"SSL Fingerprint Blacklist: Malicious SSL certificate detected (Vawtrak MITM)", "SSL 
Fingerprint Blacklist: Malicious SSL certificate detected (Vawtrak C&C)", "SSL Fingerprint 
Blacklist: Malicious SSL certificate detected (Tilon MITM)", "SSL Fingerprint Blacklist: 
Malicious SSL certificate detected (Spambot C&C)", "SSL Fingerprint Blacklist: Malicious 
SSL certificate detected (Nexuslogger C&C)", "SSL Fingerprint Blacklist: Malicious SSL 
certificate detected (Corebot C&C)", "SSL Fingerprint Blacklist: Malicious SSL certificate 
detected (PandaZeuS MITM)", "SSL Fingerprint Blacklist: Malicious SSL certificate 
detected (Send-Safe C&C)", "SSL Fingerprint Blacklist: Malicious SSL certificate detected 
(DiamondFox C&C)", "SSL Fingerprint Blacklist: Malicious SSL certificate detected 
(Bebloh C&C)", "SSL Fingerprint Blacklist: Malicious SSL certificate detected (Kronos 
MITM)", "SSL Fingerprint Blacklist: Malicious SSL certificate detected (Tinba MITM)", 
"SSL Fingerprint Blacklist: Malicious SSL certificate detected (Smoke Loader C&C)", "SSL 
Fingerprint Blacklist: Malicious SSL certificate detected (Chthonic C&C)", "SSL 
Fingerprint Blacklist: Malicious SSL certificate detected (CryptoWall C&C)", "SSL 
Fingerprint Blacklist: Malicious SSL certificate detected (URLzone)", "SSL Fingerprint 
Blacklist: Malicious SSL certificate detected (Redyms C&C)", "SSL Fingerprint Blacklist: 
Malicious SSL certificate detected (KINS C&C)", "SSL Fingerprint Blacklist: Malicious SSL 
certificate detected (Malware C&C)", "SSL Fingerprint Blacklist: Malicious SSL certificate 



detected (Gozi C&C)", "SSL Fingerprint Blacklist: Malicious SSL certificate detected 
(Neutrino C&C)", "SSL Fingerprint Blacklist: Malicious SSL certificate detected (Gootkit 
C&C)", "SSL Fingerprint Blacklist: Malicious SSL certificate detected (H1N1 C&C)", "SSL 
Fingerprint Blacklist: Malicious SSL certificate detected (Sofacy C&C)", "SSL Fingerprint 
Blacklist: Malicious SSL certificate detected (RockLoader C&C)", "SSL Fingerprint 
Blacklist: Malicious SSL certificate detected (Downloader.Pony C&C)", "SSL Fingerprint 
Blacklist: Malicious SSL certificate detected (Adwind C&C)", "SSL Fingerprint Blacklist: 
Malicious SSL certificate detected (Marcher C&C)", "SSL Fingerprint Blacklist: Malicious 
SSL certificate detected (Tuhkit C&C)", "SSL Fingerprint Blacklist: Malicious SSL 
certificate detected (Silon MITM)", "SSL Fingerprint Blacklist: Malicious SSL certificate 
detected (KINS MITM)", "SSL Fingerprint Blacklist: Malicious SSL certificate detected 
(FindPOS C&C)", "SSL Fingerprint Blacklist: Malicious SSL certificate detected 
(ProxyChanger C&C)", "SSL Fingerprint Blacklist: Malicious SSL certificate detected 
(Retefe C&C)", "SSL Fingerprint Blacklist: Malicious SSL certificate detected (Shylock 
C&C)", "SSL Fingerprint Blacklist: Malicious SSL certificate detected (JBifrost C&C)", "SSL 
Fingerprint Blacklist: Malicious SSL certificate detected (TorrrentLocker C&C)", "SSL 
Fingerprint Blacklist: Malicious SSL certificate detected (Dridex C&C)", "SSL Fingerprint 
Blacklist: Malicious SSL certificate detected (Shifu C&C)"  

Ошибки в сетевых 
протоколах 

"ET INFO SOCKSv4 HTTP Proxy Inbound Request (Windows Source)", "GPL NETBIOS 
SMB IPC$ unicode share access", "GPL NETBIOS SMB-DS winreg little endian bind 
attempt", "GPL NETBIOS SMB ADMIN$ unicode share access", "ET INFO SOCKSv5 DNS 
Inbound Request (Linux Source)", "GPL NETBIOS SMB-DS RemoteActivation little endian 
andx attempt", "ET INFO SOCKSv4 HTTP Proxy Inbound Request (Linux Source)", "GPL 
NETBIOS SMB-DS NT Trans NT CREATE unicode oversized Security Descriptor attempt", 
"GPL NETBIOS SMB IrotIsRunning andx attempt", "GPL NETBIOS SMB-DS ADMIN$ 
unicode andx share access", "ET INFO WinHttp AutoProxy Request wpad.dat Possible 
BadTunnel", "GPL NETBIOS SMB-DS IrotIsRunning unicode little endian attempt", "GPL 
SQL MYSQL root login attempt", "GPL NETBIOS SMB nddeapi andx bind attempt", "ET 
INFO SOCKSv5 Port 1863 Inbound Request (Linux Source)", "GPL NETBIOS SMB irot bind 
attempt", "GPL NETBIOS SMB-DS CoGetInstanceFromFile unicode attempt", "GPL 
NETBIOS SMB-DS nddeapi unicode create tree attempt", "GPL NETBIOS SMB-DS 
IrotIsRunning unicode attempt", "GPL NETBIOS SMB ISystemActivator little endian bind 
attempt", "GPL NETBIOS SMB winreg little endian andx bind attempt", "GPL NETBIOS 
SMB llsrpc unicode bind attempt", "GPL NETBIOS DCERPC LSASS direct bind attempt", 
"GPL NETBIOS SMB-DS irot unicode little endian andx bind attempt", "GPL NETBIOS 
SMB-DS winreg andx create tree attempt", "GPL NETBIOS SMB-DS Session Setup 
NTMLSSP asn1 overflow attempt", "GPL NETBIOS SMB-DS ISystemActivator bind 
attempt", "GPL NETBIOS DCERPC LSASS bind attempt", "ET SCAN MYSQL 4.0 brute force 
root login attempt", "GPL NETBIOS SMB-DS D$ unicode share access", "GPL NETBIOS 
SMB-DS ADMIN$ share access", "GPL NETBIOS DCERPC IActivation little endian bind 
attempt", "GPL NETBIOS SMB-DS llsrpc unicode andx create tree attempt", "GPL 
NETBIOS SMB NT Trans NT CREATE unicode invalid SACL ace size dos attempt", "ET 
INFO Session Traversal Utilities for NAT (STUN Binding Response)", "GPL NETBIOS SMB 
NT Trans NT CREATE invalid SACL ace size dos attempt", "ET INFO SOCKSv4 Port 443 
Inbound Request (Windows Source)", "GPL NETBIOS SMB ADMIN$ share access", "GPL 
SQL connect_data remote version detection attempt", "GPL NETBIOS SMB-DS 
IrotIsRunning unicode little endian andx attempt", "GPL NETBIOS SMB-DS 
RemoteActivation unicode little endian andx attempt", "GPL NETBIOS SMB-DS NT Trans 
NT CREATE unicode invalid SACL ace size dos attempt", "ET INFO PTUNNEL INBOUND", 
"GPL NETBIOS SMB-DS ISystemActivator unicode little endian bind attempt", "GPL 
NETBIOS SMB RemoteActivation andx attempt", "GPL NETBIOS SMB ISystemActivator 
unicode little endian andx bind attempt", "GPL NETBIOS SMB Session Setup NTMLSSP 
unicode andx asn1 overflow attempt", "GPL NETBIOS SMB-DS RemoteActivation little 
endian attempt", "ET POLICY MS Terminal Server Root login", "GPL NETBIOS SMB-DS 
Session Setup NTMLSSP unicode asn1 overflow attempt", "ET MALWARE MS Remote 
Desktop edc User Login Request", "GPL NETBIOS SMB CoGetInstanceFromFile little 
endian andx attempt", "GPL NETBIOS SMB DCERPC LSASS bind attempt", "GPL NETBIOS 



SMB-DS NT Trans NT CREATE DACL overflow attempt", "ET INFO Session Traversal 
Utilities for NAT (STUN Binding Request obsolete rfc 3489 CHANGE-REQUEST attribute 
change IP flag false change port flag false)", "GPL NETBIOS SMB nddeapi unicode bind 
attempt", "GPL NETBIOS SMB IActivation little endian bind attempt", "GPL NETBIOS 
SMB irot unicode bind attempt", "GPL NETBIOS SMB-DS InitiateSystemShutdown little 
endian andx attempt", "GPL NETBIOS SMB winreg andx bind attempt", "ET INFO 
SOCKSv4 Port 1863 Inbound Request (Linux Source)", "GPL NETBIOS SMB NT Trans NT 
CREATE SACL overflow attempt", "ET SCAN MYSQL MySQL Remote FAST Account 
Password Cracking", "GPL NETBIOS SMB irot unicode little endian bind attempt", "GPL 
NETBIOS SMB-DS C$ share access", "ET INFO SOCKSv4 Port 1863 Inbound Request 
(Windows Source)", "GPL NETBIOS SMB nddeapi unicode andx create tree attempt", 
"GPL NETBIOS SMB NT Trans NT CREATE andx oversized Security Descriptor attempt", 
"GPL NETBIOS SMB llsrpc bind attempt", "GPL NETBIOS SMB IActivation unicode little 
endian andx bind attempt", "GPL NETBIOS SMB-DS CoGetInstanceFromFile little endian 
attempt", "GPL NETBIOS SMB msqueue little endian andx bind attempt", "GPL NETBIOS 
SMB IrotIsRunning unicode little endian attempt", "GPL NETBIOS DCERPC msqueue 
bind attempt", "ET POLICY MS Remote Desktop POS User Login Request", "GPL 
NETBIOS SMB-DS irot little endian bind attempt", "GPL NETBIOS SMB ISystemActivator 
andx bind attempt", "GPL NETBIOS SMB-DS IActivation little endian bind attempt", "GPL 
NETBIOS SMB-DS CoGetInstanceFromFile unicode little endian andx attempt", "GPL 
NETBIOS SMB-DS IrotIsRunning unicode andx attempt", "GPL NETBIOS SMB-DS llsrpc 
andx bind attempt", "ET INFO SOCKSv4 Port 25 Inbound Request (Windows Source)", 
"GPL NETBIOS SMB nddeapi create tree attempt", "GPL NETBIOS SMB-DS llsrpc unicode 
little endian andx bind attempt", "GPL NETBIOS SMB-DS winreg andx bind attempt", "ET 
WEB_CLIENT Microsoft OLE Compound File With Flash", "GPL NETBIOS SMB-DS 
InitiateSystemShutdown little endian attempt", "GPL NETBIOS SMB msqueue bind 
attempt", "GPL NETBIOS SMB irot unicode andx bind attempt", "GPL NETBIOS DCERPC 
IActivation bind attempt", "ET INFO SOCKSv5 Port 443 Inbound Request (Linux 
Source)", "GPL NETBIOS SMB-DS NT Trans NT CREATE unicode SACL overflow attempt", 
"GPL NETBIOS SMB IActivation andx bind attempt", "GPL NETBIOS SMB winreg unicode 
create tree attempt", "ET INFO SOCKSv4 Port 5050 Inbound Request (Linux Source)", 
"GPL NETBIOS SMB RemoteActivation little endian andx attempt", "GPL NETBIOS SMB 
IrotIsRunning little endian attempt", "GPL NETBIOS SMB-DS irot little endian andx bind 
attempt", "GPL NETBIOS SMB-DS nddeapi bind attempt", "GPL NETBIOS SMB IPC$ share 
access", "GPL NETBIOS SMB nddeapi bind attempt", "GPL NETBIOS SMB-DS 
CoGetInstanceFromFile attempt", "GPL NETBIOS SMB-DS llsrpc unicode little endian 
bind attempt", "GPL NETBIOS SMB msqueue andx bind attempt", "GPL NETBIOS SMB-
DS RemoteActivation andx attempt", "GPL NETBIOS SMB irot little endian bind 
attempt", "GPL FTP LIST directory traversal attempt", "GPL NETBIOS SMB winreg little 
endian bind attempt", "ET INFO SOCKSv5 Port 5190 Inbound Request (Linux Source)", 
"GPL NETBIOS SMB-DS ISystemActivator unicode andx bind attempt", "ET MALWARE 
MS Remote Desktop micros User Login Request", "GPL NETBIOS SMB-DS IPC$ share 
access", "GPL NETBIOS SMB IrotIsRunning attempt", "GPL NETBIOS SMB llsrpc unicode 
little endian bind attempt", "GPL NETBIOS SMB NT Trans NT CREATE andx DACL 
overflow attempt", "GPL NETBIOS SMB-DS msqueue unicode little endian andx bind 
attempt", "GPL NETBIOS SMB llsrpc little endian bind attempt", "GPL NETBIOS SMB 
CoGetInstanceFromFile attempt", "GPL NETBIOS SMB-DS IrotIsRunning little endian 
attempt", "GPL NETBIOS DCERPC msqueue little endian bind attempt", "GPL NETBIOS 
SMB InitiateSystemShutdown andx attempt", "GPL NETBIOS SMB-DS nddeapi unicode 
bind attempt", "ET INFO Session Traversal Utilities for NAT (STUN Binding Request 
obsolete rfc 3489 CHANGE-REQUEST attribute change IP flag true change port flag 
true)", "GPL NETBIOS SMB-DS winreg little endian andx bind attempt", "GPL NETBIOS 
SMB-DS DCERPC ISystemActivator bind attempt", "GPL NETBIOS SMB-DS NT Trans NT 
CREATE SACL overflow attempt", "GPL NETBIOS SMB NT Trans NT CREATE andx SACL 
overflow attempt", "GPL NETBIOS SMB-DS irot unicode little endian bind attempt", 
"GPL NETBIOS SMB-DS llsrpc little endian andx bind attempt", "GPL NETBIOS SMB-DS 
msqueue andx bind attempt", "GPL NETBIOS SMB-DS winreg unicode little endian andx 



bind attempt", "GPL NETBIOS SMB-DS winreg bind attempt", "GPL NETBIOS SMB 
msqueue little endian bind attempt", "GPL NETBIOS SMB-DS ISystemActivator unicode 
bind attempt", "GPL NETBIOS SMB-DS msqueue little endian andx bind attempt", "ET 
POLICY Possible IPMI 2.0 RAKP Remote SHA1 Password Hash Retrieval RAKP message 1 
with default BMC usernames (Admin|root|Administrator|USERID)", "GPL NETBIOS 
SMB-DS D$ unicode andx share access", "GPL NETBIOS SMB-DS 
InitiateSystemShutdown unicode attempt", "GPL NETBIOS SMB-DS 
CoGetInstanceFromFile unicode little endian attempt", "GPL NETBIOS SMB-DS D$ share 
access", "GPL NETBIOS SMB C$ unicode share access", "GPL NETBIOS SMB 
RemoteActivation little endian attempt", "GPL NETBIOS SMB InitiateSystemShutdown 
attempt", "ET INFO PTUNNEL OUTBOUND", "GPL NETBIOS SMB-DS msqueue unicode 
little endian bind attempt", "GPL NETBIOS SMB ISystemActivator unicode bind 
attempt", "GPL NETBIOS SMB-DS IPC$ unicode andx share access", "GPL NETBIOS SMB 
ISystemActivator unicode andx bind attempt", "GPL NETBIOS SMB D$ unicode share 
access", "GPL NETBIOS SMB-DS winreg unicode little endian bind attempt", "GPL 
NETBIOS SMB CoGetInstanceFromFile unicode andx attempt", "ET INFO NBNS Name 
Query Response Possible WPAD Spoof BadTunnel", "GPL NETBIOS DCERPC irot little 
endian bind attempt", "ET INFO SOCKSv4 Port 443 Inbound Request (Linux Source)", 
"GPL NETBIOS SMB-DS InitiateSystemShutdown unicode little endian andx attempt", 
"GPL NETBIOS SMB-DS nddeapi andx create tree attempt", "GPL NETBIOS SMB-DS llsrpc 
bind attempt", "GPL NETBIOS SMB-DS IActivation unicode little endian andx bind 
attempt", "ET INFO SOCKSv5 Port 443 Inbound Request (Windows Source)", "GPL 
NETBIOS SMB InitiateSystemShutdown little endian andx attempt", "GPL NETBIOS SMB-
DS C$ unicode andx share access", "ET INFO SOCKSv5 Port 5190 Inbound Request 
(Windows Source)", "GPL NETBIOS SMB-DS RemoteActivation unicode little endian 
attempt", "ET INFO SOCKSv5 DNS Inbound Request (Windows Source)", "GPL NETBIOS 
SMB-DS CoGetInstanceFromFile little endian andx attempt", "GPL NETBIOS SMB-DS 
nddeapi unicode andx create tree attempt", "GPL NETBIOS SMB-DS nddeapi andx bind 
attempt", "GPL NETBIOS SMB IrotIsRunning unicode little endian andx attempt", "ET 
ATTACK_RESPONSE Possible IPMI 2.0 RAKP Remote SHA1 Password Hash Retrieval 
RAKP message 2 status code Unauthorized Name", "GPL NETBIOS SMB winreg unicode 
andx bind attempt", "GPL NETBIOS SMB-DS llsrpc unicode andx bind attempt", "GPL 
NETBIOS SMB IrotIsRunning unicode attempt", "GPL NETBIOS SMB-DS winreg unicode 
andx create tree attempt", "GPL NETBIOS DCERPC irot bind attempt", "GPL NETBIOS 
SMB-DS NT Trans NT CREATE invalid SACL ace size dos attempt", "ET INFO SOCKSv4 Port 
5050 Inbound Request (Windows Source)", "GPL NETBIOS SMB-DS 
InitiateSystemShutdown unicode little endian attempt", "GPL NETBIOS SMB-DS 
msqueue unicode bind attempt", "GPL NETBIOS SMB IActivation unicode andx bind 
attempt", "ET POLICY MS Remote Desktop Service User Login Request", "GPL NETBIOS 
SMB winreg bind attempt", "GPL NETBIOS SMB-DS IActivation andx bind attempt", "GPL 
NETBIOS SMB winreg andx create tree attempt", "GPL NETBIOS SMB-DS DCERPC 
ISystemActivator unicode bind attempt", "GPL NETBIOS SMB ISystemActivator bind 
attempt", "GPL NETBIOS SMB-DS winreg unicode bind attempt", "GPL NETBIOS SMB-DS 
IActivation unicode little endian bind attempt", "GPL NETBIOS SMB msqueue unicode 
little endian andx bind attempt", "GPL NETBIOS SMB-DS llsrpc unicode bind attempt", 
"GPL NETBIOS SMB llsrpc little endian andx bind attempt", "ET WEB_CLIENT Microsoft 
OLE Compound File Magic Bytes Flowbit Set", "ET ATTACK_RESPONSE MySQL User 
Account Enumeration", "GPL NETBIOS SMB msqueue unicode little endian bind 
attempt", "GPL NETBIOS SMB CoGetInstanceFromFile andx attempt", "GPL NETBIOS 
SMB-DS ADMIN$ andx share access", "GPL NETBIOS SMB Session Setup NTMLSSP andx 
asn1 overflow attempt", "ET INFO Session Traversal Utilities for NAT (STUN Binding 
Request obsolete rfc 3489 CHANGE-REQUEST attribute change IP flag true change port 
flag false)", "ET SCAN MYSQL 4.1 brute force root login attempt", "GPL NETBIOS SMB 
CoGetInstanceFromFile little endian attempt", "GPL NETBIOS SMB-DS IActivation 
unicode bind attempt", "GPL NETBIOS SMB-DS NT Trans NT CREATE oversized Security 
Descriptor attempt", "GPL NETBIOS SMB-DS ISystemActivator unicode little endian 
andx bind attempt", "GPL NETBIOS SMB winreg create tree attempt", "GPL NETBIOS 



SMB-DS nddeapi unicode andx bind attempt", "GPL NETBIOS SMB-DS C$ unicode share 
access", "GPL NETBIOS SMB nddeapi unicode create tree attempt", "ET POLICY MS 
Remote Desktop Administrator Login Request", "GPL FTP large PWD command", "ET 
INFO SOCKSv5 HTTP Proxy Inbound Request (Windows Source)", "GPL NETBIOS SMB-DS 
ADMIN$ unicode share access", "GPL NETBIOS SMB RemoteActivation unicode little 
endian attempt", "GPL NETBIOS SMB ISystemActivator little endian andx bind attempt", 
"GPL NETBIOS SMB-DS RemoteActivation attempt", "GPL NETBIOS SMB 
InitiateSystemShutdown little endian attempt", "GPL NETBIOS SMB NT Trans NT 
CREATE unicode DACL overflow attempt", "ET INFO SOCKSv5 Port 25 Inbound Request 
(Windows Source)", "GPL NETBIOS SMB IActivation unicode bind attempt", "ET INFO 
Session Traversal Utilities for NAT (STUN Binding Request obsolete rfc 3489 CHANGE-
REQUEST attribute change IP flag false change port flag true)", "GPL NETBIOS SMB 
InitiateSystemShutdown unicode attempt", "GPL NETBIOS SMB-DS DCERPC LSASS bind 
attempt", "ET INFO SOCKSv4 Port 5190 Inbound Request (Windows Source)", "ET INFO 
SOCKSv4 Port 5190 Inbound Request (Linux Source)", "GPL NETBIOS SMB 
RemoteActivation attempt", "GPL NETBIOS SMB msqueue unicode bind attempt", "GPL 
NETBIOS SMB msqueue unicode andx bind attempt", "GPL NETBIOS SMB-DS IActivation 
unicode andx bind attempt", "GPL NETBIOS SMB-DS IPC$ andx share access", "GPL 
NETBIOS SMB llsrpc unicode andx bind attempt", "GPL NETBIOS SMB-DS 
ISystemActivator little endian andx bind attempt", "GPL NETBIOS SMB-DS IPC$ unicode 
share access", "GPL NETBIOS SMB-DS CoGetInstanceFromFile unicode andx attempt", 
"GPL NETBIOS SMB RemoteActivation unicode attempt", "GPL NETBIOS SMB IActivation 
unicode little endian bind attempt", "GPL NETBIOS SMB DCERPC LSASS direct bind 
attempt", "GPL NETBIOS SMB winreg unicode bind attempt", "GPL NETBIOS SMB-DS 
CoGetInstanceFromFile andx attempt", "GPL NETBIOS SMB winreg unicode little endian 
bind attempt", "GPL NETBIOS SMB winreg unicode andx create tree attempt", "GPL 
NETBIOS SMB ISystemActivator unicode little endian bind attempt", "GPL NETBIOS SMB 
llsrpc andx bind attempt", "GPL NETBIOS SMB C$ share access", "GPL NETBIOS SMB-DS 
IrotIsRunning little endian andx attempt", "ET INFO SOCKSv5 Port 5050 Inbound 
Request (Windows Source)", "GPL NETBIOS SMB InitiateSystemShutdown unicode andx 
attempt", "GPL NETBIOS SMB irot little endian andx bind attempt", "GPL NETBIOS SMB 
nddeapi andx create tree attempt", "GPL NETBIOS SMB IActivation little endian andx 
bind attempt", "GPL NETBIOS SMB-DS NT Trans NT CREATE unicode DACL overflow 
attempt", "GPL NETBIOS SMB NT Trans NT CREATE unicode andx SACL overflow 
attempt", "GPL NETBIOS SMB-DS IrotIsRunning andx attempt", "GPL SQL MYSQL show 
databases attempt", "ET INFO SOCKSv5 Port 5050 Inbound Request (Linux Source)", 
"GPL NETBIOS SMB CoGetInstanceFromFile unicode attempt", "GPL NETBIOS SMB-DS 
InitiateSystemShutdown attempt", "GPL NETBIOS SMB irot andx bind attempt", "GPL 
NETBIOS SMB irot unicode little endian andx bind attempt", "GPL NETBIOS SMB-DS 
ISystemActivator little endian bind attempt", "GPL NETBIOS SMB llsrpc create tree 
attempt", "GPL NETBIOS SMB IActivation bind attempt", "GPL NETBIOS SMB-DS 
IActivation bind attempt", "GPL NETBIOS SMB RemoteActivation unicode andx 
attempt", "ET INFO SOCKSv5 HTTP Proxy Inbound Request (Linux Source)", "GPL 
NETBIOS SMB-DS IrotIsRunning attempt", "GPL NETBIOS SMB winreg unicode little 
endian andx bind attempt", "ET INFO Web Proxy Auto Discovery Protocol WPAD DHCP 
252 option Possible BadTunnel", "GPL NETBIOS SMB-DS irot unicode andx bind 
attempt", "GPL NETBIOS SMB CoGetInstanceFromFile unicode little endian attempt", 
"GPL NETBIOS DCERPC IrotIsRunning attempt", "GPL NETBIOS SMB-DS ISystemActivator 
andx bind attempt", "GPL NETBIOS SMB nddeapi unicode andx bind attempt", "GPL 
NETBIOS SMB-DS DCERPC LSASS direct bind attempt", "GPL NETBIOS SMB-DS 
RemoteActivation unicode attempt", "GPL NETBIOS SMB-DS winreg create tree 
attempt", "GPL NETBIOS SMB NT Trans NT CREATE DACL overflow attempt", "GPL 
NETBIOS SMB-DS msqueue bind attempt", "GPL NETBIOS SMB-DS llsrpc little endian 
bind attempt", "GPL NETBIOS SMB-DS InitiateSystemShutdown andx attempt", "GPL 
NETBIOS SMB-DS nddeapi create tree attempt", "GPL NETBIOS SMB 
InitiateSystemShutdown unicode little endian attempt", "GPL NETBIOS SMB-DS 
msqueue little endian bind attempt", "GPL NETBIOS SMB IrotIsRunning unicode andx 



attempt", "GPL NETBIOS SMB-DS msqueue unicode andx bind attempt", "GPL NETBIOS 
SMB-DS winreg unicode andx bind attempt", "GPL NETBIOS SMB 
InitiateSystemShutdown unicode little endian andx attempt", "GPL FTP CWD Root 
directory transversal attempt", "GPL NETBIOS SMB-DS RemoteActivation unicode andx 
attempt", "GPL NETBIOS SMB CoGetInstanceFromFile unicode little endian andx 
attempt", "GPL NETBIOS SMB D$ share access", "GPL NETBIOS SMB-DS DCERPC LSASS 
unicode bind attempt", "ET INFO SOCKSv5 Port 1863 Inbound Request (Windows 
Source)", "GPL FTP invalid MODE", "GPL NETBIOS SMB RemoteActivation unicode little 
endian andx attempt", "GPL NETBIOS SMB llsrpc unicode little endian andx bind 
attempt", "GPL NETBIOS SMB NT Trans NT CREATE unicode oversized Security 
Descriptor attempt", "ET INFO SOCKSv5 Port 25 Inbound Request (Linux Source)", "GPL 
NETBIOS SMB-DS irot unicode bind attempt", "GPL NETBIOS DCERPC IrotIsRunning little 
endian attempt", "GPL NETBIOS SMB-DS irot bind attempt", "GPL NETBIOS SMB-DS 
IActivation little endian andx bind attempt", "GPL NETBIOS SMB-DS 
InitiateSystemShutdown unicode andx attempt", "GPL NETBIOS SMB-DS winreg 
unicode create tree attempt", "GPL NETBIOS SMB-DS irot andx bind attempt", "GPL 
NETBIOS SMB NT Trans NT CREATE unicode SACL overflow attempt", "GPL NETBIOS 
SMB IrotIsRunning little endian andx attempt", "GPL NETBIOS SMB NT Trans NT CREATE 
oversized Security Descriptor attempt"  

Анонимайзеры "Stealthy", "Anonymizer from United Kingdom", "Anonymizer detected", "Browsec", 
"ZenMate API", "RusVPN detected", "Proxy detected", "ZenMate proxy", "proxy from 
vk-unblock", "Anonymizer from United States", "Firefox VPN Add-on", "Yandex Turbo", 
"Anonymox HTTP", "friGate", "Opera VPN", "Anonymizer from Netherlands", "ZenMate 
DNS", "Anonymizer from Canada", "Opera Turbo", "Anonymox", "dostup-rutracker", 
"HotspotShield detected", "Anonymizer from Poland"  

Нежелательное 
программное 
обеспечение 

"ET ADWARE_PUP User-Agent (MyIE/1.0)", "ET ADWARE_PUP Fake Adobe Update 
Request", "ET ADWARE_PUP Win-touch.com Spyware User-Agent (WTInstaller)", "ET 
USER_AGENTS Suspicious User-Agent (Updater)", "ET ADWARE_PUP Best-targeted-
traffic.com Spyware Install", "ET ADWARE_PUP Mysearch.com/Morpheus Bar Spyware 
User-Agent (Morpheus)", "ET ADWARE_PUP Realtimegaming.com Online Casino 
Spyware Gaming Checkin", "ET ADWARE_PUP Megaupload Spyware User-Agent 
(Megaupload)", "ET ADWARE_PUP Observed Win32/Foniad Domain (enclosely .info in 
TLS SNI)", "ET ADWARE_PUP Win32/Spy.Agent.QCL Variant Activity (POST) M2", "ET 
ADWARE_PUP Suspicious User Agent Custom_56562_HttpClient/VER_STR_COMMA", 
"ET USER_AGENTS Suspicious User-Agent (ClickAdsByIE)", "ET ADWARE_PUP Common 
Adware Library ISX User Agent Detected", "ET ADWARE_PUP SuperAntiSpyware Install 
Checkin", "ET ADWARE_PUP Conduit Trovi Adware/PUA", "ET ADWARE_PUP Successful 
QuizScope Installation", "ET ADWARE_PUP LNKR landing page (possible compromised 
site) M4", "ET ADWARE_PUP Crossrider Spyware Checkin", "ET ADWARE_PUP 
Win32/InstallCore Initial Install Activity 1", "ET ADWARE_PUP Adware.InstallCore.B 
Checkin", "ET ADWARE_PUP User-Agent (FileDownloader)", "ET ADWARE_PUP Context 
Plus User-Agent (PTS)", "ET ADWARE_PUP Win32/Adware.InstallCommerce.A CnC 
Checkin", "ET ADWARE_PUP Look2me Spyware Activity (1)", "ET ADWARE_PUP Fun 
Web Products Spyware User-Agent (FunWebProducts)", "ET ADWARE_PUP Crackswin 
Downloader Activity", "ET ADWARE_PUP User-Agent (0xa10xa1HttpClient)", "ET 
ADWARE_PUP NewWeb/Sudui.com Spyware User-Agent (B Register)", "ET 
ADWARE_PUP W32/BettrExperience.Adware POST Checkin", "ET ADWARE_PUP 
VilnyNet VPN Install Started", "ET ADWARE_PUP Win32/LoadMoney Adware Activity", 
"ET ADWARE_PUP Morpheus Spyware Install User-Agent (SmartInstaller)", "ET 
ADWARE_PUP AdWare.MSIL.Solimba.b POST", "ET ADWARE_PUP 
Win32/Adware.Adposhel.A Checkin M6", "ET ADWARE_PUP Shopathomeselect .com 
Spyware User-Agent (WebDownloader)", "ET ADWARE_PUP Observed Win32/Foniad 
Domain (suggedin .info in TLS SNI)", "ET ADWARE_PUP Sogou Toolbar Checkin", "ET 
ADWARE_PUP Theinstalls.com Initial Checkin", "ET ADWARE_PUP LNKR landing page 
(possible compromised site) M5", "ET ADWARE_PUP Best-targeted-traffic.com Spyware 
Checkin", "ET ADWARE_PUP OSX/Adware.Pirrit Web Injects", "ET ADWARE_PUP 
Loadmoney.A Checkin 4", "ET ADWARE_PUP FLV/Youtube Downloader Install Activity", 



"ET ADWARE_PUP MuLauncher Telemetry Gathering Attempt", "ET ADWARE_PUP 
CoinSurf Proxy CnC Response", "ET ADWARE_PUP debelizombi.com (Rizo) related 
Spyware User-Agent (mc_v1.2.6)", "ET ADWARE_PUP Shop at Home Select Spyware 
User-Agent (Bundle)", "ET ADWARE_PUP SilverSpeedup Generic PUA Software UA", "ET 
ADWARE_PUP SoftwareTracking Site - Download Report", "ET ADWARE_PUP 
W32/RocketfuelNextUp.Adware CnC Beacon", "ET ADWARE_PUP iframebiz - 
loadadv***.exe", "ET ADWARE_PUP ezday.co .kr Related Spyware User-Agent 
(Ezshop)", "ET ADWARE_PUP ZenoSearch Spyware User-Agent", "ET ADWARE_PUP 
W32/OpenTrio User-Agent (Open3)", "ET ADWARE_PUP qq.com related Spyware User-
Agent (QQGame)", "ET ADWARE_PUP Adware-Win32/EoRezo Reporting", "ET 
ADWARE_PUP Loadmoney Checkin 1", "ET ADWARE_PUP Win-touch.com Spyware 
User-Agent (WinTouch)", "ET ADWARE_PUP 180solutions Spyware Keywords 
Download", "ET ADWARE_PUP AdWare.MSIL.Solimba.b GET", "ET ADWARE_PUP 
W32/Linkular.Adware Icons.dat Second Stage Download", "ET ADWARE_PUP 
Antivirgear.com Fake Anti-Spyware User-Agent (AntiVirGear)", "ET ADWARE_PUP 
Searchspy.co.kr Spyware User-Agent (HTTP_FILEDOWN)", "ET ADWARE_PUP 
Win32/DomaIQ Checkin", "ET ADWARE_PUP DealPly Adware CnC Beacon 4", "ET 
ADWARE_PUP Drpcclean.com Related Spyware User-Agent (DrPCClean Transmit)", "ET 
ADWARE_PUP Gamehouse.com User-Agent (GAMEHOUSE.NET.URL)", "ET 
ADWARE_PUP host-domain-lookup.com spyware related Start Report", "ET 
ADWARE_PUP Observed DNS Query to OSX/Bundalore Domain", "ET ADWARE_PUP 
User-Agent (Firefox) - Possible Trojan Downloader", "ET ADWARE_PUP AskSearch 
Toolbar Spyware User-Agent (AskBar)", "ET ADWARE_PUP Fake AV User-Agent (N1)", 
"ET ADWARE_PUP Win32/ReImageRepair.T CnC Cookie Pattern", "ET ADWARE_PUP 
[PTsecurity] Adware.SearchGo (start_page)", "ET ADWARE_PUP W32/LoudMo.Adware 
Checkin", "ET ADWARE_PUP Cpushpop.com Spyware User-Agent (CPUSH_UPDATER)", 
"ET ADWARE_PUP ZCOM Adware/Spyware User-Agent (ZCOM Software)", "ET 
ADWARE_PUP OSX/Adware.Pirrit CnC Activity 2", "ET ADWARE_PUP Deskwizz.com 
Spyware Install INI Download", "ET ADWARE_PUP PCAcceleratePro PUA/Adware User-
Agent", "ET ADWARE_PUP Observed Malicious SSL Cert (OSX/Calender 2 Mining)", "ET 
ADWARE_PUP W32/Stan Malvertising.Dropper CnC Beacon", "ET ADWARE_PUP 
Spylocked Fake Anti-Spyware User-Agent (SpyLocked)", "ET ADWARE_PUP 
Win32/YTDDownloader.F Variant CnC Activity", "ET ADWARE_PUP 
W32/Wajam.Adware Successful Install", "ET ADWARE_PUP User-Agent (http-get-demo) 
Possible Reverse Web Shell", "ET ADWARE_PUP Dropspam.com Spyware Reporting", 
"ET ADWARE_PUP Win32/Tibs Checkin", "ET ADWARE_PUP Loadmoney Checkin 4", "ET 
ADWARE_PUP Zugo.com SearchToolbar User-Agent (SearchToolbar)", "ET 
ADWARE_PUP Adware/FakeAV.Kraddare Checkin UA", "ET ADWARE_PUP 
yupsearch.com Spyware Install - protector.exe", "ET ADWARE_PUP CoinSurf Proxy CnC 
Response (Network Configuration)", "ET ADWARE_PUP Windows Explorer Tab Add-on 
Post Install Checkin", "ET ADWARE_PUP LNKR landing page (possible compromised site) 
M1", "ET ADWARE_PUP Platinumreward.co.kr Spyware User-Agent (WT_GET_COMM)", 
"ET ADWARE_PUP SpamBlockerUtility Fake Anti-Spyware User-Agent 
(SpamBlockerUtility x.x.x)", "ET ADWARE_PUP W32/SearchSuite Install CnC Beacon", 
"ET ADWARE_PUP Spyware User-Agent (count)", "ET ADWARE_PUP Win32/Agent.PMS 
Variant CnC Activity", "ET ADWARE_PUP ISearchTech.com XXXPornToolbar Activity 
(IST)", "ET ADWARE_PUP OSX/Adware.Pirrit CnC Activity 1", "ET ADWARE_PUP 
Loadmoney User Agent", "ET ADWARE_PUP Ezula Install .exe", "ET ADWARE_PUP 
Win32/SuperDiag PUP CnC Activity", "ET ADWARE_PUP User-Agent (Internet Explorer 
6.0) - Possible Trojan Downloader", "ET ADWARE_PUP PUA Related User-Agent 
(WINTERNET)", "ET ADWARE_PUP Win32/Atshz.A Checkin", "ET ADWARE_PUP 
Win32/Systweak Checkin M2", "ET ADWARE_PUP Fake Wget User-Agent (wget 3.0) - 
Likely Hostile", "ET USER_AGENTS Suspicious User-Agent (lineguide)", "ET 
ADWARE_PUP Miva Spyware User-Agent (Travel Update)", "ET ADWARE_PUP 
Loadmoney.A Checkin 8", "ET ADWARE_PUP DealPly Adware CnC Beacon 2", "ET 
ADWARE_PUP GMUnpackerInstaller.A Checkin", "ET ADWARE_PUP Malicious Chrome 
Extension", "ET ADWARE_PUP Spyware User-Agent (sureseeker)", "ET ADWARE_PUP 



STOPzilla Download Accelerator Activity", "ET ADWARE_PUP Loadmoney.A Checkin 1", 
"ET ADWARE_PUP W32/Amonetize.Downloader Executable Download Request", "ET 
ADWARE_PUP Alexa Search Toolbar User-Agent 2 (Alexa Toolbar)", "ET ADWARE_PUP 
Errorsafe.com Fake antispyware User-Agent (ErrorSafe)", "ET ADWARE_PUP Smileware 
Connection Spyware Related User-Agent (Smileware Connection)", "ET ADWARE_PUP 
Win32/Adware.BrowSecX.AB Install Log Sent", "ET ADWARE_PUP W32/iBryte.Adware 
Installer Download", "ET ADWARE_PUP PUP.Win32.BoBrowser User-Agent 
(BoBrowser)", "ET ADWARE_PUP Tool.InstallToolbar.24 Reporting", "ET ADWARE_PUP 
Searchspy.co.kr Spyware User-Agent (HTTPFILEDOWN)", "ET ADWARE_PUP 
Win32/Adware.Agent.NSU CnC Activity M2", "ET ADWARE_PUP BInet Information 
Install Report", "ET ADWARE_PUP Observed DNS Query to PUP Domain (superdiag 
.xyz)", "ET ADWARE_PUP W32/Toolbar.WIDGI User-Agent (WidgiToolbar-)", "ET 
ADWARE_PUP ToolbarPartner Spyware Agent Download (1)", "ET ADWARE_PUP My 
Search Spyware Config Download", "ET ADWARE_PUP Adware.Win32/SProtector.A 
Client Checkin", "ET ADWARE_PUP Win32/DownloadAssistant.A PUP CnC", "ET 
ADWARE_PUP clickspring.com Spyware Install User-Agent (CS Fingerprint Module)", 
"ET ADWARE_PUP All Numerical .cn Domain Likely Malware Related", "ET 
ADWARE_PUP Antibody Software Installed (PUA)", "ET ADWARE_PUP LNKR landing 
page (possible compromised site) M3", "ET ADWARE_PUP MySearch Products Spyware 
User-Agent (MySearch)", "ET ADWARE_PUP Downer.B Variant Checkin", "ET 
ADWARE_PUP SweetIM Install in Progress", "ET ADWARE_PUP Luxsoft Win32/ICLoader 
User-Agent", "ET ADWARE_PUP User-Agent (webcount)", "ET ADWARE_PUP 
AdWare.Win32.Yotoon.hs Checkin", "ET ADWARE_PUP Ads2Srv Bundle Installer Offer 
Request", "ET USER_AGENTS Suspicious User-Agent (downloader)", "ET ADWARE_PUP 
BundledInstaller PUA/PUP Downloader", "ET ADWARE_PUP DealPly Adware CnC 
Beacon 3", "ET ADWARE_PUP Misspelled Mozilla User-Agent (Mozila)", "ET 
ADWARE_PUP Win32/LoadMoney Adware Activity M2", "ET ADWARE_PUP 
Outerinfo.com Spyware Advertising Campaign Download", "ET ADWARE_PUP Malicious 
Adware Chrome Extension Detected (1)", "ET ADWARE_PUP AppControls.com User-
Agent", "ET ADWARE_PUP Win32/Spy.Agent.QCL Variant Activity (POST)", "ET 
ADWARE_PUP LoadMoney Checkin 5", "ET ADWARE_PUP Loadmoney.A Checkin 7", "ET 
ADWARE_PUP W32/InstallMonetizer.Adware Beacon 1", "ET ADWARE_PUP 
Trojan.FakeAV.SystemDefender Checkin", "ET ADWARE_PUP Searchmiracle.com 
Spyware Install (protector.exe)", "ET ADWARE_PUP iDownloadAgent Spyware User-
Agent (iDownloadAgent)", "ET ADWARE_PUP Zango Seekmo Bar Spyware User-Agent 
(Seekmo Toolbar)", "ET ADWARE_PUP Win32/2345.H Variant Activity (POST)", "ET 
ADWARE_PUP YourSiteBar User-Agent (istsvc)", "ET ADWARE_PUP Generic Adware 
Install Report", "ET ADWARE_PUP Suspicious User Agent EXE2", "ET ADWARE_PUP 
Statblaster.com Spyware User-Agent (fetcher)", "ET ADWARE_PUP Gator/Clarian 
Agent", "ET ADWARE_PUP W32/iBryte.Adware Affiliate Campaign Executable 
Download", "ET ADWARE_PUP Casalemedia Spyware Reporting URL Visited 2", "ET 
ADWARE_PUP W32/InstallRex.Adware Report CnC Beacon", "ET ADWARE_PUP 
Observed Win32/Foniad Domain (aclassigned .info in TLS SNI)", "ET ADWARE_PUP 
NewWeb/Sudui.com Spyware User-Agent (updatesodui)", "ET ADWARE_PUP 
InstallCore PUA/Adware Activity M2", "ET ADWARE_PUP Win32/DownloadAssistant.Q 
Variant Checkin", "ET ADWARE_PUP Adaware.BarACE Checkin and Update", "ET 
ADWARE_PUP Predator Anti Ban CnC Activity", "ET ADWARE_PUP Artro Downloader 
User-Agent Detected", "ET ADWARE_PUP Win32/Adware.Adposhel.A Checkin 3", "ET 
ADWARE_PUP Win32/RemoteUtilities Checkin via SMTP", "ET ADWARE_PUP UBar 
Trojan/Adware Checkin 3", "ET ADWARE_PUP Win32/DealPly CnC Checkin", "ET 
ADWARE_PUP Hotbar Tools Spyware User-Agent (hbtools)", "ET ADWARE_PUP 
DriverPack Update Checkin", "ET ADWARE_PUP PUP/DriverRestore Sending System 
Information to Affiliate", "ET ADWARE_PUP Internet Optimizer Activity User-Agent 
(IOKernel)", "ET USER_AGENTS Suspicious User-Agent (Huai_Huai)", "ET ADWARE_PUP 
Observed DownloadAssistant User-Agent", "ET ADWARE_PUP 
Win32/Adware.Agent.NSF CnC Checkin M1", "ET ADWARE_PUP Zenosearch Malware 
Checkin HTTP POST (2)", "ET ADWARE_PUP [PTsecurity] DeathBot.Java (Minecraft 



Spambot)", "ET ADWARE_PUP Win32/Xetapp Installer Checkin", "ET ADWARE_PUP 
Grandstreet Interactive Spyware User-Agent (IEP)", "ET ADWARE_PUP Loadmoney 
Checkin 2", "ET ADWARE_PUP W32/BettrExperience.Adware Initial Checkin", "ET 
ADWARE_PUP SUPERAntiSpyware Install Checkin", "ET ADWARE_PUP [PTsecurity] 
Adware.FileFinder Activity", "ET ADWARE_PUP PUP Win32/Conduit.SearchProtect.O 
CnC Beacon", "ET ADWARE_PUP Win32/DealPly Checkin", "ET ADWARE_PUP 
W32/BettrExperience.Adware Update Checkin", "ET ADWARE_PUP 
Win32/BrowseFox.H Checkin 2", "ET ADWARE_PUP Unknown Malware patchlist.xml 
Request", "ET ADWARE_PUP Win32/Onescan FraudWare User-Agent", "ET 
ADWARE_PUP Win32/Hadsruda!bit Adware/PUA Installation Activity", "ET 
ADWARE_PUP User-Agent (AgavaDwnl) - Possibly Xema", "ET ADWARE_PUP 
WinSoftware.com Spyware User-Agent (WinSoftware)", "ET ADWARE_PUP 
W32/WinWrapper.Adware Initial Install Beacon", "ET USER_AGENTS Suspicious User-
Agent (Mozilla/4.0 (compatible ICS))", "ET ADWARE_PUP Adware.MultiInstaller checkin 
2", "ET ADWARE_PUP Malicious Adware Chrome Extension Detected (2)", "ET 
ADWARE_PUP W32/MediaGet Checkin", "ET ADWARE_PUP Regnow.com Access", "ET 
ADWARE_PUP 180solutions (Zango) Spyware Local Stats Post", "ET ADWARE_PUP 
Win32/ReImageRepair.T CnC Checkin", "ET ADWARE_PUP Potentially Unwanted 
Application AirInstaller CnC Beacon", "ET ADWARE_PUP Zenotecnico Adware 2", "ET 
ADWARE_PUP Observed Win32/Foniad Domain (insupposity .info in TLS SNI)", "ET 
ADWARE_PUP PUP Win32/AdWare.Sendori User-Agent", "ET ADWARE_PUP CoinSurf 
Proxy Client Login", "ET ADWARE_PUP Lavasoft PUA/Adware Client Install", "ET 
ADWARE_PUP LNKR Request for LNKR js file M1", "ET USER_AGENTS Suspicious User-
Agent (My Session)", "ET ADWARE_PUP Gator Agent Traffic", "ET ADWARE_PUP 
Adware.Ezula Checkin", "ET ADWARE_PUP Win32/Adware.VrBrothers.AI Variant CnC 
Activity", "ET ADWARE_PUP Webhancer Data Upload", "ET ADWARE_PUP Observed 
Win32/Foniad Domain (suggedin .info in DNS Lookup)", "ET ADWARE_PUP LNKR 
landing page (possible compromised site) M2", "ET ADWARE_PUP User-Agent (HTTP)", 
"ET ADWARE_PUP Carder Card Checking Tool try2check.me SSL Certificate on Off Port", 
"ET ADWARE_PUP suspicious User-Agent (vb   wininet)", "ET ADWARE_PUP Miva User-
Agent (TPSystem)", "ET ADWARE_PUP Errclean.com Related Spyware User-Agent 
(Locus NetInstaller)", "ET ADWARE_PUP Win32/Speedbit Variant Checkin", "ET 
ADWARE_PUP User-Agent (XieHongWei-HttpDown/2.0)", "ET ADWARE_PUP PUP 
Win32/ELEX Checkin", "ET ADWARE_PUP AntiSpywareMaster.com Fake AV User-Agent 
(AsmUpdater)", "ET MOBILE_MALWARE XX-Net VPN Client CnC Checkin", "ET 
ADWARE_PUP Debelizombi.com Spyware User-Agent (blahrx)", "ET ADWARE_PUP 
DriverPack Domain in DNS Query", "ET ADWARE_PUP Win32/Adware.Winggo.AB 
Checkin", "ET ADWARE_PUP User-Agent (Mozilla) - Possible Spyware Related", "ET 
ADWARE_PUP User-Agent (Microsoft Internet Explorer 6.0) Possible Reverse Web 
Shell", "ET ADWARE_PUP Win32/DealPly Reporting Details to CnC", "ET ADWARE_PUP 
Win32 Handy Cafe Checkin", "ET ADWARE_PUP W32/SmartPops Adware Outbound 
Off-Port MSSQL Communication", "ET ADWARE_PUP Trojan.Win32.InternetAntivirus 
User-Agent (General Antivirus)", "ET ADWARE_PUP ASKTOOLBAR.DLL Reporting", "ET 
ADWARE_PUP W32/PullUpdate.Adware CnC Beacon", "ET ADWARE_PUP Fake Adobe 
Update Download", "ET ADWARE_PUP User-Agent (microsoft) - Possible Trojan 
Downloader", "ET ADWARE_PUP dialno Dialer User-Agent (dialno)", "ET ADWARE_PUP 
Casino on Net Reporting Data", "ET ADWARE_PUP Adware.MultiInstaller", "ET 
ADWARE_PUP SurfSidekick Activity", "ET ADWARE_PUP Bestoffersnetwork.com 
Related Spyware User-Agent (TBONAS)", "ET ADWARE_PUP AskSearch Spyware User-
Agent (AskSearchAssistant)", "ET ADWARE_PUP Spyware User-Agent (XXX)", "ET 
ADWARE_PUP Antispywaremaster.com/Privacyprotector.com Fake AV Checkin", "ET 
ADWARE_PUP Gamehouse.com Related Spyware User-Agent (Sprout Game)", "ET 
ADWARE_PUP Doctorvaccine.co.kr Related Spyware User-Agent (DoctorVaccine)", "ET 
ADWARE_PUP CommonName.com Spyware/Adware User-Agent (CommonName 
Agent)", "ET ADWARE_PUP W32/Linkular.Adware Successful Install Beacon", "ET 
USER_AGENTS Suspicious User-Agent (006)", "ET ADWARE_PUP vaccine-program.co.kr 
Related Spyware User-Agent (vaccine)", "ET ADWARE_PUP iwin.com Games/Spyware 



User-Agent (iWin GameInfo Installer Helper)", "ET ADWARE_PUP Win32/Atshz.A 
Checkin M2", "ET ADWARE_PUP Win32/GameHack.DJC CnC Activity", "ET 
ADWARE_PUP Fun Web Products Spyware User-Agent (MyWay)", "ET ADWARE_PUP 
Win32/Mando Activity (GET)", "ET ADWARE_PUP DownloadAssistant Activity", "ET 
ADWARE_PUP ErrorNuker FakeAV User-Agent (ERRN2004 (Windows XP))", "ET 
ADWARE_PUP OSX/Bundalore Loader Activity", "ET ADWARE_PUP MAC/Conduit 
Component Download", "ET ADWARE_PUP Lookup of Malware Domain 
twothousands.cm Likely Infection", "ET ADWARE_PUP HTTP Connection to go2000.cn - 
Common Malware Checkin Server", "ET ADWARE_PUP Win32/2144FlashPlayer.E 
Checkin", "ET ADWARE_PUP W32/Dialer.Adultchat Checkin", "ET ADWARE_PUP User-
Agent (Win95)", "ET ADWARE_PUP OSX ADWARE/AD Injector", "ET ADWARE_PUP 
searchenginebar.com Spyware User-Agent (RX Bar)", "ET ADWARE_PUP 
OSX/Adware.Pirrit CnC Activity 4", "ET ADWARE_PUP Ask.com Toolbar/Spyware User-
Agent (AskPBar)", "ET ADWARE_PUP Miuref/Boaxxe Checkin", "ET ADWARE_PUP 
Observed Win32/Foniad Domain (acinster .info in TLS SNI)", "ET ADWARE_PUP Sidebar 
Related Spyware User-Agent (Sidebar Client)", "ET ADWARE_PUP MySideSearch 
Browser Optimizer", "ET ADWARE_PUP Vombanetwork Spyware User-Agent 
(VombaProductsInstaller)", "ET ADWARE_PUP klm123.com Spyware User Agent", "ET 
ADWARE_PUP 180solutions Spyware (tracked event 2 reporting)", "ET ADWARE_PUP 
Clickspring.net Spyware Reporting Successful Install", "ET ADWARE_PUP LNKR CnC 
Activity M3", "ET ADWARE_PUP TryMedia Spyware User-Agent (TryMedia_DM_2.0.0)", 
"ET ADWARE_PUP NewWeb/Sudui.com Spyware User-Agent (aaaabbb)", "ET 
ADWARE_PUP User-Agent (Mozilla/4.0 (compatible))", "ET ADWARE_PUP 
PUP.Win32.BoBrowser User-Agent (VersionDwl)", "ET ADWARE_PUP AdVantage 
Malware URL Infection Report", "ET ADWARE_PUP OSX/Fake Flash Player Download 
Oct 20", "ET ADWARE_PUP ProxyGearPro Proxy Tool PUA", "ET ADWARE_PUP 
Win32/Hao123.C Variant CnC Activity", "ET ADWARE_PUP Win32/InstallCore.GF CnC 
Activity", "ET ADWARE_PUP User-Agent (ms)", "ET ADWARE_PUP 
Win32/YTDDownloader.F Activity", "ET ADWARE_PUP Searchmeup Spyware Install 
(mstask)", "ET ADWARE_PUP Win32.Magania", "ET ADWARE_PUP SurfSidekick 
Download", "ET ADWARE_PUP MSIL.Amiricil.gen HTTP Checkin", "ET ADWARE_PUP 
MyGlobalSearch Spyware bar update", "ET ADWARE_PUP Win32/Adware.Kraddare.FJ 
Checkin", "ET ADWARE_PUP MSIL/Adload.AT Beacon", "ET ADWARE_PUP Enhance My 
Search Spyware User-Agent (HelperH)", "ET ADWARE_PUP Win32/CloudScout 
Checkin", "ET ADWARE_PUP Possible FakeAV Binary Download", "ET ADWARE_PUP 
Observed OSX/PremierOpinionD Collection Domain in TLS SNI", "ET ADWARE_PUP 
Clickspring.net Spyware Reporting", "ET ADWARE_PUP DealPly Adware CnC Beacon", 
"ET ADWARE_PUP OptimizerPro Checkin", "ET ADWARE_PUP Ezula Related User-Agent 
(mez)", "ET ADWARE_PUP Win32/DownWare.V Checkin", "ET ADWARE_PUP Easy 
Search Bar Spyware User-Agent (ESB)", "ET ADWARE_PUP Better Internet Spyware 
User-Agent (poller)", "ET ADWARE_PUP PUP Optimizer Pro Adware GET or POST to C2", 
"ET ADWARE_PUP PUP TheSZ AutoUpdate CnC Beacon", "ET ADWARE_PUP User-Agent 
(Internet)", "ET ADWARE_PUP Win32/Adware.Agent.NPP CnC Activity", "ET 
ADWARE_PUP Win32/Zonebac Traffic Redirect", "ET ADWARE_PUP Malicious Chrome 
Ext. DNS Query For Adware CnC (startupfraction)", "ET ADWARE_PUP 
malwarewipeupdate.com Spyware User-Agent (MalwareWipe)", "ET ADWARE_PUP 
User-Agent (Example)", "ET ADWARE_PUP Freeze.com Spyware Download", "ET 
ADWARE_PUP W32/DownloadAdmin.Adware User-Agent", "ET ADWARE_PUP 
Win32/Adware.YoutubeDownloaderGuru.A Variant CnC Activity", "ET USER_AGENTS 
Suspicious User-Agent (FaceCooker)", "ET ADWARE_PUP [PTsecurity] 
Adware/Rukometa(LoadMoney) Fake PNG File", "ET ADWARE_PUP Win32/InstallDisck 
SMTP Checkin", "ET ADWARE_PUP Vaccineprogram.co.kr Related Spyware User Agent 
(pcsafe)", "ET ADWARE_PUP Win32/TrojanClicker Variant Activity (GET)", "ET 
ADWARE_PUP Win32.Bublik.B/Birele/Variant.Kazy.66443 Checkin", "ET USER_AGENTS 
Suspicious User-Agent (update)", "ET ADWARE_PUP Win32/MobiGame Install Stats 
Checkin M2", "ET ADWARE_PUP SoftwareTracking Site - Install Report", "ET 
ADWARE_PUP Visicom Spyware User-Agent (Visicom)", "ET ADWARE_PUP Searchmeup 



Spyware Install (systime)", "ET ADWARE_PUP PUP Win32.SoftPulse Retrieving data", 
"ET ADWARE_PUP Freeze.com Spyware/Adware (Install)", "ET ADWARE_PUP 
FormatFactory Install Checkin", "ET ADWARE_PUP User Agent (TEST) - Likely 
Webhancer Related Spyware", "ET ADWARE_PUP Sidetab or Related Trojan Checkin", 
"ET ADWARE_PUP Hex Encoded IP HTTP Request - Likely Malware", "ET ADWARE_PUP 
Malicious Chrome Ext. DNS Query For Adware CnC (search.feedvertizus)", "ET 
ADWARE_PUP UCMore Spyware User-Agent (EI)", "ET ADWARE_PUP User-Agent 
(Mozilla/4.0 (SP3 WINLD))", "ET ADWARE_PUP User-Agent (CustomSpy)", "ET 
ADWARE_PUP Win32/Adware.WDJiange.A CnC Checkin M1", "ET ADWARE_PUP User-
Agent (TALWinInetHTTPClient)", "ET ADWARE_PUP Loadmoney.A Checkin 6", "ET 
ADWARE_PUP Freeze.com Spyware User-Agent (YourScreen123)", "ET ADWARE_PUP IE 
Toolbar User-Agent (IEToolbar)", "ET ADWARE_PUP Media Pass ActiveX Install", "ET 
ADWARE_PUP yupsearch.com Spyware Install - sideb.exe", "ET ADWARE_PUP 
Win32.Perinet CnC Checkin", "ET ADWARE_PUP Suspicious User-Agent 
(MediaLabsSiteInstaller)", "ET ADWARE_PUP PUP Win32.SoftPulse Checkin", "ET 
ADWARE_PUP MALWARE W32/WinWrapper.Adware POST CnC Beacon", "ET 
ADWARE_PUP Zenotecnico Spyware Install Report", "ET ADWARE_PUP Adrevmedia 
Related Media Manager Spyware Checkin", "ET ADWARE_PUP System-defender.com 
Fake AV Install Checkin", "ET ADWARE_PUP Potentially Unwanted Application 
AirInstaller", "ET ADWARE_PUP W32/OnlineGames Checkin", "ET USER_AGENTS 
Suspicious User Agent (Autoupdate)", "ET ADWARE_PUP Loadmoney Checkin 3", "ET 
ADWARE_PUP Adload.Generic Spyware User-Agent (ProxyDown)", "ET ADWARE_PUP 
WinSoftware.com Spyware User-Agent (NetInstaller)", "ET ADWARE_PUP Searchmeup 
Spyware Install (prog)", "ET ADWARE_PUP Bluebox Data Exfiltration", "ET 
ADWARE_PUP MyGlobalSearch Spyware bar update 2", "ET ADWARE_PUP [PTsecurity] 
WebToolbar.Win32.Searchbar.k HTTP JSON Artifact", "ET ADWARE_PUP 
Surfaccuracy.com Spyware Install User-Agent (SF Installer)", "ET ADWARE_PUP 
Winxpperformance.com Related Spyware User-Agent (Microsoft Internet Browser)", 
"ET ADWARE_PUP Zredirector.com Related Spyware User-Agent (BndDriveLoader)", 
"ET ADWARE_PUP W32/Linkular.Adware Successful Install Beacon (2)", "ET 
ADWARE_PUP Win32/DealPly Configuration File Inbound", "ET ADWARE_PUP 
Websearch.com Spyware", "ET ADWARE_PUP Optimum Installer User-Agent IE6 on 
Windows XP", "ET ADWARE_PUP LNKR Possible Response for LNKR js file", "ET 
ADWARE_PUP Win32/Adware.Vonteera.M Variant CnC Activity", "ET ADWARE_PUP 
W32/GameVance Adware User Agent", "ET ADWARE_PUP Win-touch.com Spyware 
User-Agent (WTRecover)", "ET ADWARE_PUP Adload.Generic Spyware User-Agent 
(91castInstallKernel)", "ET ADWARE_PUP Win32/TrojanDownloader.Agent.BXA CnC 
Activity", "ET ADWARE_PUP OSX/Adware.Pirrit CnC Checkin", "ET ADWARE_PUP User-
Agent (HTTP_Query)", "ET ADWARE_PUP Downloader Checkin - Downloads Rogue 
Adware", "ET ADWARE_PUP Gator/Claria Data Submission", "ET ADWARE_PUP 
Mirage.ru Related Spyware User-Agent (szNotifyIdent)", "ET ADWARE_PUP 
Win32/Agent.NDV Receiving Task Config File", "ET ADWARE_PUP 
AdWare.Win32.Sushi.au Checkin", "ET ADWARE_PUP UBar Trojan/Adware Checkin 1", 
"ET ADWARE_PUP Observed Win32/Foniad Domain (efishedo .info in TLS SNI)", "ET 
ADWARE_PUP Win32/Sogou.H Variant Request", "ET ADWARE_PUP 
Win32/GameHack.ADW CnC Activity", "ET ADWARE_PUP User-Agent 
(browserbob.com)", "ET ADWARE_PUP SearchProtect PUA User-Agent Observed", "ET 
ADWARE_PUP InstallCore PUA/Adware Activity M4", "ET ADWARE_PUP 
PUP.Win32.BoBrowser User-Agent (LogEvents)", "ET ADWARE_PUP Suspicious User-
Agent (GeneralDownloadApplication)", "ET ADWARE_PUP W3i Related 
Adware/Spyware", "ET ADWARE_PUP W32/SoftonicDownloader.Adware User Agent", 
"ET ADWARE_PUP Context Plus Spyware User-Agent (Apropos)", "ET ADWARE_PUP 
Searchmiracle.com Spyware Install (silent_install)", "ET ADWARE_PUP Zango Cash 
Spyware User-Agent (ZC XML-RPC C++ Client)", "ET ADWARE_PUP 
Win32/Adware.Neoreklami.MI Activity M1", "ET ADWARE_PUP InstallCore 
PUA/Adware Activity M3", "ET ADWARE_PUP W32/PlaySushi User-Agent", "ET 
ADWARE_PUP Win32/SmartTab PUP Install Activity 2", "ET ADWARE_PUP OSX 



ADWARE/Mackeeper Checkin", "ET ADWARE_PUP Toolbar User-Agent 
(BrandThunderHelper)", "ET ADWARE_PUP MediaTickets Download", "ET 
ADWARE_PUP ABX Toolbar ActiveX Install", "ET ADWARE_PUP Qcbar/Adultlinks 
Spyware User-Agent (IBSBand)", "ET ADWARE_PUP [eSentire] 
Win32/Adware.Adposhel.lgvk CnC Checkin", "ET ADWARE_PUP User-Agent (Live 
Enterprise Suite)", "ET ADWARE_PUP Observed Malicious SSL Cert (showmypc.com)", 
"ET ADWARE_PUP W32/GameVance Adware Checkin", "ET ADWARE_PUP LNKR CnC 
Activity M1", "ET ADWARE_PUP ZeroTier P2P VPN Activity M1", "ET ADWARE_PUP 
Loadmoney.A Checkin 2", "ET ADWARE_PUP Win32/Adware.Qjwmonkey.H Variant CnC 
Activity M2", "ET ADWARE_PUP Win32/Swjoy.A Telemetry Checkin", "ET ADWARE_PUP 
W32/InstallRex.Adware Initial CnC Beacon", "ET ADWARE_PUP User-Agent 
Mozilla/3.0", "ET ADWARE_PUP Dollarrevenue.com Spyware Code Download", "ET 
ADWARE_PUP Observed Win32/Foniad Domain (maraukog .info in TLS SNI)", "ET 
ADWARE_PUP Adware.Kraddare Checkin", "ET ADWARE_PUP W32/SpeedRunner User-
Agent SRRemove", "ET ADWARE_PUP Searchspy.co.kr Spyware User-Agent 
(HTTPGETDATA)", "ET ADWARE_PUP Matcash Trojan Related Spyware Code 
Download", "ET ADWARE_PUP User-Agent (Download Agent) Possibly Related to 
TrinityAcquisitions.com", "ET ADWARE_PUP Win32/Eyoorun.D Variant Checkin", "ET 
ADWARE_PUP W32/PicColor Adware CnC Beacon", "ET ADWARE_PUP Topgame-
online.com Ruch Casino Install User-Agent (RichCasino)", "ET ADWARE_PUP PrivaZer 
Checkin", "ET ADWARE_PUP Context Plus Spyware Install", "ET ADWARE_PUP Spyware 
User-Agent (install_s)", "ET USER_AGENTS Suspicious User-Agent (NSIS_DOWNLOAD)", 
"ET ADWARE_PUP RogueAntiSpyware.AntiVirusPro Checkin", "ET ADWARE_PUP 
Snoopstick.net Related Spyware User-Agent (SnoopStick Updater)", "ET ADWARE_PUP 
Suspicious User-Agent (go-diva)", "ET ADWARE_PUP User-Agent (Explorer)", "ET 
ADWARE_PUP Drivecleaner.com Spyware User-Agent (DriveCleaner Updater)", "ET 
ADWARE_PUP DriverTurbo Domain (driverfinderpro .com) in DNS Lookup", "ET 
ADWARE_PUP PUP.GigaClicks Checkin", "ET ADWARE_PUP pdfspeedup Initial CnC 
Checkin", "ET ADWARE_PUP RubyFortune Spyware Capabilities User-Agent 
(Microgaming Install Program) - GET", "ET ADWARE_PUP Freeze.com Spyware/Adware 
(Install Registration)", "ET ADWARE_PUP UBar Trojan/Adware Checkin 2", "ET 
ADWARE_PUP User-Agent (MSIE7 na)", "ET ADWARE_PUP ThunderUnion Install 
Checkin", "ET ADWARE_PUP Suspicious User Agent Smart-RTP", "ET ADWARE_PUP 
Win32.AdWare.iBryte.C Install", "ET ADWARE_PUP Malicious Chrome Ext. DNS Query 
For Adware CnC (opurie)", "ET ADWARE_PUP Mycomclean.com Spyware User-Agent 
(HTTP_GET_COMM)", "ET ADWARE_PUP User-Agent (Fast Browser Search)", "ET 
ADWARE_PUP User-Agent (???)", "ET ADWARE_PUP SecureDriverUpdater Checkin", 
"ET ADWARE_PUP Outerinfo.com Spyware Activity", "ET ADWARE_PUP Hotbar 
Spyware User-Agent (Hotbar)", "ET ADWARE_PUP Carder Card Checking Tool 
try2check.me SSL Certificate", "ET ADWARE_PUP E2give Related Downloading Code", 
"ET ADWARE_PUP ISearchTech.com XXXPornToolbar Activity (2)", "ET ADWARE_PUP 
overtls.com adware request", "ET ADWARE_PUP Spyware Related User-Agent (UtilMind 
HTTPGet)", "ET ADWARE_PUP User-Agent (User-Agent Mozilla/4.0 (compatible ))", "ET 
ADWARE_PUP Yourscreen.com Spyware User-Agent (FreezeInet)", "ET ADWARE_PUP 
Observed DNS Query to PUP Domain (omnatuor .com)", "ET ADWARE_PUP Shop at 
Home Select Spyware User-Agent (SAH)", "ET ADWARE_PUP Win32/RemoteUtilities 
Checkin via SMTP M2", "ET ADWARE_PUP SurfAccuracy.com Spyware Updating", "ET 
ADWARE_PUP Win32/Toolbar.Conduit.AG Checkin", "ET ADWARE_PUP LNKR CnC 
Activity M2", "ET ADWARE_PUP EELoader Malware Packages User-Agent (EELoader)", 
"ET ADWARE_PUP PUP W32/DownloadGuide.D", "ET ADWARE_PUP 
Win32/Adware.Adposhel.A Checkin 5", "ET ADWARE_PUP Win32/GameHack.COG 
Variant CnC Activity", "ET ADWARE_PUP Win32/TrojanDownloader.Adload.NSD Variant 
Checkin", "ET ADWARE_PUP Target Saver Spyware User-Agent (TSA)", "ET 
ADWARE_PUP User-Agent (Save)", "ET ADWARE_PUP Win32/OutBrowse.G Variant 
Checkin", "ET ADWARE_PUP UCMore Spyware User-Agent (UCmore)", "ET 
ADWARE_PUP OSX/Adware.Pirrit CnC Activity 3", "ET ADWARE_PUP 
Win32/Toolbar.CrossRider.A Checkin", "ET ADWARE_PUP Adware pricepeep 



Adware.Shopper.297", "ET ADWARE_PUP Trinityacquisitions.com and 
Maximumexperience.com Spyware Activity", "ET USER_AGENTS Suspicious User Agent 
(FTP)", "ET ADWARE_PUP Sality Virus User Agent Detected (KUKU)", "ET ADWARE_PUP 
W32/MediaGet.Adware Installer Download", "ET ADWARE_PUP Dropspam.com 
Spyware Install User-Agent (DSInstall)", "ET ADWARE_PUP User-Agent (AdVantage)", 
"ET ADWARE_PUP Suspicious User-Agent (gettingAnswer)", "ET ADWARE_PUP 
Win32/Adware.Bang5mai.BB CnC Activity M3", "ET ADWARE_PUP Internet Optimizer 
User-Agent (ROGUE)", "ET ADWARE_PUP my247eshop .com User-Agent", "ET 
ADWARE_PUP User-Agent (Download Master) - Possible Malware Downloader", "ET 
ADWARE_PUP User-Agent (double dashes)", "ET ADWARE_PUP Adware.PUQD 
Checkin", "ET ADWARE_PUP Xpire.info Spyware Install Reporting", "ET ADWARE_PUP 
Adware.Gen5 Reporting", "ET ADWARE_PUP Downloader.NSIS.OutBrowse.b Checkin", 
"ET ADWARE_PUP chnsystem.com Spyware User-Agent (Update1.0)", "ET 
ADWARE_PUP Win32/MobiGame Install Stats Checkin M3", "ET ADWARE_PUP LNKR 
Request for LNKR js file M2", "ET ADWARE_PUP W32/AdLoad.Downloader Download", 
"ET ADWARE_PUP W32/OpenCandy Adware Checkin", "ET ADWARE_PUP Toplist.cz 
Related Spyware Checkin", "ET ADWARE_PUP Likely Hostile User-Agent (Forthgoer)", 
"ET ADWARE_PUP SoundCloud Downloader Install Beacon", "ET ADWARE_PUP 
Observed DNS Query to DriverPack Domain ( .drp .su)", "ET ADWARE_PUP MALWARE 
W32/WinWrapper.Adware User-Agent", "ET ADWARE_PUP Win32/SoftPulse.H 
Checkin", "ET ADWARE_PUP PUP Win32/DownloadAssistant.A Checkin", "ET 
ADWARE_PUP User-Agent (DIALER)", "ET ADWARE_PUP Win32/Qihoo360.J Variant 
Install Report", "ET ADWARE_PUP 2020search/PowerSearch Toolbar Adware/Spyware - 
GET", "ET ADWARE_PUP Security-updater.com Spyware Posting Data", "ET 
ADWARE_PUP CoinSurf Proxy CnC Response (Refesh Token)", "ET ADWARE_PUP 
Webhancer Data Post", "ET ADWARE_PUP Searchmiracle.com Spyware Installer 
silent.exe Download", "ET ADWARE_PUP GreatArcadeHits CnC Activity", "ET 
ADWARE_PUP CoolWebSearch Spyware User-Agent (iefeatsl)", "ET ADWARE_PUP User-
Agent (Gbot)", "ET ADWARE_PUP WiseCleaner Installed (PUA)", "ET ADWARE_PUP 
Win32/Adware.Qjwmonkey.H Variant CnC Activity", "ET ADWARE_PUP Observed DNS 
Query to Malvertising Related Domain", "ET ADWARE_PUP CoinSurf Proxy Client 
Registration", "ET ADWARE_PUP Mirar Bar Spyware User-Agent (Mbar)", "ET 
ADWARE_PUP NewWeb User-Agent (Lobo Lunar)", "ET ADWARE_PUP 
Elitemediagroup.net Spyware Config Download", "ET ADWARE_PUP 
Adware.Gamevance.AV Checkin", "ET ADWARE_PUP Win32/Adware.Neoreklami.MI 
Activity M2", "ET ADWARE_PUP BInet Information Upload", "ET ADWARE_PUP Context 
Plus Spyware User-Agent (Envolo)", "ET ADWARE_PUP Win32/DownWare.G Installer 
Request", "ET ADWARE_PUP Win32.LoadMoney User Agent 2", "ET ADWARE_PUP 
Simbar Spyware User-Agent Detected", "ET ADWARE_PUP Win32/MobiGame Install 
Stats Checkin M1", "ET ADWARE_PUP Win32/Adware.iBryte.BO CnC Activity", "ET 
ADWARE_PUP EZULA Spyware User Agent", "ET ADWARE_PUP InstallCore PUA/Adware 
Activity M1", "ET ADWARE_PUP User-Agent (ie) - Possible Trojan Downloader", "ET 
ADWARE_PUP Searchmeup Spyware Receiving Commands", "ET ADWARE_PUP PUA 
Boxore User-Agent", "ET ADWARE_PUP Suspicious User Agent Mozi11a", "ET 
ADWARE_PUP Win32/SWInformer.B Checkin", "ET ADWARE_PUP User-Agent (User 
Agent) - Likely Hostile", "ET ADWARE_PUP Lowercase mozilla/2.0 User-Agent Likely 
Malware", "ET ADWARE_PUP Loadmoney.A Checkin 5", "ET ADWARE_PUP 
W32/MultiPlug.Adware Adfraud Traffic", "ET ADWARE_PUP User-Agent 
(SogouExplorerMiniSetup)", "ET ADWARE_PUP Win32/Adware.Adposhel.A Checkin 4", 
"ET ADWARE_PUP DriverFinder User-Agent Observed in HTTP Traffic", "ET 
ADWARE_PUP MultiPlug.J Checkin", "ET ADWARE_PUP W32/Softpulse PUP Install 
Failed Beacon", "ET ADWARE_PUP NavExcel Spyware User-Agent (NavHelper)", "ET 
ADWARE_PUP DriverTurbo Domain (driverturbo .com) in DNS Lookup", "ET 
ADWARE_PUP Java.Deathbot Requesting Proxies", "ET ADWARE_PUP 
Pigeon.AYX/AVKill Related User-Agent (CTTBasic)", "ET ADWARE_PUP 180 Solutions 
(Zango Installer) User Agent", "ET ADWARE_PUP DownLoadAdmin Activity", "ET 
ADWARE_PUP Casino Related Spyware User-Agent Detected (Viper 4.0)", "ET 



ADWARE_PUP Rogue.WinPCDefender Checkin", "ET ADWARE_PUP BetterInstaller", "ET 
ADWARE_PUP MyWebSearch Spyware User-Agent (MyWebSearch)", "ET ADWARE_PUP 
Lantern Checkin", "ET ADWARE_PUP W32/Eorezo.Adware CnC Beacon", "ET 
ADWARE_PUP PUP Optimizer Pro Adware Download", "ET ADWARE_PUP Kuwo Music 
Installer Log", "ET ADWARE_PUP W32/GameplayLabs.Adware Installer Checkin", "ET 
ADWARE_PUP Win32/ReImageRepair.T CnC Activity", "ET ADWARE_PUP User-Agent 
(M0zilla)", "ET ADWARE_PUP Outerinfo.com Spyware Checkin", "ET ADWARE_PUP 
Tibsystems Spyware Download", "ET ADWARE_PUP APN/Ask Toolbar PUA/PUP User-
Agent", "ET ADWARE_PUP LNKR Request for validate-site.js", "ET ADWARE_PUP 
pdfspeedup Keep-Alive", "ET ADWARE_PUP TopTools PUP Install Activity", "ET 
ADWARE_PUP MultiPlug.A checkin", "ET ADWARE_PUP dns-look-up.com Spyware User-
Agent (KRSystem)", "ET ADWARE_PUP Win32/Adware.Bang5mai.BB CnC Activity M1", 
"ET ADWARE_PUP Win32/Adware.Bang5mai.BB CnC Activity M2", "ET ADWARE_PUP 
MediaDrug CnC Activity", "ET ADWARE_PUP Spyware User-Agent (Sidesearch)", "ET 
ADWARE_PUP CWS Trafcool.biz Related Installer", "ET ADWARE_PUP UCMore Spyware 
Reporting", "ET ADWARE_PUP CoolWebSearch Spyware (Feat)", "ET ADWARE_PUP 
Suspicious User-Agent (Nimo Software HTTP Retriever 1.0)", "ET ADWARE_PUP 
Trafficadvance.net Spyware User-Agent (Internet 1.0)", "ET ADWARE_PUP Known 
Malicious User-Agent (x) Win32/Tracur.A or OneStep Adware Related", "ET 
ADWARE_PUP Win32.EZula Adware Reporting Successful Install", "ET ADWARE_PUP 
Win32/DownloadAssistant.G Variant Error Report", "ET ADWARE_PUP Loadmoney.A 
Checkin 3", "ET ADWARE_PUP PUP Win32/DownloadGuide.A" | 

Подключения к 
потенциально 
уязвимым web-
приложениям 

"ET WEB_SERVER MSSQL Server OLEDB asp error", "ET MALWARE Jembot PHP 
Webshell (system command)", "ET WEB_SERVER Weevely PHP backdoor detected 
(exec() function used)", "ET WEB_SERVER Weevely PHP backdoor detected (system() 
function used)", "ET WEB_SERVER log4jAdmin access from non-local network (can 
modify logging levels)", "ET ATTACK_RESPONSE r57 phpshell footer detected", "ET 
WEB_SERVER Weevely PHP backdoor detected (python_eval() function used)", "ET 
WEB_SERVER JBoss jmx-console Probe", "ET INFO PHP Xdebug Extension Query 
Parameter (XDEBUG_SESSION_START)", "GPL WEB_SERVER globals.pl access", "GPL 
WEB_SERVER printenv access", "ET WEB_SERVER WebShell - Unknown - 
.php?x=img&img=", "ET SCAN Nikto Scan Remote File Include Retrieval", "ET 
WEB_SERVER WebShell - Unknown - self-kill", "ET SCAN Core-Project Scanning Bot UA 
Detected", "ET WEB_SERVER Unusually Fast HTTP Requests With Referer Url Matching 
DoS Tool", "ET WEB_CLIENT Samsung Galaxy Knox Android Browser RCE smdm 
attempt", "GPL WEB_SERVER authors.pwd access", "ET MALWARE Jembot PHP 
Webshell (file upload)", "ET WEB_SERVER Weevely PHP backdoor detected (popen() 
function used)", "ET WEB_SERVER Weevely PHP backdoor detected (shell_exec() 
function used)", "ET WEB_SERVER Weevely PHP backdoor detected (passthru() function 
used) M3", "ET PHISHING Generic Phishing Panel Accessed on External Server", "ET 
SCAN w3af Scan Remote File Include Retrieval", "ET SCAN Web Scanner - Fuzz Faster U 
Fool (Inbound)", "ET INFO Spring Boot Actuator Health Check Request", "GPL 
WEB_SERVER service.cnf access", "GPL MISC HP Web JetAdmin setinfo access", "ET 
WEB_SERVER WeBaCoo Web Backdoor Detected", "ET SCAN bsqlbf Brute Force SQL 
Injection", "GPL WEB_SERVER author.exe access", "ET WEB_SERVER FaTaLisTiCz_Fx 
Webshell Detected", "ET SCAN COMMIX Command injection scan attempt", "ET 
ATTACK_RESPONSE x2300 phpshell detected", "GPL EXPLOIT site/iisamples access", "ET 
WEB_SERVER Weevely PHP backdoor detected (passthru() function used) M1", "GPL 
WEB_SERVER Oracle Java Process Manager access", "GPL MISC HP Web JetAdmin file 
write attempt", "ET INFO Liferay JSON Web Services Invoker", "ET WEB_SERVER 
DataCha0s Web Scanner/Robot", "GPL EXPLOIT /iisadmpwd/aexp2.htr access", "ET 
INFO Apache Solr System Information Request", "GPL WEB_SERVER mod_gzip_status 
access", "GPL WEB_SERVER services.cnf access", "ET WEB_SERVER Weevely PHP 
backdoor detected (perl->system() function used)", "ET WEB_SPECIFIC_APPS Miva 
Merchant Cross Site Scripting Attack", "ET EXPLOIT [ConnectWise CRU] Java ECDSA 
(Psychic) Signed JWT Bypass (CVE-2022-21449)", "GPL EXPLOIT administrators.pwd 
access", "ET HUNTING Suspicious HTML Script Tag in 401 Unauthorized Response 



(External Source)", "ET WEB_SERVER log4jAdmin access from non-local network Page 
Body (can modify logging levels)", "ET WEB_SERVER Weevely PHP backdoor detected 
(passthru() function used) M2", "ET WEB_SERVER Weevely PHP backdoor detected 
(pcntl_exec() function used)", "GPL EXPLOIT fpcount access", "GPL WEB_SERVER 
service.pwd", "ET PHISHING Generic Phishing Panel Accessed on Internal Server", "ET 
WEB_CLIENT Observed JavaScript Event Listener with Clipboard Data", "GPL 
WEB_SERVER global.asa access", "ET WEB_SERVER JBoss jmx-console Access Control 
Bypass Attempt", "GPL WEB_SERVER DELETE attempt", "GPL WEB_SERVER writeto.cnf 
access", "ET WEB_SERVER Weevely PHP backdoor detected (proc_open() function 
used)", "GPL WEB_SERVER apache ?M=D directory list attempt", "GPL MISC HP Web 
JetAdmin remote file upload attempt", "ET WEB_SERVER WebShell - PHP eMailer"  

Обнаружение 
подозрительной 
сетевой активности 

"ET INFO Commonly Abused File Sharing Site Domain Observed (anonfiles .com in DNS 
Lookup)", "ET HUNTING HTTP POST Request XOR Key f6", "ET INFO JAVA - ClassID", "ET 
HUNTING HTTP POST Request XOR Key 3d", "ET HUNTING HTTP POST Request XOR Key 
a3", "ET INFO Applied Privacy DNS over HTTPS Certificate Inbound", "ET HUNTING HTTP 
POST Request XOR Key ca", "ET HUNTING HTTP GET Request XOR Key 69", "ET 
HUNTING HTTP POST Request XOR Key e5", "ET MALWARE DNS Query for Suspicious 
cvredirect.no-ip.net Domain - CoinLocker Domain", "ET WEB_CLIENT Proxy - OWASP 
Zed Attack Proxy Certificate Seen", "ET HUNTING HTTP POST Request XOR Key f0", "ET 
INFO Observed Image Hosting Domain (imgyukle .com in TLS SNI)", "ET INFO 
SyncroMSP Remote Remote Management Software Install Registration", "ET INFO 
Delivr .to Phishing/Security Simulation Service Domain in DNS Lookup (delivrto .me)", 
"ET HUNTING HTTP GET Request XOR Key c8", "ET HUNTING HTTP POST Request XOR 
Key 2f", "ET HUNTING HTTP POST Request XOR Key 1c", "ET HUNTING HTTP GET 
Request XOR Key 95", "ET HUNTING Possible EXE Download From Suspicious TLD 
(.science) - set", "ET INFO URL Shortener Service Domain in DNS Lookup (cutt .ly)", "ET 
POLICY Pastebin-style service (note .youdao .com) in TLS SNI", "ET HUNTING HTTP GET 
Request XOR Key f5", "ET INFO Python SimpleHTTP ServerBanner", "ET HUNTING [TW] 
Likely Javascript-Obfuscator Usage Observed M3", "ET INFO Blokada DNS Over HTTPS 
Certificate Inbound", "ET HUNTING HTTP GET Request XOR Key 5d", "ET INFO Observed 
ZeroSSL Certificate for Suspicious TLD (.xyz)", "ET INFO URL Shortener Service Domain 
in DNS Lookup (2 .ua)", "ET INFO Baidu MiniDownloader System Fingerprint 
Exfiltration", "ET HUNTING SUSPICIOUS SMTP Attachment Inbound PPT attachment 
with Embedded OLE Object M2", "ET HUNTING HTTP GET Request XOR Key 76", "ET 
INFO Image Hosting Domain in DNS Lookup (imgyukle .com)", "ET GAMES 
UnknownApps Game Cheat Service Checkin (auth .unknownp .one)", "ET HUNTING 
HTTP POST to .php on Appspot Hosting - Possible Phishing", "ET HUNTING HTTP GET 
Request XOR Key 0f", "ET HUNTING Terse Request to note .youdao .com - Possible 
Download", "ET HUNTING HTTP GET Request XOR Key e3", "ET INFO Minimal HTTP GET 
Request to rebrand .ly", "ET INFO Observed URL Shortening Service Domain (e .vg in TLS 
SNI)", "ET HUNTING Possible EXE Download From Suspicious TLD (.gdn) - set", "ET INFO 
Possible JARM Fingerprinting Client Hello via tls1_3_middle_out", "ET INFO DNS Query 
for Suspicious .cf Domain", "ET INFO Flowbit set for POST to Quicken Updater", "ET 
HUNTING HTTP GET Request XOR Key 88", "ET HUNTING HTTP POST Request XOR Key 
b7", "ET USER_AGENTS Shadowcoin Cryptocurrency UA Observed", "ET HUNTING 
Possible Fake Edu Host with __test Cookie", "ET HUNTING HTTP POST Request XOR Key 
e2", "ET HUNTING ZIP file exfiltration over raw TCP", "ET FTP Outbound Java 
Anonymous FTP Login", "ET HUNTING HTTP POST Request XOR Key 93", "ET HUNTING 
HTTP GET Request XOR Key 56", "ET HUNTING HTTP GET Request XOR Key d0", "ET 
HUNTING HTTP GET Request XOR Key e2", "ET INFO Switch DNS Over HTTPS Certificate 
Inbound", "ET HUNTING PE EXE Download over raw TCP", "ET HUNTING HTTP GET 
Request XOR Key 03", "ET HUNTING HTTP GET Request XOR Key 63", "ET HUNTING 
HTTP POST Request XOR Key 19", "ET HUNTING HTTP GET Request XOR Key 1d", "ET 
POLICY File Being Uploaded to SendSpace File Hosting Site", "ET HUNTING HTTP GET 
Request XOR Key 2b", "ET CHAT IRC USER Likely bot with 0 0 colon checkin", "ET 
HUNTING HTTP POST Request XOR Key f2", "ET HUNTING HTTP POST Request XOR Key 
53", "ET HUNTING HTTP GET Request XOR Key dd", "ET HUNTING HTTP POST Request 



XOR Key 7b", "ET SCAN Rapid IMAPS Connections - Possible Brute Force Attack", "ET 
INFO Ordns DNS Over HTTPS Certificate Inbound", "ET HUNTING HTTP GET Request 
XOR Key 4c", "ET INFO DYNAMIC_DNS HTTP Request to a 3322.net Domain *.3322.net", 
"ET HUNTING HTTP POST Request XOR Key 94", "ET INFO Possible JARM Fingerprinting 
Client Hello via tls1_3_reverse", "ET INFO AhaDNS DNS Over HTTPS Certificate 
Inbound", "ET INFO Null31 DNS Over HTTPS Certificate Inbound", "ET POLICY Outbound 
Multiple Non-SMTP Server Emails", "ET INFO Ryan Palmer DNS Over HTTPS Certificate 
Inbound", "ET POLICY PCHunter CnC activity", "ET HUNTING HTTP POST Request XOR 
Key d8", "ET HUNTING HTTP GET Request XOR Key eb", "ET HUNTING HTTP POST 
Request XOR Key 3b", "ET INFO dnsHome DNS Over HTTPS Certificate Inbound", "ET 
CHAT IRC USER command", "ET EXPLOIT NTDump Session Established Reg-Entry port 
139", "ET HUNTING HTTP POST Request XOR Key f4", "ET HUNTING HTTP POST Request 
XOR Key ce", "ET HUNTING HTTP GET Request XOR Key 26", "ET INFO DYNAMIC_DNS 
Query to didns .ru Domain", "ET HUNTING HTTP POST Request XOR Key 9d", "ET 
HUNTING HTTP POST Request XOR Key 6a", "ET HUNTING HTTP GET Request XOR Key 
ee", "ET HUNTING HTTP GET Request XOR Key 1f", "ET HUNTING HTTP GET Request 
XOR Key 51", "ET HUNTING HTTP POST Request XOR Key ba", "ET HUNTING HTTP GET 
Request XOR Key af", "ET HUNTING HTTP GET Request XOR Key 45", "ET HUNTING 
HTTP GET Request XOR Key 55", "ET HUNTING HTTP GET Request XOR Key 10", "ET 
HUNTING HTTP GET Request XOR Key 0c", "ET INFO Possible MSXMLHTTP Request 
(msi) unset (no exe)", "ET INFO Observed Proxy Domain (proxynet .io in TLS SNI)", "ET 
INFO Observed Microsoft Attack Simulation Training SSL Cert (officences .com)", "ET 
INFO Observed DNS Query to Pastebin-style Service (pasteio .com)", "ET HUNTING 
HTTP POST Request XOR Key 01", "ET INFO Suspicious Domain (*.cf) in TLS SNI", "ET 
HUNTING HTTP POST Request XOR Key 45", "ET INFO Observed DNS Query to Remote 
Utilities Domain", "ET HUNTING HTTP POST Request XOR Key 10", "ET INFO Observed 
DNS Query to Pastebin-style Service (justpaste .it)", "ET INFO Observed ZeroSSL SSL/TLS 
Certificate", "ET POLICY Outbound HTTP Connection From Cisco IOS Device", "ET 
EXPLOIT Serialized Java Object Calling Common Collection Function", "ET HUNTING 
HTTP POST Request XOR Key db", "ET HUNTING HTTP POST Request XOR Key 31", "ET 
HUNTING HTTP POST Request XOR Key c8", "ET HUNTING HTTP GET Request XOR Key 
ff", "ET HUNTING HTTP POST Request XOR Key 34", "ET INFO Observed Microsoft 
Attack Simulation Training SSL Cert (officenced .com)", "ET INFO URL Shortener Service 
Domain in DNS Lookup (wa .sv)", "ET HUNTING HTTP POST Request XOR Key 3f", "ET 
USER_AGENTS BLEXBot User-Agent", "ET INFO Observed Microsoft Attack Simulation 
Training SSL Cert (sharepointin .com)", "ET INFO TRR DNS over HTTPS detected", "ET 
HUNTING HTTP GET Request XOR Key bc", "ET HUNTING HTTP GET Request XOR Key 
01", "ET INFO Microsoft Attack Simulation Training Domain in DNS Lookup (officence 
.com)", "ET HUNTING HTTP GET Request XOR Key 9a", "ET POLICY Signed TLS Certificate 
with md5WithRSAEncryption", "ET INFO Namecheap URL Forward", "ET HUNTING HTTP 
POST Request XOR Key aa", "ET HUNTING HTTP POST Request XOR Key 4c", "ET 
HUNTING HTTP GET Request XOR Key 14", "ET INFO Request for EXE via GO HTTP 
Client", "ET INFO Suspicious Domain (*.ga) in TLS SNI", "ET INFO DYNAMIC_DNS Query 
to 3322.net Domain *.8866.org", "ET HUNTING HTTP POST Request XOR Key 5d", "ET 
HUNTING Suspicious BITS EXE DL From Dotted Quad", "ET INFO DNSlow DNS Over 
HTTPS Certificate Inbound", "ET HUNTING HTTP GET Request XOR Key f4", "ET INFO 
Observed Instagram Story Viewer Domain (dumpor .com in TLS SNI)", "ET INFO 
NextDNS DNS Over HTTPS Certificate Inbound", "ET INFO Download of Embedded 
OpenType (EOT) File flowbit set", "ET INFO Commonly Abused File Sharing Site Domain 
Observed (sendspace .com in DNS Lookup)", "GPL ICMP_INFO PING Pinger Windows", 
"ET HUNTING HTTP GET Request XOR Key 1c", "ET INFO Observed DNS Query to 
Filesharing Service (mega .co .nz)", "ET HUNTING HTTP POST Request XOR Key 05", "ET 
HUNTING HTTP GET Request XOR Key a6", "ET USER_AGENTS Suspicious HttpSocket 
User-Agent Observed", "ET INFO Observed Microsoft Attack Simulation Training SSL 
Cert (officentry .com)", "ET HUNTING HTTP POST Request XOR Key c4", "ET HUNTING 
HTTP POST Request XOR Key 42", "ET HUNTING Bit.do Shortened Link Request to EXE", 
"ET INFO Possible MSXMLHTTP Request (exe) unset (no exe)", "ET POLICY External 



Unencrypted Connection To Aanval Console", "ET INFO DYNAMIC_DNS Query to 
3322.net Domain *.2288.org", "ET INFO URL Shortener Service Domain in DNS Lookup 
(snip .ly)", "ET HUNTING HTTP POST Form Submitted to Weebly Free Hosting", "ET 
HUNTING HTTP POST Request XOR Key fd", "ET INFO DYNAMIC_DNS HTTP Request to a 
3322.net Domain *.3322.org", "ET INFO Abused File Sharing Site Domain Observed (qaz 
.su) in TLS SNI", "ET EXPLOIT libPNG - Possible integer overflow in allocation in 
png_handle_sPLT", "ET INFO Microsoft Attack Simulation Training Domain in DNS 
Lookup (officentry .com)", "ET HUNTING HTTP POST Request XOR Key af", "ET HUNTING 
HTTP GET Request XOR Key d5", "ET HUNTING HTTP POST Request XOR Key 47", "ET 
INFO Suspicious File Extension Inbound (.phonk)", "ET HUNTING HTTP GET Request XOR 
Key 85", "ET HUNTING HTTP POST Request XOR Key 08", "ET HUNTING Possible EXE 
Download From Suspicious TLD (.biz) - set", "ET INFO ET INFO Observed URL Shortening 
Service Domain (s59 .site) in TLS SNI", "ET INFO URL Shortener Service Domain in DNS 
Lookup (id .sv)", "ET INFO Observed Microsoft Attack Simulation Training SSL Cert 
(prizewings .com)", "ET INFO Plan9-dns DNS Over HTTPS Certificate Inbound", "ET INFO 
Outdated Browser Landing Page M2", "ET HUNTING HTTP POST Request XOR Key f1", 
"ET HUNTING Suspicious HTTP POST to Free Web Host Atwebpages", "ET HUNTING 
HTTP POST Request XOR Key f9", "ET HUNTING Suspicious Possible CollectGarbage in 
base64 1", "ET HUNTING HTTP GET Request XOR Key 36", "ET HUNTING HTTP POST 
Request XOR Key be", "ET INFO Certificate with Unknown Content M1", "ET HUNTING 
HTTP POST Request XOR Key c0", "ET INFO Generic 302 Redirect to Google", "ET INFO 
Free Hosting Domain (*.freehostia .com in DNS Lookup)", "ET INFO Observed Microsoft 
Attack Simulation Training SSL Cert (officence .com)", "ET HUNTING HTTP GET Request 
XOR Key 64", "ET INFO MyDNS .network DNS Over HTTPS Certificate Inbound", "ET 
HUNTING HTTP POST Request XOR Key 86", "ET HUNTING HTTP GET Request XOR Key 
47", "ET HUNTING Possible EXE Download From Suspicious TLD (.icu) - set", "ET 
HUNTING HTTP GET Request XOR Key b8", "ET HUNTING HTTP GET Request XOR Key 
aa", "ET HUNTING HTTP POST Request XOR Key 71", "ET HUNTING HTTP POST Request 
XOR Key 82", "ET USER_AGENTS SideStep User-Agent", "ET SCAN Behavioral Unusual 
Port 1434 traffic Potential Scan or Infection", "ET WEB_CLIENT Encoded 
javascriptdocument.write - usually hostile", "ET HUNTING HTTP POST Request XOR Key 
ac", "ET INFO Packetriot Tunneling Domain in DNS Lookup (reversetunnel .net)", "ET 
HUNTING HTTP GET Request XOR Key 0e", "GPL ICMP_INFO PING BeOS4.x", "ET INFO 
Commonly Abused File Sharing Site Domain Observed (fex .net in TLS SNI)", "ET 
HUNTING HTTP GET Request XOR Key 32", "ET POLICY Mattermost API Usage", "ET 
HUNTING SUSPICIOUS SMTP Attachment Inbound PPT attachment with Embedded OLE 
Object M5", "ET INFO EXE - Served Attached HTTP", "ET HUNTING Possible Apache log4j 
RCE Attempt - Any Protocol lower Bypass (udp) (CVE-2021-44228)", "ET HUNTING 
Cloned Page Hosted on Microsoft Hosting", "ET HUNTING HTTP POST Request XOR Key 
2c", "ET INFO JAVA - document.createElement applet", "ET INFO Malware Destroyer 
Checkin", "ET HUNTING HTTP GET Request XOR Key 50", "ET INFO Restena DNS Over 
HTTPS Certificate Inbound", "ET HUNTING HTTP POST Request XOR Key c3", "ET 
USER_AGENTS Discord Bot User-Agent Observed (DiscordBot)", "ET HUNTING HTTP GET 
Request XOR Key f0", "ET HUNTING HTTP GET Request XOR Key d6", "ET INFO Observed 
Microsoft Attack Simulation Training SSL Cert (prizewel .com)", "ET HUNTING HTTP 
POST Request XOR Key c7", "ET HUNTING HTTP POST Request XOR Key 50", "ET 
HUNTING HTTP POST Request XOR Key 56", "ET HUNTING [TW] Likely Javascript-
Obfuscator Usage Observed M2", "ET HUNTING HTTP GET Request XOR Key 2a", "ET 
INFO Python BaseHTTP ServerBanner", "ET HUNTING Suspicious Windows Executable 
CreateRemoteThread", "ET HUNTING HTTP POST Request XOR Key 87", "ET INFO URL 
Shortening Service Domain in DNS Lookup (maxiurl .com)", "ET HUNTING HTTP POST 
Request XOR Key 76", "ET USER_AGENTS BeeMovie Related Activity", "ET HUNTING 
HTTP POST Request XOR Key df", "ET HUNTING HTTP GET Request XOR Key ea", "ET 
POLICY [MS-PAR] Windows Printer Spooler Activity - RpcAsyncDeletePrinterDriver", "ET 
HUNTING HTTP POST Request XOR Key dc", "GPL ICMP_INFO PING BayRS Router", "ET 
HUNTING Possible EXE Download From Suspicious TLD (.click) - set", "ET INFO QR Code 
Generator Domain in DNS Lookup (qr-code-generator .com)", "ET INFO Abused File 



Hosting Domain in DNS Lookup (transferxl .com)", "ET INFO DYNAMIC_DNS HTTP 
Request to a 3322.net Domain *.8866.org", "ET INFO Generic 000webhostapp.com 
POST 2018-09-27 (set)", "ET HUNTING HTTP GET Request XOR Key 40", "ET HUNTING 
HTTP POST Request XOR Key b8", "ET HUNTING HTTP POST Request XOR Key 81", "ET 
INFO Observed Microsoft Attack Simulation Training SSL Cert (sharestion .com)", "ET 
HUNTING HTTP POST Request XOR Key 84", "ET HUNTING [TW] Internet Computer 
HTTP Referer Observed", "ET INFO ZoneAlarm Download Flowbit Set", "ET INFO 
Observed DNS Over HTTPS Domain (dns .alidns .com in TLS SNI)", "ET INFO Observed 
File Sharing Service (www .uplooder .net) in DNS Lookup", "ET HUNTING HTTP GET 
Request XOR Key c7", "ET HUNTING HTTP POST Request XOR Key 1b", "ET INFO 
Observed URL Shortener Domain (lk .tc in TLS SNI)", "ET HUNTING HTTP GET Request 
XOR Key 4b", "ET INFO URL Shortener Service Domain in DNS Lookup (fb .sv)", "ET INFO 
URL Shortener Service Domain in DNS Lookup (ya .sv)", "ET INFO User-Agent (wininet)", 
"ET INFO Powershell Base64 Decode Command Inbound", "ET POLICY Observed DNS 
Query to KnowBe4 Simulated Phish Domain (instantrevert .net)", "ET INFO Observed 
DNS Query to BaitAndPhish Domain", "ET INFO Observed Microsoft Attack Simulation 
Training SSL Cert (officested .com)", "ET HUNTING HTTP POST Request XOR Key 85", "ET 
HUNTING HTTP POST Request XOR Key 1d", "ET INFO Commonly Abused File Sharing 
Site Domain Observed (sendspace .com in TLS SNI)", "ET HUNTING HTTP GET Request 
XOR Key 79", "ET HUNTING HTTP POST Request XOR Key 32", "ET HUNTING HTTP POST 
Request XOR Key 37", "ET HUNTING HTTP POST Request XOR Key 7c", "ET HUNTING 
HTTP GET Request XOR Key 24", "ET HUNTING HTTP POST Request XOR Key 8d", "ET 
POLICY Observed DNS Query to KnowBe4 Simulated Phish Domain (com-onlinebanking 
.com)", "ET HUNTING HTTP GET Request XOR Key 84", "ET HUNTING SUSPICIOUS SMTP 
Attachment Inbound PPT attachment with Embedded OLE Object M4", "ET HUNTING 
HTTP POST Request XOR Key c2", "ET HUNTING HTTP GET Request XOR Key 2c", "ET 
HUNTING HTTP GET Request XOR Key ac", "ET INFO Observed Microsoft Attack 
Simulation Training SSL Cert (sharepointle .com)", "ET POLICY Pastebin-style service 
note .youdao .com  in DNS query", "ET HUNTING SUSPICIOUS SMTP Attachment 
Inbound PPT attachment with Embedded OLE Object M1", "ET HUNTING HTTP GET 
Request XOR Key 6d", "ET INFO EXE - OSX Disk Image Download", "ET INFO Observed 
Image Hosting Domain (resimupload .org in TLS SNI)", "ET HUNTING HTTP POST 
Request XOR Key 59", "ET INFO EXE - Served Inline HTTP", "ET HUNTING HTTP GET 
Request XOR Key 72", "ET INFO Artikel10 DNS Over HTTPS Certificate Inbound", "ET 
HUNTING HTTP POST Request XOR Key 9e", "ET HUNTING HTTP POST Request XOR Key 
22", "ET HUNTING HTTP GET Request XOR Key 83", "ET INFO Observed Cloudflare DNS 
over HTTPS Domain (cloudflare-dns .com in TLS SNI)", "ET HUNTING HTTP POST 
Request XOR Key fb", "ET POLICY Observed DNS Query to KnowBe4 Simulated Phish 
Domain (magnetonics .com)", "ET HUNTING HTTP GET Request XOR Key 8c", "ET INFO 
Windows OS Submitting USB Metadata to Microsoft", "ET MALWARE Medfos 
Connectivity Check", "ET INFO HTTP Sniffer Domain in TLS SNI (httpdebugger .com)", 
"ET INFO DYNAMIC_DNS Query to *.duckdns. Domain", "ET HUNTING HTTP POST 
Request XOR Key 2a", "ET HUNTING [TW] Internet Computer HTTP Request Observed", 
"ET HUNTING HTTP POST Request XOR Key 13", "ET HUNTING Possible Apache log4j 
RCE Attempt - Any Protocol (upper UDP Bypass) (Outbound) (CVE-2021-44228)", "ET 
EXPLOIT NTDump.exe Service Started port 139", "ET HUNTING HTTP POST Request XOR 
Key 23", "ET HUNTING HTTP GET Request XOR Key 19", "ET SCAN Rapid POP3S 
Connections - Possible Brute Force Attack", "ET WEB_CLIENT Download of .MOV 
Content flowbit set", "ET POLICY Observed DNS Query to KnowBe4 Simulated Phish 
Domain (phishwall .net)", "ET INFO Possible JARM Fingerprinting Client Hello via 
tls1_2_bottom_half", "ET INFO Generic HTTP EXE Upload Outbound", "ET HUNTING 
HTTP POST Request XOR Key b1", "ET HUNTING HTTP POST Request XOR Key 8f", "ET 
HUNTING HTTP GET Request XOR Key f2", "ET HUNTING Microsoft Malware Protection 
User-Agent Observed to Non-Microsoft Domain", "ET INFO URL Shortener Service 
Domain in DNS Lookup (do .sv)", "ET HUNTING HTTP GET Request XOR Key 38", "ET 
HUNTING HTTP GET Request XOR Key 62", "ET INFO Adguard DNS Over HTTPS 
Certificate Inbound", "ET INFO Suspicious Domain (*.ml) in TLS SNI", "ET INFO Bit.do 



Shortened Link Request (set)", "ET HUNTING HTTP POST Request XOR Key 77", "ET 
HUNTING HTTP POST Request XOR Key ee", "ET HUNTING HTTP POST Request XOR Key 
96", "ET HUNTING HTTP GET Request XOR Key 81", "ET HUNTING HTTP GET Request 
XOR Key a4", "ET HUNTING HTTP GET Request XOR Key 0b", "ET HUNTING HTTP POST 
Request XOR Key d5", "ET INFO Brahma World DNS Over HTTPS Certificate Inbound", 
"ET INFO Ibksturm DNS Over HTTPS Certificate Inbound", "ET INFO Possible 
MSXMLHTTP Request (no .exe)", "ET HUNTING Suspicious Windows Executable 
WriteProcessMemory", "ET HUNTING HTTP POST Request XOR Key da", "ET HUNTING 
HTTP GET Request XOR Key 17", "ET HUNTING HTTP GET Request XOR Key b2", "ET 
HUNTING HTTP GET Request XOR Key 30", "ET INFO Java Downloading Class flowbit no 
alert", "ET PHISHING SSL/TLS Certificate Observed (Lucy Phishing Awareness Default 
Certificate)", "ET HUNTING Suspicious EXE requested with Java UA", "ET HUNTING HTTP 
GET Request XOR Key 90", "ET POLICY TeamViewer Keep-alive outbound", "ET 
HUNTING HTTP POST Request XOR Key 58", "ET USER_AGENTS Observed Malicious 
CASPER/Mirai UA", "ET INFO SAFIB Assistant Remote Administration Tool CnC Checkin", 
"ET INFO Instagram Story Viewer Domain in DNS Lookup (greatfon .com)", "ET 
HUNTING Possible Apache log4j RCE Attempt - Any Protocol (lower TCP Bypass) (CVE-
2021-44228)", "ET HUNTING HTTP GET Request XOR Key 35", "ET HUNTING Possible 
Apache log4j RCE Attempt - Any Protocol TCP (Outbound) (CVE-2021-44228)", "ET INFO 
URL Shortener Service Domain in DNS Lookup (sa .sv)", "ET INFO 3XX redirect to data 
URL", "ET INFO DNSForge DNS Over HTTPS Certificate Inbound", "ET HUNTING HTTP 
POST Request XOR Key 8a", "ET CHAT IRC PONG response", "ET INFO EXE 
SCardForgetReaderGroupA (Used in Malware Anti-Debugging)", "ET INFO Splashtop 
Domain in DNS Lookup (splashtop .com)", "ET HUNTING HTTP POST Request XOR Key 
4e", "ET ATTACK_RESPONSE Obfuscated JS - URL Encoded Unescape Function Call 
Inbound", "ET HUNTING Possible EXE Download From Suspicious TLD (.top) - set", "ET 
HUNTING Possible EXE Download From Suspicious TLD (.webcam) - set", "ET HUNTING 
HTTP GET Request XOR Key 25", "ET HUNTING HTTP GET Request XOR Key f9", "ET INFO 
Cisco Smart Install Protocol Observed", "ET HUNTING Possible Apache log4j RCE 
Attempt - Any Protocol UDP (CVE-2021-44228)", "ET HUNTING HTTP GET Request XOR 
Key c6", "ET POLICY [MS-PAR] Windows Printer Spooler Activity - 
RpcAsyncCorePrinterDriverInstalled", "ET HUNTING HTTP POST Request XOR Key 12", 
"ET HUNTING HTTP POST Request XOR Key b0", "ET HUNTING HTTP GET Request XOR 
Key 41", "GPL ICMP_INFO PING WhatsupGold Windows", "ET POLICY Observed DNS 
Query to KnowBe4 Simulated Phish Domain (com-token-auth .com)", "ET HUNTING 
HTTP POST Request XOR Key 11", "ET INFO Microsoft Attack Simulation Training 
Domain in DNS Lookup (prizemons .com)", "ET INFO URL Shortener Service Domain in 
DNS Lookup (is .gd)", "ET HUNTING HTTP POST Request XOR Key d6", "ET HUNTING 
HTTP GET Request XOR Key 9f", "ET HUNTING HTTP GET Request XOR Key 68", "ET INFO 
Certificate with Unknown Content M2", "ET HUNTING HTTP POST Request XOR Key e6", 
"ET INFO Microsoft Attack Simulation Training Domain in DNS Lookup (sharestion 
.com)", "ET HUNTING HTTP POST Request XOR Key d3", "ET HUNTING HTTP GET 
Request XOR Key c2", "ET HUNTING HTTP GET Request XOR Key a7", "ET HUNTING 
HTTP POST Request XOR Key 5f", "ET HUNTING HTTP GET Request XOR Key 27", "ET 
HUNTING HTTP GET Request XOR Key 58", "ET POLICY Telnet to HP JetDirect Printer 
With No Password Set", "ET HUNTING HTTP POST Request XOR Key 49", "ET HUNTING 
HTTP POST Request XOR Key 48", "ET HUNTING HTTP POST Request XOR Key 66", "ET 
HUNTING Suspected Malicious Telegram Communication (POST)", "ET INFO Safe Surfer 
DNS Over HTTPS Certificate Inbound", "ET INFO Free File Hosting Domain in DNS 
Lookup (fileditch .com)", "ET HUNTING HTTP GET Request XOR Key 6f", "ET HUNTING 
HTTP POST Request XOR Key 29", "ET HUNTING HTTP POST Request XOR Key 5b", "ET 
INFO PK/Compressed doc/JAR header", "ET INFO Gophish X-Server", "ET INFO DNS For 
Family DNS Over HTTPS Certificate Inbound", "ET HUNTING HTTP GET Request XOR Key 
57", "ET HUNTING HTTP GET Request XOR Key 02", "ET INFO Observed URL Shortener 
Service Domain (cutt .ly in TLS SNI)", "ET POLICY Observed DNS Query to KnowBe4 
Simulated Phish Domain (malwarebouncer .com)", "ET WEB_CLIENT Proxy - BurpSuite 
PortSwigger Proxy Certificate Seen", "ET HUNTING HTTP GET Request XOR Key e7", "ET 



INFO DigitalSize DNS Over HTTPS Certificate Inbound", "ET INFO Packed Executable 
Download", "ET INFO URL Shortener Service Domain in DNS Lookup (tg .sv)", "ET 
HUNTING Possible Apache log4j RCE Attempt - Any Protocol (lower TCP Bypass) 
(Outbound) (CVE-2021-44228)", "ET INFO Observed Abused File Hosting Domain 
(transferxl-download .com in TLS SNI)", "ET HUNTING [TW] Likely Hex Executable 
String", "ET HUNTING HTTP GET Request XOR Key 7b", "ET HUNTING HTTP GET Request 
XOR Key 97", "ET MALWARE Observed DNS Query to Temporary File Hosting Domain 
(temp .sh)", "ET HUNTING Possible EXE Download From Suspicious TLD (.accountant) - 
set", "ET HUNTING HTTP POST Request XOR Key b9", "ET HUNTING HTTP POST Request 
XOR Key ea", "ET HUNTING HTTP GET Request XOR Key a9", "ET HUNTING HTTP GET 
Request XOR Key da", "ET INFO URL Shortener Service Domain in DNS Lookup (yt .sv)", 
"ET INFO OpenSea API Query NFT Discovery Details (GET)", "ET POLICY [TW] IPFS 
Protocol HTTP Headers Observed", "ET INFO Image Hosting Domain in DNS Lookup 
(resimupload .org)", "ET HUNTING Possible EXE Download From Suspicious TLD (.work) 
- set", "ET HUNTING Possible Generic Stealer Sending System Information", "ET 
HUNTING HTTP POST Request XOR Key 9b", "ET INFO DYNAMIC_DNS Query to 3322.net 
Domain *.8800.org", "ET HUNTING HTTP GET Request XOR Key e6", "ET INFO Observed 
Microsoft Attack Simulation Training SSL Cert (windocyte .com)", "ET HUNTING HTTP 
POST Request XOR Key 7d", "ET HUNTING Suspicious Request to Image with User-Agent 
Ending in .exe", "ET INFO Instagram Story Viewer Domain in DNS Lookup (smihub 
.com)", "ET INFO Microsoft Attack Simulation Training Domain in DNS Lookup 
(sharesbyte .com)", "ET HUNTING HTTP POST Request XOR Key a2", "ET INFO URL 
Shortener  Domain in DNS Lookup (lk .tc)", "ET INFO URL Shortener Service Domain in 
DNS Lookup (tra-ta-ta.it .com)", "ET HUNTING HTTP POST Request XOR Key 67", "ET 
HUNTING HTTP GET Request XOR Key 94", "ET INFO Observed Custom Logo Domain 
(seeklogo .com in TLS SNI)", "ET POLICY [MS-PAR] Windows Printer Spooler Activity - 
RpcAsyncInstallPrinterDriverFromPackage", "ET HUNTING HTTP POST Request XOR Key 
a9", "ET USER_AGENTS Microsoft Office Existence Discovery User-Agent", "ET INFO 
DYNAMIC_DNS Query to 3322.net Domain *.7766.org", "ET INFO BitNinja IO Security 
Check", "GPL SCAN PING CyberKit 2.2 Windows", "ET POLICY Observed DNS Query to 
KnowBe4 Simulated Phish Domain (net-login .com)", "ET INFO Observed Microsoft 
Attack Simulation Training SSL Cert (sharession .com)", "ET HUNTING HTTP POST 
Request XOR Key 64", "ET HUNTING HTTP GET Request XOR Key 5e", "ET HUNTING 
HTTP GET Request XOR Key 21", "ET INFO [401TRG] RPCNetlogon UUID (CVE-2020-
1472) (Set)", "ET INFO Edgy DNS Over HTTPS Certificate Inbound", "ET HUNTING HTTP 
GET Request XOR Key d2", "ET HUNTING Observed Telegram API Domain (api .telegram 
.org in TLS SNI)", "ET HUNTING HTTP GET Request XOR Key 59", "ET HUNTING HTTP GET 
Request XOR Key 42", "ET HUNTING HTTP POST Request XOR Key c5", "ET HUNTING 
HTTP GET Request XOR Key e1", "ET INFO URL Shortener Service Domain DNS Lookup 
(zii .to)", "ET HUNTING HTTP GET Request XOR Key 1b", "ET INFO External IP Lookup 
HTTP Request (ip .dnsexit .com)", "ET HUNTING HTTP GET Request XOR Key 8f", "ET 
CHAT IRC authorization message", "ET INFO EXE - OSX Executable Download - PowerPC 
Arch", "ET SCAN Rapid POP3 Connections - Possible Brute Force Attack", "ET INFO 
Observed Microsoft Attack Simulation Training SSL Cert (mcsharepoint .com)", "ET 
HUNTING HTTP GET Request XOR Key b7", "ET HUNTING HTTP POST Request XOR Key 
f3", "ET HUNTING HTTP POST Request XOR Key b2", "ET INFO URL Shortener Service 
Domain in DNS Lookup (u .to)", "ET INFO Paesa DNS Over HTTPS Certificate Inbound", 
"ET HUNTING HTTP POST Request XOR Key 88", "ET HUNTING HTTP GET Request XOR 
Key c5", "ET INFO Hitian .me DNS Over HTTPS Certificate Inbound", "ET INFO 
GameHouse License Check", "ET HUNTING HTTP POST Request XOR Key 4f", "ET 
HUNTING HTTP GET Request XOR Key d8", "ET INFO DYNAMIC_DNS Query to 3322.net 
Domain *.3322.net", "ET GAMES Solaris2 Checkin", "ET HUNTING HTTP POST Request 
XOR Key 24", "ET HUNTING HTTP POST Request XOR Key 72", "ET HUNTING HTTP GET 
Request XOR Key 77", "ET HUNTING HTTP GET Request XOR Key 65", "ET INFO 
Splashtop Domain in DNS Lookup (splashtop .eu)", "ET HUNTING HTTP POST Request 
XOR Key 99", "ET INFO Possible JARM Fingerprinting Client Hello via tls1_2_top_half", 
"ET HUNTING HTTP POST Request XOR Key 3e", "ET POLICY [MS-RPRN] Windows 



Printer Spooler Activity - AddPrinterDriverEx with Suspicious Filepath", "ET CHAT IRC 
NICK command", "ET HUNTING HTTP GET Request XOR Key db", "ET HUNTING HTTP 
GET Request XOR Key 4f", "ET POLICY [MS-PAR] Windows Printer Spooler Activity - 
RpcAsyncGetCorePrinterDrivers", "ET INFO DYNAMIC_DNS HTTP Request to a 
*.dyndns.* domain", "ET HUNTING Redirect to Joom AG Hosted Document - Potential 
Phishing", "ET HUNTING HTTP GET Request XOR Key ab", "ET PHISHING IRS Credential 
Phish Domain in DNS Lookup (jbdelmarket .com)", "ET HUNTING HTTP POST Request 
XOR Key 4d", "ET WEB_SERVER OptionsBleed (CVE-2017-9798)", "ET INFO 
DYNAMIC_DNS Query to Abused Domain *.mooo.com", "ET INFO DYNAMIC_DNS Query 
to dynnamn .ru Domain", "ET INFO WeDNS DNS Over HTTPS Certificate Inbound", "ET 
INFO External File Sharing Service in DNS Lookup (sharefile .com)", "ET INFO Microsoft 
Attack Simulation Training Domain in DNS Lookup (prizegives .com)", "ET HUNTING 
HTTP GET Request XOR Key 67", "ET INFO Microsoft Attack Simulation Training Domain 
in DNS Lookup (templatern .com)", "ET HUNTING HTTP GET Request XOR Key a5", "ET 
HUNTING HTTP POST Request XOR Key d1", "ET HUNTING HTTP GET Request XOR Key 
91", "ET INFO Cisco Umbrella (OpenDNS) DNS Over HTTPS Certificate Inbound", "ET 
HUNTING HTTP POST Request XOR Key 4b", "ET INFO DYNAMIC_DNS HTTP Request to a 
3322.net Domain *.9966.org", "ET VOIP H.323 in Q.931 Call Setup - Inbound", "ET INFO 
Outdated Browser Landing Page M3", "ET HUNTING PNG image exfiltration over raw 
TCP", "ET CHAT IRC PING command", "ET HUNTING Possible EXE Download From 
Suspicious TLD (.men) - set", "ET INFO PDF - Acrobat Enumeration - var PDFObject", "ET 
HUNTING HTTP GET Request XOR Key 8d", "ET HUNTING HTTP GET Request XOR Key 
99", "ET INFO Observed DNS Query to (proxies .black) Web Proxy/Anonymizer 
Domain/Sub-Domain", "ET INFO Observed Free Hosting Domain (mypressonline .com) 
in DNS Lookup", "ET HUNTING HTTP POST Request XOR Key 90", "ET HUNTING HTTP 
POST Request XOR Key 98", "ET HUNTING HTTP GET Request XOR Key 37", "ET 
HUNTING HTTP GET Request XOR Key 18", "ET HUNTING HTTP GET Request XOR Key 
71", "ET HUNTING HTTP POST Request XOR Key 74", "ET INFO Commonly Abused File 
Sharing Site Domain Observed (anonfiles .com in TLS SNI)", "ET HUNTING HTTP POST 
Request XOR Key d9", "ET INFO Possible WinHttpRequest (no .exe)", "ET HUNTING 
HTTP GET Request XOR Key 87", "ET INFO Generic HTTP EXE Upload Inbound", "ET INFO 
UncensoredDNS DNS Over HTTPS Certificate Inbound", "ET INFO Commonly Abused File 
Sharing Site Domain Observed (send .exploit .in in DNS Lookup)", "ET INFO DropBox 
User Content Download Access over SSL M2", "ET HUNTING Possible Fake Edu Host On 
InfinityFree Service", "ET INFO MSSQL sp_addextendedproc Command Observed", "ET 
INFO Observed Instagram Story Viewer Domain (smihub .com in TLS SNI)", "ET 
HUNTING HTTP POST Request XOR Key 4a", "ET INFO DYNAMIC_DNS Query to 3322.net 
Domain *.9966.org", "ET HUNTING RAR file exfiltration over raw TCP", "GPL ICMP_INFO 
PING Flowpoint2200 or Network Management Software", "ET INFO URL Shortener 
Service Domain in DNS Lookup (rebrand .ly)", "ET HUNTING HTTP POST Request XOR 
Key 21", "ET INFO Observed Cloudflare Universal (Shared) Certificate, Retired", "GPL 
ICMP_INFO PING Network Toolbox 3 Windows", "ET HUNTING HTTP GET Request XOR 
Key 78", "ET HUNTING HTTP POST Request XOR Key 1f", "GPL SCAN PING Delphi-Piette 
Windows", "ET HUNTING HTTP GET Request XOR Key ad", "ET INFO Observed Let's 
Encrypt Certificate from Retired Intermediate", "ET INFO Observed Microsoft Attack 
Simulation Training SSL Cert (doctricant .com)", "ET HUNTING Improperly Spaced 
Accept Header in User-Agent", "ET USER_AGENTS ABBCCoin Activity Observed", "ET 
HUNTING HTTP GET Request XOR Key be", "ET HUNTING HTTP GET Request XOR Key 
6a", "ET HUNTING [TW] Internet Computer HTTP Location Redirect Observed", "ET 
MALWARE Generic DNS Query for Suspicious CryptoWall (crpt) Domains", "ET INFO 
DNS Query to a Free Hosting Domain Domain (*.ct8 pl)", "ET WEB_CLIENT Microsoft 
Office RTF Stack Buffer Overflow", "ET HUNTING HTTP GET Request XOR Key 39", "ET 
HUNTING SUSPICIOUS Single JS file inside of ZIP Download (Observed as lure in 
malspam campaigns)", "ET HUNTING HTTP GET Request XOR Key bd", "ET HUNTING 
HTTP POST Request XOR Key 7a", "ET HUNTING HTTP POST Request XOR Key ec", "ET 
HUNTING Possible EXE Download From Suspicious TLD (.download) - set", "ET HUNTING 
HTTP GET Request XOR Key 05", "ET INFO Observed URL Shortening Service Domain (s 



.id in TLS SNI)", "ET HUNTING HTTP GET Request XOR Key 6c", "ET POLICY [MS-PAR] 
Windows Printer Spooler Activity - RpcAsyncGetPrinterDriverDirectory", "ET POLICY 
Cisco IOS Self Signed Certificate Served to External Host", "ET INFO ControlId DNS Over 
HTTPS Certificate Inbound", "ET HUNTING HTTP POST Request XOR Key b6", "ET 
HUNTING HTTP POST Request XOR Key b4", "ET HUNTING HTTP POST Request XOR Key 
a4", "ET HUNTING HTTP GET Request XOR Key cc", "ET INFO Splashtop Domain 
(splashtop .com) in TLS SNI", "ET HUNTING HTTP POST Request XOR Key c9", "ET 
HUNTING HTTP GET Request XOR Key 7d", "ET INFO GET Request Exfiltrating Username 
and Hostname", "ET INFO Observed Telegram Domain (t .me in TLS SNI)", "ET HUNTING 
HTTP POST Request XOR Key a8", "ET INFO URL Shortener Service Domain in DNS 
Lookup (bd .sv)", "ET HUNTING HTTP GET Request XOR Key 08", "ET HUNTING HTTP 
GET Request XOR Key 4d", "ET INFO IQDNS DNS Over HTTPS Certificate Inbound", "ET 
HUNTING Possible Malicious Document Request to NOIP DynDNS Domain", "ET 
HUNTING URL Observed in PDF Downloaded via Dropbox", "ET POLICY External FTP 
Connection TO Local HP JetDirect Printer", "GPL EXPLOIT rsyncd module list access", "ET 
HUNTING HTTP GET Request XOR Key a3", "ET HUNTING Possible Apache log4j RCE 
Attempt - Any Protocol (lower UDP Bypass) (Outbound) (CVE-2021-44228)", "ET 
HUNTING Suspicious Possible CollectGarbage in base64 2", "ET HUNTING SUSPICIOUS 
Local file read using read protocol", "ET HUNTING HTTP POST Request XOR Key 26", "ET 
INFO Microsoft Attack Simulation Training Domain in DNS Lookup (doctricant .com)", 
"ET INFO DYNAMIC_DNS HTTP Request to a 3322.net Domain *.2288.org", "ET INFO 
URL Shortener Service Domain in DNS Lookup (ai .sv)", "ET HUNTING [TW] Internet 
Computer Domain Observed", "ET HUNTING Go-http-client POSTing IP Address and 
Username", "ET INFO Microsoft Compact Office Document Format File Download", "ET 
SCAN Behavioral Unusual Port 139 traffic Potential Scan or Infection", "ET HUNTING 
Possible Apache log4j RCE Attempt - Any Protocol (upper TCP Bypass) (CVE-2021-
44228)", "ET HUNTING HTTP POST Request XOR Key bf", "ET HUNTING HTTP GET 
Request XOR Key 5a", "ET EXPLOIT Serialized Spring Java Object Generated by 
ysoserial", "ET INFO Alekberg DNS Over HTTPS Certificate Inbound", "ET INFO URL 
Shortener Service Domain in DNS Lookup (vk .sv)", "ET HUNTING HTTP POST Request 
XOR Key 9c", "ET HUNTING Possible Apache log4j RCE Attempt - Any Protocol (upper 
TCP Bypass) (Outbound) (CVE-2021-44228)", "ET HUNTING HTTP GET Request XOR Key 
fd", "ET POLICY EXE File Downloaded from Discord", "GPL ATTACK_RESPONSE isakmp 
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Lookup)", "ET HUNTING HTTP GET Request XOR Key f8", "ET HUNTING HTTP GET 
Request XOR Key d3", "ET HUNTING HTTP POST Request XOR Key ad", "ET POLICY 
Observed DNS Query to KnowBe4 Simulated Phish Domain (ancillarycheese .com)", "ET 
INFO EXE - OSX Executable Download - Multi Arch w/Intel", "ET INFO Microsoft Attack 
Simulation Training Domain in DNS Lookup (prizewel .com)", "GPL ICMP_INFO PING IP 
NetMonitor Macintosh", "ET HUNTING HTTP POST Request XOR Key 68", "ET POLICY 
TLS possible TOR SSL traffic", "ET INFO Microsoft Attack Simulation Training Domain in 
DNS Lookup (officences .com)", "ET SCAN Behavioral Unusual Port 137 traffic Potential 
Scan or Infection", "ET HUNTING HTTP GET Request XOR Key e9", "ET HUNTING HTTP 
GET Request XOR Key 7e", "ET INFO La Contre-Voie DNS Over HTTPS Certificate 
Inbound", "ET INFO Observed Microsoft Attack Simulation Training SSL Cert (attemplate 
.com)", "ET INFO Commonly Abused File Sharing Site Domain Observed (privatlab .net 
in TLS SNI)", "ET INFO Usable Privacy DNS Over HTTPS Certificate Inbound", "ET 
USER_AGENTS Microsoft Edge on Windows 10 SET", "ET POLICY Observed DNS Query 
to KnowBe4 Simulated Phish Domain (msftemail .com)", "ET INFO Observed Microsoft 
Attack Simulation Training SSL Cert (sharepointen .com)", "ET HUNTING HTTP GET 
Request XOR Key 7c", "ET HUNTING HTTP POST Request XOR Key 8c", "ET HUNTING 
HTTP POST Request XOR Key 61", "ET INFO Instagram Story Viewer Domain in DNS 
Lookup (dumpor .com)", "ET HUNTING Possible Phishing Page - Page Saved with 
SingleFile Extension", "ET HUNTING HTTP POST Request XOR Key a0", "ET HUNTING 
HTTP POST Request XOR Key 2d", "ET INFO Suspicious User-Agent (CustomStringHere)", 
"ET INFO URL Shortener Service Domain in DNS Lookup (to .sv)", "ET HUNTING HTTP 
GET Request XOR Key 04", "ET HUNTING HTTP GET Request XOR e4", "ET HUNTING 
HTTP POST Request XOR Key 6b", "ET HUNTING HTTP GET Request XOR Key a1", "ET 
HUNTING HTTP GET Request XOR Key f6", "ET HUNTING HTTP GET Request XOR Key 
16", "ET HUNTING HTTP GET Request XOR Key 5b", "ET HUNTING HTTP POST Request 
XOR Key 40", "GPL ICMP_INFO PING Cisco Type.x", "ET POLICY [MS-PAR] Windows 
Printer Spooler Activity - RpcAsyncDeletePrinterDriverEx", "ET SCAN ICMP PING 
IPTools", "ET HUNTING HTTP GET Request XOR Key b0", "GPL ICMP_INFO PING 
Microsoft Windows", "ET HUNTING HTTP GET Request XOR Key 98", "ET POLICY File 
Downloaded via ge.tt Filesharing Service", "ET WEB_CLIENT PROPFIND Flowbit Set", "ET 
INFO Observed Ordns DNS over HTTPS Domain (Ordns .he .net in TLS SNI)", "ET INFO 
Possible MSXMLHTTP Request (msp) unset (no exe)", "ET INFO PDF - Acrobat 
Enumeration - pdfobject.js", "ET POLICY [MS-PAR] Windows Printer Spooler Activity - 
RpcAsyncGetPrinterDriverPackagePath", "ET INFO URL Shortener Service Domain in 
DNS Lookup (fl .sv)", "ET INFO DropBox User Content Domain (dl .dropboxusercontent 
.com in TLS SNI)", "ET INFO Suspicious HTTP POST to 404.php", "ET INFO Open Internet 
DNS Over HTTPS Certificate Inbound", "ET INFO Custom Logo Domain Domain in DNS 
Lookup (logodownload .org)", "ET HUNTING HTTP GET Request XOR Key b4", "ET INFO 
Observed Instagram Story Viewer Domain (greatfon .com in TLS SNI)", "ET INFO 
Malware Destroyer FTP Login", "ET INFO MySQL Database Query Version OS compile", 
"ET HUNTING HTTP GET Request XOR Key d7", "ET HUNTING HTTP POST Request XOR 
Key 38", "ET HUNTING HTTP POST Request XOR Key 63", "ET HUNTING Possible EXE 
Download From Suspicious TLD (.tokyo) - set", "ET HUNTING HTTP POST Request XOR 
Key 5c", "ET POLICY Observed DNS Query to KnowBe4 Simulated Phish Domain 
(compromisedblog .com)", "ET HUNTING HTTP POST Request XOR Key fa", "ET INFO 
Possible JARM Fingerprinting Client Hello via tls1_2_reverse", "ET HUNTING HTTP POST 
Request XOR Key 30", "ET POLICY File Uploaded to ge.tt Filesharing Service", "ET INFO 
localhost .run  Domain in DNS Lookup DNS Lookup (.lhr .life)", "ET HUNTING Possible 



Malicious Document Request to .tk domain", "ET SCAN ICMP Delphi Likely Precursor to 
Scan", "ET WEB_CLIENT Download of PDF With Compressed Flash Content", "ET 
HUNTING HTTP GET Request XOR Key 70", "ET HUNTING HTTP GET Request XOR Key 
fa", "ET HUNTING HTTP POST Request XOR Key e8", "ET INFO Aaflalo .me DNS Over 
HTTPS Certificate Inbound", "ET HUNTING HTTP GET Request XOR Key 4e"  

Целевое 
использование 
вредоносного ПО 

"ET MOBILE_MALWARE Android APT-C-23 (accaunts-googlc .com in DNS Lookup)", "ET 
MOBILE_MALWARE Android APT-C-23 (kristy-milligan .website in TLS SNI)", "ET 
MOBILE_MALWARE Android APT-C-23 (hareyupnow .club in DNS Lookup)", "ET 
MOBILE_MALWARE Android APT-C-23 (david-mclean .club in DNS Lookup)", "ET 
MALWARE CozyDuke APT Possible SSL Cert 5", "ET MOBILE_MALWARE Android APT-C-
23 (new .filetea .me in TLS SNI)", "ET MOBILE_MALWARE Android APT-C-23 (myboon 
.website in DNS Lookup)", "ET MOBILE_MALWARE Android APT-C-23 (harrykane .online 
in DNS Lookup)", "ET MALWARE Sidewinder APT Related Domain in DNS Lookup (cdn-
src .net)", "ET MALWARE ZuoRAT send_http_msg_php Call to dns.php", "ET MALWARE 
APT28/Sednit DNS Lookup (updatecenter .name)", "ET MALWARE APT28/Sednit DNS 
Lookup (pakistan-mofa .net)", "ET MALWARE APT28/Sednit DNS Lookup (driversupdate 
.info)", "ET MALWARE DNS query for known Anunak APT Domain (paradise-
plaza.com)", "ET MALWARE CozyDuke APT Possible SSL Cert 6", "ET MALWARE 
RocketKitten APT Checkin", "ET MALWARE Possible APT30 or Win32/Nuclear HTTP 
Framework POST", "ET MOBILE_MALWARE Android APT-C-23 (engin-altan .website in 
DNS Lookup)", "ET MOBILE_MALWARE Android APT-C-23 (pmi-pna .com in TLS SNI)", 
"ET MALWARE APT/Bitter Related CnC Activity", "ET MALWARE Donot (APT-C-35) Stage 
1 Requesting Main Payload", "ET MALWARE Observed TWISTEDPANDA Domain in TLS 
SNI (www .minzdravros .com)", "ET MOBILE_MALWARE Android APT-C-23 (bbc-learning 
.com in DNS Lookup)", "ET MALWARE MuddyWater Payload CnC Checkin", "ET 
MALWARE Possible APT30 or Win32/Nuclear HTTP Framework", "ET MALWARE Likely 
Arid Viper APT Advtravel Campaign GET Keepalive", "ET MALWARE ShellCrew.APT 
StreamEx DNS Lookup 20", "ET MALWARE APT DarkHydrus DNS Lookup 20", "ET 
MALWARE CozyDuke APT Possible SSL Cert 7", "ET MALWARE Arid Viper APT DNS 
Lookup (mediahitech.info)", "ET MOBILE_MALWARE Android APT-C-23 (account-googlc 
.com in TLS SNI)", "ET MOBILE_MALWARE Android APT-C-23 (katie .party in TLS SNI)", 
"ET MALWARE APT DarkHydrus DNS Lookup 15", "ET MOBILE_MALWARE Android APT-
C-23 (caroline-nina .com in DNS Lookup)", "ET MOBILE_MALWARE Android APT-C-23 
(katie .party in DNS Lookup)", "ET MOBILE_MALWARE Android APT-C-23 (aryastark 
.info in TLS SNI)", "ET MOBILE_MALWARE Android APT-C-23 (alain .ps in DNS Lookup)", 
"ET MOBILE_MALWARE Android APT-C-23 (exvsnomy .club in DNS Lookup)", "ET 
MALWARE ShellCrew.APT StreamEx DNS Lookup 6", "ET MALWARE APT DarkHydrus 
DNS Lookup 22", "ET MALWARE PawnStorm Java Class Stage 2 M2 Aug 28 2015", "ET 
MOBILE_MALWARE Android APT-C-23 (black-honey .club in TLS SNI)", "ET MALWARE 
OSX/OceanLotus / ELF/RotaJakario CnC Checkin", "ET MALWARE Sidewinder APT 
Related Domain in DNS Lookup (int-secure .org)", "ET MALWARE Win32/Ispen 
BADNEWS CnC Beacon", "ET MALWARE APT33/CharmingKitten Shellcode 
Communicating with CnC", "ET MOBILE_MALWARE Android APT-C-23 (kaniel-outis .info 
in DNS Lookup)", "ET MALWARE Desert Falcon Related APT DNS Lookup (nauss-
lab.com)", "ET MALWARE Sofacy DNS Lookup microsof-update.com", "ET MALWARE 
Possible Winnti TLS Certificate Observed", "ET MALWARE Fake Virtually SSL Cert APT1", 
"ET MALWARE SeaDuke CnC Beacon", "ET MALWARE MiniDuke CnC Beacon 
(string1_slide_3_1)", "ET MOBILE_MALWARE Android APT-C-23 (donna-paulsen .info in 
DNS Lookup)", "ET MOBILE_MALWARE Android APT-C-23 (debra-morgan .com in DNS 
Lookup)", "ET MALWARE Possible NK APT SLICKSHOES Host Checkin", "ET MALWARE 
SUR SSL Cert APT1", "ET MOBILE_MALWARE Android APT-C-23 (hotmailme .website in 
TLS SNI)", "ET MOBILE_MALWARE Android APT-C-23 (natemunson .com in DNS 
Lookup)", "ET MALWARE Sofacy DNS Lookup", "ET PHISHING APT SWC PluginDetect 
Landing Cookie 2015-10-15", "ET MALWARE Sofacy DNS Lookup secnetcontrol.com", 
"ET MOBILE_MALWARE Android APT-C-23 (mygift .website in DNS Lookup)", "ET 
MALWARE Possible OceanLotus Time Check to Microsoft.com", "ET MALWARE 
CozyDuke APT HTTP CnC Beacon Response", "ET MALWARE APT28 SEDNIT Variant CnC 



Beacon 3", "ET MOBILE_MALWARE Android APT-C-23 (cecilia-gilbert .com in TLS SNI)", 
"ET MOBILE_MALWARE Android APT-C-23 (miwakosato .club in DNS Lookup)", "ET 
MOBILE_MALWARE Android APT-C-23 (harvey-ross .info in DNS Lookup)", "ET 
MOBILE_MALWARE Android APT-C-23 (camilleoconnell .website in DNS Lookup)", "ET 
MOBILE_MALWARE Android APT-C-23 (jon-snow .pro in TLS SNI)", "ET MALWARE 
Possible APT Sarhurst/Husar/Hussarini/Hassar CnC Check Response", "ET MALWARE 
APT28/Sednit DNS Lookup (trend-news .org)", "ET MALWARE Observed Turla/APT34 
CnC Domain Domain (dubaiexpo2020 .cf in TLS SNI)", "ET MALWARE OceanLotus Stage 
2 Domain in DNS Lookup (bootstraplink .com)", "ET MALWARE CommentCrew Possible 
APT crabdance backdoor base64 head", "ET MALWARE Candiru Related Domain in DNS 
Lookup (cuturl .space)", "ET MALWARE APT SuperhardCorp DNS Lookup 
(ohio.sysbloger.com)", "ET MOBILE_MALWARE Android APT-C-23 (alisonparker .club in 
DNS Lookup)", "ET MALWARE W32/BaneChant.APT Initial CnC Beacon", "ET MALWARE 
WEBC2-UGX User-Agent (Windows+NT+5.x) APT1", "ET MOBILE_MALWARE Android 
APT-C-23 (alisonparker .club in TLS SNI)", "ET MOBILE_MALWARE Android APT-C-23 
(cassy-gray .club in DNS Lookup)", "ET MALWARE APT28/Sednit DNS Lookup 
(softwaresupportsv .com)", "ET MALWARE APT28 SEDNIT Variant CnC Beacon 4", "ET 
POLICY APT User-Agent to BackTrack Repository", "ET MALWARE APT DarkHydrus DNS 
Lookup 12", "ET MALWARE SSL/TLS Certificate Observed (APT32 METALJACK)", "ET 
MALWARE Drovorub file Module Server Response", "ET MALWARE APT28/Sednit DNS 
Lookup (virusdefender .org)", "ET MALWARE DNS query for known Anunak APT Domain 
(coral-trevel.com)", "ET MALWARE APT CozyCar SSL Cert 2", "ET MALWARE Activity 
related to APT.Seinup Checkin 1", "ET MALWARE APT Lurker POST CnC Beacon", "ET 
MALWARE Arid Viper APT DNS Lookup (mixedwork.com)", "ET MALWARE Desert Falcon 
APT DNS Lookup (iwork-sys.com)", "ET MOBILE_MALWARE Android APT-C-23 
(namybotter .info in TLS SNI)", "ET MOBILE_MALWARE Android APT-C-23 (pml-help 
.site in DNS Lookup)", "ET MALWARE Sidewinder APT Related Domain in DNS Lookup 
(iugur .live)", "ET MALWARE Possible UNC1878/FIN12 Cobalt Strike CnC SSL Cert 
Inbound (office)", "ET MALWARE REvil Exfil SFTP Certificate Inbound", "ET MALWARE 
APT32 Win32/Ratsnif POSTing Log Message to CnC", "ET MALWARE CommentCrew 
Possible APT c2 communications get system", "ET MOBILE_MALWARE Android APT-C-
23 (gmailservice .us in DNS Lookup)", "ET MOBILE_MALWARE Android APT-C-23 (1jve 
.com in DNS Lookup)", "ET MALWARE ZuoRAT Windows Loader Shellcode Retrieval", 
"ET MOBILE_MALWARE Android APT-C-23 (ososezo .site in TLS SNI)", "ET 
MOBILE_MALWARE Android APT-C-23 (moneymotion .club in DNS Lookup)", "ET 
MOBILE_MALWARE Android APT-C-23 (fatehmedia .site in DNS Lookup)", "ET 
MALWARE Possible DeadlyKiss APT CnC Domain Observed in DNS Query", "ET EXPLOIT 
Targeted Attack from APT Actor Delivering HT SWF Exploit RIP", "ET MALWARE Hades 
APT Downloader Attempting to Retrieve Stage 2 Payload", "ET MOBILE_MALWARE 
Android APT-C-23 (nightchat .live in DNS Lookup)", "ET MOBILE_MALWARE Android 
APT-C-23 (lyanna-stark .info in DNS Lookup)", "ET MOBILE_MALWARE Android APT-C-
23 (face-book-support .email in TLS SNI)", "ET MOBILE_MALWARE Android APT-C-23 
(oriential .website in DNS Lookup)", "ET MALWARE Win32/Final1stspy CnC Checkin 
(Reaper/APT37 Stage 1 Payload)", "ET MOBILE_MALWARE Android APT-C-23 (matthew-
stevens .club in DNS Lookup)", "ET MALWARE APT28/Sednit DNS Lookup 
(dailypoliticsnews .com)", "ET MOBILE_MALWARE Android APT-C-23 (ezofiezo .website 
in DNS Lookup)", "ET MALWARE APT33/CharmingKitten DDNS Overlap Domain in DNS 
Lookup M2", "ET MALWARE Arid Viper APT Advtravel Campaign DNS Lookup 
(linksis.info)", "ET MALWARE APT28/Sednit DNS Lookup (acledit .com)", "ET MALWARE 
APT28/Sednit DNS Lookup (theguardiannews .org)", "ET MALWARE Sofacy DNS Lookup 
securitypractic.com", "ET MALWARE Possible KONNI CnC Activity", "ET MALWARE 
MiniDuke CnC Beacon (string2_slide_2_1)", "ET MALWARE Possible APT 
Sarhurst/Husar/Hussarini/Hassar CnC POST", "ET MALWARE APT28/Sednit DNS Lookup 
(dailyforeignnews .com)", "ET MALWARE Rhabdo CnC Activity M2", "ET MALWARE 
Sednit/AZZY Checkin", "ET MALWARE Possible UNC1878/FIN12 Cobalt Strike CnC SSL 
Cert Inbound (lol)", "ET MALWARE DarkHotel DNS Lookup (apply.ebizx.net)", "ET 
MOBILE_MALWARE Android APT-C-23 (natemunson .com in TLS SNI)", "ET MALWARE 



Red Leaves magic packet detected (APT10 implant)", "ET MALWARE ShellCrew.APT 
StreamEx DNS Lookup 27", "ET MOBILE_MALWARE Android APT-C-23 (james-charles 
.club in DNS Lookup)", "ET MALWARE Sidewinder APT Related Domain in DNS Lookup 
(govpk-mail .net)", "ET MALWARE Observed StrongPity CnC Domain (pulmonyarea .com 
in TLS SNI)", "ET MOBILE_MALWARE Android APT-C-23 (nissour-beton .com in DNS 
Lookup)", "ET MALWARE CommentCrew Possible APT crabdance backdoor base64 head 
2", "ET MOBILE_MALWARE Android APT-C-23 (liz-keen .website in TLS SNI)", "ET 
MOBILE_MALWARE Android APT-C-23 (lord-varys .info in DNS Lookup)", "ET MALWARE 
MSIL APT28 Zebrocy/Zekapab Reporting to CnC M2", "ET MOBILE_MALWARE Android 
APT-C-23 (daario-naharis .info in TLS SNI)", "ET MOBILE_MALWARE Android APT-C-23 
(lexi-branson .website in TLS SNI)", "ET MOBILE_MALWARE Android APT-C-23 (mygift 
.website in TLS SNI)", "ET MALWARE APT DarkHydrus DNS Lookup 23", "ET MALWARE 
WEBC2-TABLE Checkin 2 - APT1 Related", "ET MALWARE APT28/Sednit DNS Lookup 
(dataclen .org)", "ET MOBILE_MALWARE Android APT-C-23 (mofa-help .site in DNS 
Lookup)", "ET MALWARE Observed DNS Query to APT10 Related CnC Domain", "ET 
MALWARE W32/Threebyte.APT Checkin", "ET MALWARE ZuoRAT CBeacon CnC", "ET 
MOBILE_MALWARE Android APT-C-23 (masuka .club in DNS Lookup)", "ET 
MOBILE_MALWARE Android APT-C-23 (olivia-hartman .info in DNS Lookup)", "ET 
MALWARE APT32 CnC in DNS Lookup", "ET MOBILE_MALWARE Android APT-C-23 
(octavia-blake .world in TLS SNI)", "ET MALWARE APT28 SEDNIT Variant CnC Beacon 2", 
"ET MALWARE Possible UNC1878/FIN12 Cobalt Strike CnC SSL Cert Inbound (Texsa)", 
"ET MOBILE_MALWARE Android APT-C-23 (arthursaito .club in TLS SNI)", "ET MALWARE 
Possible APT28 Maldoc CnC Checkin", "ET MALWARE Observed DNS Query to known 
Windshift APT Related Domain 2", "ET MALWARE Observed TWISTEDPANDA Domain in 
TLS SNI (www .miniboxmail .com)", "ET MALWARE Sidewinder APT Related Domain in 
DNS Lookup (filesrvr .net)", "ET MOBILE_MALWARE Android APT-C-23 (geny-wise .com 
in TLS SNI)", "ET MOBILE_MALWARE Android APT-C-23 (davina-claire .xyz in TLS SNI)", 
"ET MOBILE_MALWARE Possible Phenakite User-Agent", "ET MALWARE CommentCrew 
Possible APT c2 communications sleep3", "ET MALWARE APT.Fwits CnC Beacon M1", 
"ET MALWARE APT40/Dadstache Related DNS Lookup", "ET MOBILE_MALWARE 
Android APT-C-23 (eleanor-guthrie .info in DNS Lookup)", "ET MALWARE Sofacy DNS 
Lookup checkmalware.info", "ET MALWARE APT28/Sednit DNS Lookup 
(worldmilitarynews .org)", "ET MOBILE_MALWARE Android APT-C-23 (juana .fun in TLS 
SNI)", "ET MALWARE W32/Antifulai.APT CnC Beacon 2", "ET MALWARE APT28/Sednit 
DNS Lookup (militaryobserver .net)", "ET MALWARE Sidewinder APT Related Domain in 
DNS Lookup (edu-cx .org)", "ET MOBILE_MALWARE Android APT-C-23 (leslie-barnes 
.website in TLS SNI)", "ET MALWARE APT SuperhardCorp DNS Lookup (np3.Jkub.com)", 
"ET MOBILE_MALWARE Android APT-C-23 (joycebyers .club in TLS SNI)", "ET 
MOBILE_MALWARE Android APT-C-23 (dardash .club in TLS SNI)", "ET 
MOBILE_MALWARE Android APT-C-23 (android-settings .info in TLS SNI)", "ET 
MALWARE TWISTEDPANDA CnC Domain in DNS Lookup (www .miniboxmail .com)", "ET 
MALWARE MuddyWater Payload Registering with CnC", "ET MALWARE WEBC2-CSON 
Checkin - APT1 Related", "ET MALWARE Sofacy DNS Lookup msonlinelive.com", "ET 
MOBILE_MALWARE Android APT-C-23 (fasebookvideo .com in DNS Lookup)", "ET 
MALWARE Sofacy DNS Lookup adobeincorp.com", "ET MALWARE Sofacy DNS Lookup 
testservice24.net", "ET MOBILE_MALWARE Android APT-C-23 (max-eleanor .info in TLS 
SNI)", "ET MALWARE Sidewinder APT Related Domain in DNS Lookup (docuserve .ltd)", 
"ET MALWARE Bitter APT Domain in DNS Lookup (huandocimama .com)", "ET 
MOBILE_MALWARE Android APT-C-23 (accounts-googlc .com in DNS Lookup)", "ET 
MOBILE_MALWARE Android APT-C-23 (mail-accout .club in TLS SNI)", "ET MALWARE 
Possible APT29 CozyBear/SeaDaddy SSL/TLS Certificate Observed", "ET MALWARE 
ShellCrew.APT StreamEx DNS Lookup 2", "ET MALWARE APT Cheshire Cat CnC Beacon", 
"ET MALWARE DarkHotel Downloader CnC Beacon 2", "ET MALWARE 
W32/Pgift.Backdoor APT CnC Beacon", "ET MALWARE Sidewinder APT Related Domain 
in DNS Lookup (pakmarines .com)", "ET MALWARE Observed DNS Query to known 
Windshift APT Related Domain 1", "ET MALWARE MSIL APT28 Zebrocy/Zekapab 
Reporting to CnC", "ET MALWARE Possible Trojan.APT.9002 POST", "ET MALWARE 



Observed StrongPity CnC Domain (hardwareoption .com in TLS SNI)", "ET MALWARE 
LAME SSL Cert APT1", "ET MALWARE CommentCrew UGX Backdoor initial connection", 
"ET MALWARE APT DarkHydrus DNS Lookup 6", "ET MALWARE APT28/Sednit DNS 
Lookup (reuters-press .com)", "ET MOBILE_MALWARE NSO Group CnC Domain in DNS 
Lookup (vie-en-islam .com)", "ET MOBILE_MALWARE Android APT-C-23 (firesky .site in 
DNS Lookup)", "ET MOBILE_MALWARE Android APT-C-23 (leonard-kim .website in DNS 
Lookup)", "ET MALWARE APT CozyCar SSL Cert 8", "ET MALWARE APT SuperhardCorp 
DNS Lookup (docume.sysbloger.com)", "ET MOBILE_MALWARE Android APT-C-23 
(accountforuser .website in DNS Lookup)", "ET MALWARE ShellCrew.APT StreamEx DNS 
Lookup 18", "ET MALWARE TWISTEDPANDA CnC Domain in DNS Lookup (www 
.minzdravros .com)", "ET MALWARE APT28/Sednit DNS Lookup (euronews24 .info)", 
"ET MALWARE Win32/SodaMaster domain observed in DNS query (www. rare-coisns. 
com)", "ET MOBILE_MALWARE Android APT-C-23 (jack-wagner .website in TLS SNI)", 
"ET MALWARE Rhabdo CnC Activity M1", "ET MALWARE Possible TransparentTribe APT 
CnC Activity", "ET MALWARE Sidewinder APT Related Domain in DNS Lookup 
(ppinewsagency .live)", "ET MALWARE APT28/Sednit DNS Lookup (military-info .eu)", 
"ET MOBILE_MALWARE Android APT-C-23 (new .filetea .me in DNS Lookup)", "ET 
MALWARE METALJACK APT32 CnC Host Checkin", "ET MALWARE APT28/Sednit DNS 
Lookup (shurl .biz)", "ET MALWARE Miniduke Checkin", "ET MOBILE_MALWARE 
Android APT-C-23 (android-settings .info in DNS Lookup)", "ET MALWARE Sidewinder 
APT Related Domain in DNS Lookup (bahariafoundation .org)", "ET MALWARE 
APT28/Sednit DNS Lookup (inteldrv64 .com)", "ET MALWARE APT28/Sofacy Zebrocy Go 
Variant Checkin", "ET MALWARE APT28 DealersChoice DNS Lookup (zpfgr .com)", "ET 
MALWARE APT DarkHydrus DNS Lookup 4", "ET MALWARE CozyDuke APT HTTP POST 
CnC Beacon", "ET MOBILE_MALWARE Android APT-C-23 (myboon .website in TLS SNI)", 
"ET MOBILE_MALWARE Android APT-C-23 (mediauploader .info in DNS Lookup)", "ET 
MOBILE_MALWARE Android APT-C-23 (fasebock .info in TLS SNI)", "ET MALWARE 
APT28/Sednit DNS Lookup (cnnpolitics .eu)", "ET MALWARE APT DarkHydrus DNS 
Lookup 25", "ET MOBILE_MALWARE Android APT-C-23 (caroline-nina .com in TLS SNI)", 
"ET MALWARE APT28/Sednit DNS Lookup (nato-hq .com)", "ET MALWARE 
W32/DoubleTap.APT Downloader CnC Beacon", "ET MALWARE APT28/Sednit DNS 
Lookup (ausameetings .com)", "ET MOBILE_MALWARE Android APT-C-23 (heyapp 
.website in TLS SNI)", "ET MOBILE_MALWARE Android APT-C-23 (michael-keaton .info 
in TLS SNI)", "ET MALWARE Sidewinder APT Related Domain in DNS Lookup (fdn-trace 
.net)", "ET MALWARE BUILDINGCAN CnC Activity", "ET MOBILE_MALWARE Android 
APT-C-23 (bestbitloly .website in DNS Lookup)", "ET MOBILE_MALWARE Android APT-C-
23 (bbc-learning .com in TLS SNI)", "ET MOBILE_MALWARE Android APT-C-23 (leonard-
kim .website in TLS SNI)", "ET MALWARE Arid Viper APT Advtravel Campaign DNS 
Lookup (advtravel.info)", "ET MALWARE Turla DNS Lookup (vision2030 .cf)", "ET 
MALWARE Mini/Cosmic Duke variant FTP upload", "ET MALWARE Drovorub tunnel 
Module Server Response", "ET MALWARE APT SuperhardCorp DNS Lookup 
(drometic.suroot.com)", "ET MOBILE_MALWARE Android APT-C-23 (mail-presidency 
.com in DNS Lookup)", "ET MALWARE Win32/Spy.Agent.OHT - AnunakAPT HTTP 
Checkin 2", "ET MALWARE APT28/Sednit DNS Lookup (windowscheckupdater .net)", 
"ET MALWARE Sidewinder APT Related Domain in DNS Lookup (ksew .org)", "ET 
HUNTING Suspicious Empty SSL Certificate - Observed in Cobalt Strike", "ET MALWARE 
APT DarkHydrus DNS Lookup 5", "ET MALWARE APT28 DealersChoice DNS Lookup 
(gtranm .com)", "ET MALWARE Possible APT17 CnC Content in Public Website", "ET 
MOBILE_MALWARE Android APT-C-23 (maria-bouchard .website in DNS Lookup)", "ET 
MALWARE APT28/Sofacy Zebrocy Go Variant Downloader Error POST", "ET MALWARE 
Lazarus APT Related Valefor/VSingle CnC Beacon", "ET MALWARE APT28/Sednit DNS 
Lookup (aljazeera-news .com)", "ET MOBILE_MALWARE Android APT-C-23 (dachfunny 
.club in TLS SNI)", "ET MALWARE Arid Viper APT Advtravel Campaign GET Request", "ET 
MOBILE_MALWARE Android APT-C-23 (dachfunny .us in DNS Lookup)", "ET 
MOBILE_MALWARE Android APT-C-23 (graceygretchen .info in TLS SNI)", "ET 
MOBILE_MALWARE Android APT-C-23 (cerseilannister .info in TLS SNI)", "ET MALWARE 
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